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Preface

VMware vCloud Air is a public cloud platform built on the VMware vSphere

and the VMware vCloud Director platforms. It provides Infrastructure-as-a-Service
(IaaS) on a pay-per-use subscription model. Currently, it provides three types of
services for its customers, namely Dedicated Cloud, Virtual Private Cloud, and
Disaster Recovery.

VMware vCloud Air has come a long way from its early inception in 2013 as
vCloud Hybrid Service. It wasn't until August 2014 that vCloud Hybrid Service
was rebranded as vCloud Air. Today, vCloud Air has made its presence felt
globally by having world-class data centers across the United States, Europe, Asia,
and Australia. Using these data centers, customers can extend their on-premise
infrastructure to vCloud Air by leveraging a host of VMware products and services,
such as direct connect, vCloud connector, VMware NSX services, and so on. This
provides a lot of flexibility and agility to organizations that are looking to actively
expand their resources, but do not want to invest heavily in infrastructure startups.
And now with vSphere 6 launched, VMware is actively looking to integrate its
management, operations, and automations suite of products with vCloud Air,

thus making it easy for enterprise customers to leverage and extend their existing
on-premise portfolio of applications to vCloud Air.

This book will provide you with a step-by-step guide to and, hands-on learning
experience with VMware vCloud Air. With easy-to-follow instructions, ample
screenshots to refer to, and a host of best practices and tips, it will give you a
practical understanding that will help you get started with VMware vCloud Air.

[vl
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What this book covers

Chapter 1, Getting Started with VMuware vCloud Air, introduces the concepts and
features of cloud computing. This chapter discusses the importance of cloud
computing and how it can be leveraged to bring competitive advantages to
businesses. It provides an introduction to vCloud Air, its components, and its
features, and tells you how to get started with its services.

Chapter 2, Working with Virtual Machines, covers the basics of virtual machines,
vApps, templates, and catalogs. It describes in detail how you can create and launch
your own set of virtual machines in vCloud Air. The chapter also describes a few
essential best practices and tips that you should keep in mind when designing and
building your virtual machines on the vCloud Air platform.

Chapter 3, vCloud Air Networking and Security, delves into the concepts of networking,
with a special emphasis on gateways, DHCP services, network address translation,
load balancing, and so on. This chapter also provides you with a step-by-step guide
that will help you connect your virtual machines with the outside world.

Chapter 4, Extending vCloud Air, focuses on the different types of connectivity options
provided by VMware vCloud Air to customers for extending their on-premise

data centers to the cloud. The chapter also provides an in-depth look at the VPN
service and tells you how you can leverage it to connect vCloud Air with other
VMware-backed private and public clouds. Then it covers the basics of installing
and using VMware vCloud Connector as a tool to migrate your workloads from

an on-premise environment to the vCloud Air platform.

Chapter 5, Monitoring Workloads on vCloud Air, covers a basic overview of the VMware
vRealize suite of products, with a special emphasis on VMware vRealize Operations
Manager. This chapter describes in detail how to deploy a fully functional vRealize
Operations Manager into your on-premise VMware environment, and leverage it

to monitor your workloads on VMware vCloud Air.

Chapter 6, Business Continuity and Disaster Recovery using vCloud Air, describes

the importance of a good and functional disaster recovery plan. This chapter also
provides an in-depth view of VMware vCloud Air's disaster recovery service, its
components, and its key features. It walks you through simple steps to configure
vSphere replication with vCloud Air and test and perform virtual machine
replications.

[vi]
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Preface

What you need for this book

This book assumes that you have basic to intermediate knowledge and hands-on
experience with VMware products, including the VMware vSphere and vCloud
Director platforms. A basic understanding of cloud computing and its delivery
models and key benefits will also be beneficial here. You will, furthermore, need
Internet access and the latest version of either Google Chrome or Firefox to access the
vCloud Air environment. You will also require the latest copy of Putty Manager or
any other such SSH tool for obtaining remote sessions of your Linux virtual machines
on the vCloud Air platform. Although not required, it is beneficial to have either a
working VMware vSphere-based lab set up in your on-premise environment. There
are a plenty of tutorials out there on the Internet that can guide you through how

to create a mini-VMware lab on a laptop. This will come in handy when integrating
vCloud Air with products such as VMware vCloud Connector, vRealize Operations
Manager, vSphere Replications, and so on.

Who this book is for

This book is aimed at beginners, system administrators, cloud developers, and cloud
administrators who are on the path to learning and leveraging VMware vCloud Air
as a public cloud for their organization.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: "
To log in to the virtual machine, use the following credentials:

e Username: root

* Password: <Guest 0S_Passwords>"

A block of code is set as follows:

<html>

<body bgcolor="black"><font color="white">
<center><hl>This is HTTP PROD SERVER 1l</hl></centers
</font></body>

</html>

[ vii ]
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Any command-line input or output is written as follows:

# yum install httpd

New terms and important words are shown in bold. Words that you see on
the screen, in menus or dialog boxes for example, appear in the text like this:
"Once the form is filled in, simply click on the Submit button."

% Warnings or important notes appear in a box like this.
i

Al

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the color images of this book

We also provide you a PDF file that has color images of the screenshots/diagrams

used in this book. The color images will help you better understand the changes in
the output. You can download this file from: http: //www.packtpub.com/sites/

default/files/downloads/2874EN_ColorImages.pdf

[ viii ]
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we

can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[ix]
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Getting Started with VMware
vCloud Air

Imagine being able to kick start your new business with a simple click of a
mouse button; imagine having the ability to scale IT infrastructure up and down
dynamically, all with a few clicks, while you only pay for what you use and not
a penny more! This is just part of the essence and power that cloud computing
can provide today.

Cloud computing has definitely evolved a lot over the years. It is not surprising
that today, it has become almost a mainstream part of our lives; from storing
personal data and accessing it from anywhere across the world, to having burst
compute capacity and enterprise software applications available on demand,
anytime and anywhere.

A lot of top-notch companies are already investing heavily in cloud computing

for the future, building a variety of open source and propriety cloud tools, and
platforms that we, as end users, can use and exploit to the fullest. One such
company is VMware, which has been a leader in the virtualization industry for
quite some time. VMware offers a huge suite of enterprise class products that can
be leveraged to transform your IT datacenters into fully functional and automated
cloud environments. In this book, we are going to explore the possibilities of cloud
computing using VMware's latest service offering in the Public Cloud arena called
VMware vCloud Air.

[11]
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Getting Started with VMuware vCloud Air

In this chapter, we are going to look at some of the features and benefits provided by
Cloud Computing in general, along with a few interesting enterprise use cases for
cloud computing. We will be covering this through the following topics:

* Whatis cloud computing what are its uses?
* Components and concepts of vCloud Air

e vCloud Air Service Offerings

* Signing up for VMware vCloud Air

Later on, we will look into some simple steps that will help you sign up and get
started quickly with VMware vCloud Air.

What is cloud computing?

The obvious question that must be lingering in your minds by now is, "what's all the
talk and buzz about cloud computing? What does it really have to offer?"

Let's have a quick look at what exactly cloud computing is.

NIST or the National Institute of Standards and Technology defines cloud computing
as A model for enabling ubiquitous, convenient, on-demand network access to a shared pool
of configurable computing resources (for example, networks, servers, storage, applications,
and services) that can be rapidly provisioned, and released with minimal management effort
or service provider interaction.

It also talks about certain essential characteristics of cloud computing that are
worth mentioning:

* Resource pooling: One of the key features of cloud computing is the ability
to pool resources, and make them available to users on demand in a shared
fashion. In simpler terms, the users are abstracted from the complexities of
the underlying hardware, or the location of the servers and the datacenters.
All that is required is for users to log into the cloud portal, provision, and
de-provision resources on the fly.

*  Multi-tenancy: A common characteristic of a cloud is its ability to provide
shared services to multiple end users. This style of providing a shared
service from a common resource while keeping the user-specific data
isolated is called multi-tenancy.

[2]
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* Cost effective: Because of pooling resources and multi-tenancy, there is very
little wastage of resources in a cloud environment. Hardware and software
come precompiled and are ready to use a format that reduces the overall
costs of deployment, management, and operation as well. Besides these, most
public cloud vendors also offer their services on a utility style costing, thus
eliminating the need for any upfront payments or heavy investments.

* Pay-as-you-go model: The utility style of costing makes sure that the cloud
users only pay for the resources that they use, and not a penny more. This
helps them to keep track of their resource consumptions and billing as well,
while eliminating wastage of unnecessary resources.

* Robust and reliable: Clouds run off multiple datacenters; most of them
geographically isolated from each other. The idea here is that in case one
server, multiple servers, or even an entire rack fails, the cloud service would
still run unaffected from it. This is due to a lot of built-in redundancy and
automated fault tolerance. In some cases, where a cloud draws its resource
from multiple data centers and an entire datacenter should go offline,
individual cloud users would still suffer no outages. There is, in other
words, no single point of failure, which would make a public cloud
service vulnerable.

* Flexible services: Clouds today provide a very large set of services for
the users to choose from, ranging from IaaS (Infrastructure as a Service),
to PaaS (Platform as a Service), and even SaaS (Software as a Service).
These services can be accessed via the Internet, enabled and consumed on
demand, and then shut down and disposed of as well, once your tasks are
over. Major business today even integrate their services with public clouds
using open source APIs, thus forming hybrid clouds: special sets of clouds
that can provide the pros of both private and public cloud computing while
eliminating their individual cons.

Now that we have a basic understanding of what a cloud is, and some of its features
and benefits, let's look at some interesting enterprise-level cases of where a cloud can
be used.

[31]
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Getting Started with VMuware vCloud Air

How is cloud computing useful?

Burst compute capacity: An organization has to compute and process a lot
of payroll information towards the end of each month. This processing
requires compute power; the more the power the faster the results are
calculated. Cloud computing can provide such burst compute capacity on
demand to its users, when they need it the most. The organization can spin
up virtual machines or instances in the cloud, scale them based on the
randomness of their demand, and then destroy all the instances once the job
is done. This entire process can also be automated to make the entire payroll
computation far easier and effective at the end of each month's cycle.

* Dev and Test: A classic use case when it comes to cloud computing is the
development and testing of applications and code on the cloud. Organizations
can host their development centers on-premises and test the applications on
the cloud by spinning up instances quickly, testing on them, and then tearing
the entire infrastructure back down when not needed. Massive and complex
infrastructure environments can be built on clouds with ease with the use of
templates, cloning, and automated provisioning.

* Disaster recovery: A common use case for most enterprises today is to use
a cloud as a mechanism for disaster recovery. Organizations create stand-by
infrastructure environments on a cloud that can either perform hot or cold
migrations on demand. Clouds today use a variety of techniques to achieve
this such as live virtual machine replication, templates, and cloning.

* Temporary sites: Similar to the development and test scenario, a cloud
can also be used to spin up simple advertising, marketing web sites, or a
micro-site for a couple of months. Organizations can easily create and power
on entire sites in the cloud, use it for a certain amount of time, and then tear
it all down (and save it potentially for later use) once they are done.

vCloud Air — concepts and components

Now that we have seen what cloud computing is, and what its features and benefits
are, let's dive into the crux of the book itself by introducing VMware vCloud Air.

VMware vCloud Air is basically a public cloud platform that is built on two
of VMware's flagship products: the virtualization and consolidation engine
called VMware vSphere, and the multi-tenant cloud platform called VMware
vCloud Director.

[4]
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Chapter 1

Organizations can run their existing workloads as well as launch new apps and
services on VMware vCloud Air with ease, thus allowing them the freedom and
flexibility to extend their existing datacenters into the cloud.

vCloud Air service offerings

VMware vCloud Air offers three types of service offerings for the end users, each
with its own preconfigured and preallocated amount of compute, storage, and
network resources to begin with. These resources are just a starting point and
can be extended as per the user's requirements.

The types of vCloud Air services

The vCloud Air service offerings are broadly classified into three main categories:
Dedicated Cloud, which provides a single tenant virtual private cloud for the end
user; the VMware vCloud Air Virtual Private Cloud, which is more of a multi-tenant
virtual private cloud, and can be used by multiple organizations; and last but not
least, Disaster Recovery, which provides seamless DR options from premises to the
cloud and vice versa.

The following image shows the types of vCloud Air Services:

vCloud Air Core Service Offering

Compute laasS

Virtual Private Cloud Disaster Recovery
z lly Isolated : Logically Isolated
Resource Pl Business Continuity

Solution

Dedicated Cloud
- Isolated

Image source: VMware
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Getting Started with VMuware vCloud Air

The Dedicated Cloud service

The Dedicated Cloud service provides a single tenant private cloud with dedicated
computing servers, layer-2 network isolation for workload traffic, persistent storage
volumes, and a dedicated cloud management instance. Think of it as your own rack,
servers, storage, and networks. There is no multi-tenancy here. This type of dedicated
infrastructure is best suited for organizations that have really sensitive data, and don't
wish to share infrastructure with any other organization; for example, banks and
government organizations would generally go with a dedicated cloud service.

The dedicated cloud service provides users with more control and flexibility of how
the resources are used and administered. Think of a dedicated cloud as your own
private cloud hosted in a public cloud.

Table 1 - Dedicated Cloud service capacities:

Service Component Capacity

Computer 120 GB vRAM, 30GHz vCPU
Storage 6TB standard or accelerated storage
Bandwidth 50 Mbps

Public IP addresses 3 included + optional

Production support 24 x 7 x 365

Each dedicated cloud service comes with a starter pack of the information mentioned
in the preceding table; however, users are not limited to that capacity only.
Dedicated cloud users can extend their capacities as per their requirement anytime
by simply logging in to their VMware account and purchasing additional resources
on demand.

The Virtual Private Cloud service

The Virtual Private Cloud service works in a similar way as the dedicated cloud
service. The only difference is that the underlying physical resources are shared
between multiple customers. An important point to remember here is that although
the physical infrastructure is shared, it is logically isolated and provided to individual
customers, thus providing an illusion that they were running on dedicated resources
directly. This logical isolation has no performance impact to the customers, as the
resources are dedicated and made available on demand whenever required.
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Table 2 - Let us have a quick look at a Virtual Private Cloud's service capacities:

Service Component Capacity

Compute 20 GB vRAM, 5GHz vCPU burstable up to 10GHz
Storage 2TB standard or accelerated storage

Bandwidth 10 Mbps

Public IP addresses 2 included + optional

Production support 24 x 7 x 365

The Disaster Recovery service

Disaster Recovery or Recovery-as-a-Service (RaaS) is a new service offering

provided by vCloud Air, which is intended to take backups, and protect your

virtualized infrastructure, whether it is hosted on the vSphere or vCloud Director

environment.

This service enables users to manage and protect their virtual infrastructure by
asynchronously replicating the virtual machines from a source site; say, your local
vSphere environment to the cloud for recovery.

Table 3 - Disaster recovery (RaaS) service capacities:

Service Component Capacity
Compute 20 GB vRAM, 10GHz vCPU
Storage 1TB standard storage
Bandwidth 10 Mbps
Public IP addresses 2 included + optional
Production support 24 x 7 x 365
M As a vSphere customer, or vSphere and vCloud Air customer, you ]

Q will need to contact your VMware sales representative to purchase a
vCloud Air - Disaster Recovery subscription.
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vCloud Air relies on two of the VMware's products to perform disaster recovery,
and a brief about each is as follows:

vSphere Replication

vSphere Replication is a part of the vSphere product suite that enables users to
replicate and automate the failover of their virtual machines to remote sites, such
as vCloud Air. An important thing to note here is that vSphere Replication does
not support automatic failback of virtual machines; that is, vSphere Replication
does not move the virtual machines from vCloud Air back to the on-premises
vSphere environment automatically. This is a manual process.

vCloud Connector

vCloud Connector is a free tool provided by VMware, and is used to connect your
on-premises vSphere environment with a remote VMware vCloud. vCloud Connector
is a useful tool when it comes to migrating templates and virtual machines from an
internal private cloud to a public cloud.

Signing up for VMware vCloud Air

Signing up for VMware vCloud Air is a fairly simple process. At the time of writing
this book, VMware has set up an Early Access Program (EAP). If you are a new user
and interested in the EAP, then simply sign up for the program at http://vcloud.
vmware.com/service-offering/virtual-private-cloud-ondemand.

The link takes you to a short questionnaire. Once the form is filled in, simply click on
the Submit button. You will receive an email at the email address that you provided
during the sign-up process. This email will contain a link and a temporary password
to create an account on vCloud Air. Click on the link to get started:

1. If you already have a My VMware Account, then simply login by providing
your email address and password under LOG IN/CREATE ACCOUNT,
or you can optionally create a new My VMware account.

The following screenshot shows the VMware vCloud Air OnDemand
Services log-in/sign-up page:
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Sign Up for VMware vCloud® Air" OnDemand Services

) LOG IN/ CREATE ACCOUNT B D

To get started, log in with your existing My VMware account or create a new one. Learn more about My VMware.

Log in using your My VMware account Create a new My VMware account

If you have an existing account, please enter your email Please complete the requested information below.

address and password
* Email Address
*Email Address

* Verify Email Address

* Password

* Password

Legin> Forgot your password?
getyourp * Verify Password

2. Enter your credit card and billing information and click on Complete Sign-
Up. You can optionally provide a different billing address as well if required.

The following screenshot shows the page where you fill in the credit card
and billing information:

You will be billed in: US Dollar

visA @

* Cardholder Name
Yohan Wadia

U Billing information is the same as account information

* First Name “ Last Name

* Card Number Company Name

9999-9999-9999-9999-9999
* Address Line 1
* Expiration Date
1 v 2028 v
Address Line 2
* Security Code

999 o

* Zip/Postal Code * City
When will | be billed?
Legal [{# - Read the vCloud® Air~ OnDemand Services Terms of Services
Service Level Agreement, Privacy Policy, and more. " Country
India v

Phone NMumber
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3.

Once VMware has validated your account information, you will receive a
confirmation email that will provide you with a URL to access your vCloud
Air along with a few other necessary account activation instructions.

Navigate to the given URL and set a new password for accessing your
account. Always use a strong password, and remember to check the I accept
checkbox before you click on Continue.

The following screenshot shows the VMware vCloud Air password setup
screen:

vimware: vcioud® Air

Hi Yohan, please finalize your account.

Guidelines
6 to 20 characters long
atleast one uppercase character (A-Z)
atleast one lowercase character (a-z)
atleast one number (0-9)

By accessing or using the ViMware vCloud® Air™ portal, the VMware vCloud® Air™, and any related software and
documentation, you (as an individual and as the entity you represent) accept and agree fo be bound by the Terms of
Service and related provisions references in the terms of service.

| accept

5. Provide your username and password and click on Sign in to begin using

your vCloud Air subscription. You will be prompted to accept VMware
vCloud Air's terms and conditions. Simply click on Submit and continue.

For subsequent logins, go to https: //vca.vmware . comand log in
L= using your username and password.
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The following screenshot shows the VMware vCloud Air log-in screen:

VIMWare' vcioud® Airm

yohanwadia88@amail com

Leamn More | Forgot Password?

6. Once logged in, you will see vCloud Air's main dashboard, as shown in the
following screenshot:

vmmware" vcloude air-

Services ~

Virtual Private Cloud My Subscriptions

T

‘ OnDemand

- Create virtual machines, and easily View subscriptions including
r %

scale up or down as your needs dedicated clouds, virtual private
change. clouds and disaster recovery
clouds.

Here, you can see that VMware has already provided you with an
On-Demand vCloud service. Get started by selecting the Virtual Private
Cloud On-Demand. This will bring up a dialog box that will allow you
to select the default Region out of which you will operate.
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Regions

Regions are a collection of one or more physical datacenters that can be geographically
separated from each other. Users can select any region in VMware vCloud Air to get
started. However, a good choice will be to select the region that's closest to you.

Why provide a choice of regions? Well, failures can happen, and hosting all your
workloads in a single datacenter is not a best practice. Having your workloads
available in multiple regions allows users to deploy highly redundant and fault
tolerant applications, which can work even if one entire datacenter goes down.
Having multiple regions also means that you can run your workloads a lot closer to
where your customers reside, and at the same time, comply with various local legal
regulations and laws.

The following screenshot shows the VMware vCloud Air Virtual Private Cloud
OnDemand region selection screen:

Choose a Region for Virtual Private Cloud OnDemand

In which region de you want to create your first virtual machine?
US - California - 3
US - Virginia - 4

-:E:- UK - Slough - 6

Continue

In this case, VMware vCloud Air is showing three regions, two in the US and one in
UK. For the purpose of this guide, I have selected the UK region (UK - Slough - 6),
but you can always go back and change this using the vCloud Air dashboard.

Navigating through the interface

Once you have selected your region, you will see the main dashboard, as shown
previously. This is the starting point for all your vCloud Air activities. Let's have
a quick look into what each tab is going to be used for; first up is the Resource
Usage tab.
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Resource usage

As the name implies, the resource usage tab displays historic as well as real-time
usage of your cloud's resources. You can even view detailed reports for up to a
month using this console.

The following screenshot shows the VMware Private Cloud OnDemand Resource
Usage tab:

Virtual Private Cloud OnDemand in Uk -Sicugn-6 =
> Resource Usage Virtual Machines Gateways Networks
=
g
=8 Past Hou Past 24 Hours Month-to-date ( days) Last Updated: just now o
o
e
o
5
2 CPU Memory Storage
-
GHz-Hour GB-Hour GB-Month
Estimated Cost: 0 Estimated Cost: 0 Estimated Cost: 0
OS + APP Licenses IP Addresses Total Estimated Cost
License-Hour IP-Hour Past Hour
Estimated Cost: 0 Estimated Cost: 0
-

, You will not be charged for any resources unless you start using
them. The following console views the estimate costs to date of each
T of your resources.
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If you want an in-depth usage and cost report, then log in to your My VMware
account and traverse to Services | Subscription Service Detail, as shown:

My ViMware > Accounts > Services > Subscription Service Detail

v

4 M841 7841 7 5 Account 111111111 - Yohan Wadia Launch Service (g
9
Status @ Active Payment Method MasterCard ending in 9999
s Service ID MB41784175 Usage Spend Notification No value entered
&) Manage Service v
T_T% Start Date 2014-12-04 = -
5 Offering Partner Vidware. Inc. Service Owner (&) Yohan Wadia
ﬁ Current Usage & Cost Past Usage & Cost Eﬁ Export
o} Usage and cost reported Estimated cost-to-date @ $ 1 8 00
2014-12-04 to 2014-12-14 07:15 PM PST Month-to-date - 11 days .

CPU Memory Standard Storage IP Addresses

GHz-Hour GB-Hour GB-Month

Cost-to-date $0.90 Cost-to-date $0.45 Cost-to-date $1.15 Cost-to-date $15.50

Virtual machines

A virtual machine is a software-based computer which, as a physical computer, runs
on a host operating system. Virtual machines are first-class objects in vCloud Air
interactions, and you can manage them individually.

Using the virtual machines tab, you can create, edit, delete and view all your virtual
machines or instances. By default, vCloud Air provides a list of readymade templates
including CentOS, Ubuntu, and Windows Server OSs, with which you can create
your own instances; however, you can also create or upload your own custom
templates and ISO images, and spawn instances from them. This will be covered

in depth in the subsequent chapters.
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vmware vcloude aAir

P =
Smm  Services - = JooOls -
Home VPC On Demand A Virtual Machines

Virtual Private Cloud OnDemand in  ux-sicugn -6

Resource Usage Virtual Machines Gateways Networks

Welcome to vCloud Air - Virtual Private Cloud OnDemand!

Create your first virtual machine

s181uad) ejeq [enuiA

Gateways

The vCloud Air uses Software Defined Networking (SDN) concepts and technology
for creating and using networking elements, such as gateways and routers.

The gateway in vCloud Air is basically responsible for routing traffic to and from
your internal vCloud environment to the outside world, that is, the Internet.

When you subscribe to a Virtual Private Cloud service, VMware creates your virtual
data center for you, and adds a gateway to that virtual data center, as it's done in
this case. When you subscribe to a Dedicated Cloud service, you have to log in to the
vCloud Air console, and create your first virtual data center. When you allocate a
public IP address range to your virtual data center, vCloud Air creates a gateway in
that virtual data center.

By default, a gateway provides the following properties:

* Small footprint: a gateway doesn't use much disk or compute resources

* High availability: by default, this feature is disabled, but you can enable it
by using VMware vCloud Director
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* IP Networks: by default, the gateway will provide you with an internal
network (generally a 192.168.xxx.xxx series IP range with a default gateway),
and an external facing IP as well

vmware" vcioude Air

i =
EEE Services == Tools ~
Home VPC On Demand Al Gatsways

Virtual Private Cloud OnDemand in Uk siougn1s

Resource Usage Virtual Machines Gateways Networks

&2 Manage in vCloud Director O

sialua) eleq |enuip

GATEWAY ON VDC1

Gateway IP: 48.244.38.3
Configuration P4 compact
High Avallability: &0 Disabled
Networks: 1

Public IPs ]

0 Used / 0 Unused

A gateway provides additional services, such as firewall, NAT, DHCP VPN,
and load balancing as well, each of which will be explored in depth in the
subsequent chapters.

By default, all the services mentioned above are set to be disabled.
So, when you assign a virtual machine to the default gateway, it will
*  not provide any connectivity to the outside world. In order for the
virtual machine to get internet connectivity, you will have to open up
’ the relevant ports and enable NAT as well on the gateway, so that the
internal (192.168.xxx.xxx) IP address of the VM is translated into the
external (gateway) one.

Networks

The Networks tab displays the overall networks that can be consumed by the virtual
machines in a vCloud Air environment. There are two types of networks that can be
created here:

* Default-Routed-Network: this network is used to connect your instances
with the outside world.
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* Isolated Network: as the name implies, this is an isolated network. It does
not contain any edge gateway to route traffic to the outside world.

The following screenshot shows the VMware vCloud Air Networks tab:

vmMmware: vcioude air

L 1] =

EEE Services - = Tools ~
Home P VPC OnDemand b VDC! b Vinual Machines

Virtual Private Cloud OnDemand in Uk siougnis

Resource Usage Virtual Machines Gateways Networks

&
g
% = New Network &5 Manage in vCloud Director o
g
o
= DEFAULT-ROUTED-NETWORK ON V...
&
= Type: ROUTED
Gateway: gateway (48.244.38.3/22)
Default Gateway IP:  192.168.109.1
VMs: 0 Connected (0 On)
Public IPs: 0 Allocated (0 Used, 0 Unused)
IP Range 192.168.109.2 - 192.188.109...
Description o

Both the default-routed and isolated networks use a range of internal IP addresses.
These IP addresses can be viewed in the vCloud Air dashboard itself by selecting the
particular network that you want to view.

Unlike the default-routed network, the isolated network does not
come with a host of add-on services like load balancing and NAT;
/\" .
it only supports DHCP.

Virtual Datacenters — VDCs

VDCs are a mechanism by which users can isolate particular applications, and
application groups by providing them dedicated compute, storage, and network
resources that are logically carved up from underlying physical resources. For
example, an organization typically has internal departments, such as development,
testing, production, and HR. vCloud Air can create VDCs for each of these
departments in such a way that the cloud administrator can create and track resource
utilization for each department, and bill them based on their resource consumptions.
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Using vCloud Air, you can perform a lot of management activities on a VDC, such
as create VDCs, assign the maximum number of virtual machines that each VDC can
support, assign dedicated routed and internal networks and storage, and so on.

Let's run through a quick example to see how easily we can create a VDC using the
vCloud Air interface.

On the main dashboard, select the pop-out arrow near the Virtual Data Centers
option. You should see a default VDC is already created for you named VDC1.
You can create and list multiple VDCs using this this console itself.

The following screenshot shows the VDC created by default under the Virtual
Machines tab:

Home VPC On Demand VDCl Virtual Machines
Virtual Private Cloud OnDemand in  ux-sicugn -5
Virtual Data Centers Resource Usage  Virual Machines Gateways  Networks
A
Welcome to vCloud Air - Virtual Private Cloud OnDemand!
VDC (]
Create your first virtual machine

To create your own VDC, click on the + sign next to the Virtual Data Centers option.
This will display the following popup window. Provide a suitable name for your
new VDC and click on Create Virtual Data Center when done.

Blank spaces in your VDC name are not allowed, so use a hyphen or
= an underscore in its place.
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The following screenshot shows the New Virtual Data Center page:

New Virtual Data Center

Name: DEVELOPMENT-VDC
Details: 50 Virual Machines
50 GHz of wCPU
100 GB of vRAM

2 TE of Standard Storage
2 TB of S5D-Accelerated Storage

Contact VMware Support if you require additional capacity

Create Virtual Data Center

As you can see from the preceding screenshot, the VDC is created with a predefined
set of resources allocated to it, such as 50 GHz of CPU, 100 GB of vRAM, and so on.
You can contact the VMware support team if you wish to add more resources to
your VDC.

Once created, you can list your VDCs as we did in the earlier steps. An important
point to remember here is always remember to select your VDCs first, and then
create virtual machines, or perform any changes to your environment.

Virtual machines created now will be specific to the VDCs, but if you wish to list all
the VMs from your environment, then simply select the All option under the Virtual
Data Centers drop-down list.

Each VDC that you create will have its own default routed-gateway
and isolated network created as well, so make sure you are editing
= .
or deleting the correct networks from the correct VDC.
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The following screenshot shows the VDC that you just created:

vmware: vcioud= air

HH
Emm  Services

Home VPC On Demand DEVELOPMENT-VDC Virtual Machines
Virtual Private Cloud OnDemand in  ux-sicuch-5

Virtual Data Centers Resource Usage = Virtual Machines Gateways — MNetworks

-

Welcome to vCloud Air - Virtual Private Cloud OnDemand!

DEVELOPMENT-VDC ()

Q Create your first virtual machine

VD1

Deleting a VDC is also a simple process. Simply right-click on the VDC's name and
select the option to delete.

% Deleting a VDC will free up all the resources currently allocated to
o—" it including gateways, networks and virtual machines.

Virtual Data Centers Resource Usage  Virtwal Machin

Al

DEVELOPMENT-VDC (v}

Edit Mame

vDCl (]
Delete

Manage Catalogs in vCloud Director

Deleting a VDC

User management
VMware vCloud Air provides a simple Identity Access Management (IAM) portal.
By using it you can create users, and assign them individual roles.
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There are five specialized sets of roles provided by vCloud Air; they are summarized
as follows:

* Virtual infrastructure administrator: they are a kind of super administrator.
They have the privileges to add and modify VDCs and virtual machines.
They can also view gateways, networks, activity logs, and list other users.

* Account administrator: they can only add users and reset passwords.
Account administrators can view VDCs and their contents as well.

* Network administrator: this is a special role that is designed to only create
and manage the networking infrastructure of your VDC, which includes
routed-gateways, isolated networks, and so on. Network administrators can
also view virtual data centers, virtual machines, activity logs, and users.

* Subscription administrator: they can manage user accounts in My VMware,
and have permission to file support requests.

* Read-only administrator: they can view VDCs, virtual machines,
and networks, and can list other users, but cannot alter settings in the
administration areas.

Now that we understand the specific administrative roles provided by vCloud Air,
let's quickly add a new user to our infrastructure.

On the main dashboard, select the Tools tab and under it, select the Users option,
as shown:

vImmMware' vcloude air

HH
EEE Services

B Select % Add User 5 Refresh More

First Name Last Name Email Status

Role(s)

Yohan Wadia yohanwadia88&gmail.com Enabled Account Administrator
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Click on the Add User option. This will pop up the following screen on which you
can create your user and assign him the required roles that we discussed previously.
Provide the first and last name, and also a valid email address for your user. Once
done, simply select the Add User option.

Add User
Flrst Name John Last Name Doe
Emall Jjohn.doe@hotmail com Confirm Emall john doe@hotmail.com

Overall Access Control
Account Administrator

Allows access fo all compute resources, operations, Object Storage administration and user management

Resource Management Roles

w1 Wirtual Infra

Allows management of assigned VDCs, all contained \VMs and end user access to Object Storage

ure Administrator

B Network Administrator
Allows network management for assigned VDCs and end user access to Object Storage
Read-Cnly Administrator
Allows read only access 1o assigned VDCs, all contained VMs and end user access to Objact Storage
End User
Allews managemeant of VMs in the assigned VDCs and end user access to Object Storage
Mote:
Upen clicking "Add User" button, the user will receive email with relevant details to access the service
and create an access password.

Access to specific Virual Data Centers can be managed on the "Users" tab of a VDC for Dedicated
Clouds, Virtual Private Clouds and Disaster Recovery Clouds.

Add User

Once the user is provisioned, you can choose to enable or disable it; reset the user's
password, and then even delete the user using the same console, as shown:

—
Services == Tools =~

Home Users

Users
B Select ~ 4 Add User View & Edit User o Reset User Password Refresh More -
First Name Last Name Email Status Role(s)
~7] John Doe Jjohn.dee@hotmail.com Enabled Network Administrator, Virtu...
Yohan Wadia yohanwadia88&gmail.com Enabled Account Administrator
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Summary

Let's have a quick round up of the things that we have seen so far. First, we looked
at what cloud computing actually is, and at some of the basic features and benefits
that you can obtain by using it. We then learned a bit about vCloud Air and its
components and service models. We also saw how easy it is to sign up and get
started with the On Demand Virtual Private Cloud service.

In the next chapter, we will be learning the basics of working with virtual machines,
or instances, using VMware vCloud Air.
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In Chapter 1, Getting Started with VMuware vCloud Air, we looked at some of the core
functionalities and benefits provided by cloud computing. We also discussed the
various components of VMware vCloud Air, and saw how easy it is to get started
with it. In this chapter, we are going to walk through the following topics:

* What are virtual machines, vApps, templates, and catalogs
* Getting started with virtual machines, creating, editing and managing them

* Meter usage and monitoring the performance of your virtual machines

What is a virtual machine?

Most of you who are reading this book must be aware of what a virtual machine is,
but for the sake of simplicity, let's have a quick look at what it really is.

A virtual machine is basically an emulation of a real or physical computer, which runs
on an operating system, and can host your favorite applications as well. Each virtual
machine consists of a set of files that governs the way the virtual machine is configured
and run. The most important of these files is a virtual drive, which acts as a physical
drive, storing all your data, applications, and operating system; and a configuration
file that basically tells the virtual machine how much resources are dedicated to it,

and which networks or storage adapters to use and so on. The beauty of these files is
that you can port them from one virtualization platform to another, and manage them
more effectively and securely, compared to a physical server.
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Every virtual machine contains a guest operating system as well, which can be
anything from a native Linux OS like CentOS, RedHat, Ubuntu, SUSE, and so on to a
full blown Windows Server. These operating systems function just as they would on
a real physical computer, as their functioning is encapsulated by the virtual machine.
Once the OS is installed, you can deploy your favorite applications and services on
them, just as you would on a normal server.

Hypervisor - (Hyper-V, Xen, ESX Server)

Hardware - (CPU, Memory, NIC, Disk)

v

Working principle of a virtual machine

Virtual machine creation in vCloud Air is a very simple and straight-forward
process. The vCloud Air application provides you with three mechanisms by which
you can create your own virtual machines briefly, which are summarized as follows:

* Wizard-driven: vCloud Air provides a simple wizard with which you
can deploy virtual machines from preconfigured templates. This option is
provided via the vCloud Air web interface itself.

* Using vCloud Director: vCloud Air provides an advanced option as well
for users who want to create their virtual machines from scratch. This is
done via the vCloud Director interface and is a bit more complex than the
wizard-driven option.

* Bring your own media: Because vCloud Air natively runs on VMware
vSphere and vCloud Director platforms, it's relatively easy for you to migrate
your own media, templates, and vApps into vCloud Air using a special tool
called VMware vCloud Connector.
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We will explore all these methods later on in this chapter, but first let's clear out
some common concepts and nomenclature first.

VApps, templates, and catalogs

Now that we understand what a virtual machine is, let's look at some of the other
important nomenclature that we will be coming across in this chapter and for the
remainder of the book:

vApps: A vApp is VMware terminology, and generally means a
preconfigured and packaged virtual machine that contains an operating
system, and a preinstalled application; for example, a CentOS-based virtual
machine with Apache web server packages rolled into it, a Debian-based
MySQL server, or a Windows 2012 server with a preconfigured DNS and
DHCP roles in it are all what we call a vApp.

vApps can also be ported from one VMware vSphere-based environment to
another due to the fact that all vApps operate on the Open Virtualization
Format (OVF). This enables administrators to easily manage and migrate
vApps from an on-premise VMware environment over to the vCloud Air.

Templates: A template, also called a golden image, is a complete and ready-
to-use blueprint of a virtual machine that can be used by administrators to
clone and deploy several other copies of virtual machines from it. vCloud Air
uses the concept of templates as well, where the end users are provided with
a set of preconfigured and ready-to-use golden images from which a user can
copy and create multiple clones. Some templates provided by vCloud Air are
free of charge, whereas others have some minor licensing charge built into
them. We will be deploying our first virtual machines in vCloud Air later
using such a template.

Catalogs: A catalog in VMware vCloud Air is basically a collection of
templates that you can consume on an on-demand basis. A default catalog is
provided to users when they first log in to the vCloud Air portal. This catalog
contains a few Linux-based distros along with Windows Server templates

as well. This catalog changes frequently as new templates become available.
Alternatively, you can even create your own catalogs and publish them in
vCloud Air using the vCloud Director portal. We will be looking at a few
simple steps to create your own custom catalogs later in this chapter.
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VMware provides a large catalog of vApps and templates at an
online marketplace called Solutions Exchange. You can purchase
+ preconfigured and ready-to-use apps, such as Microsoft SQL
& Server 2012 edition, F5 Load Balancing solution, and a lot more
from here, and directly import them to your vCloud Air catalog
for use at https://solutionexchange.vmware.com/store/
category groups/vcloud-air.

Getting started with virtual machines

Now that we have seen and understood exactly what vApps, templates, and
catalogs are, let's get started by actually deploying some virtual machines on the
VMware vCloud Air platform. Virtual Machines can be deployed from either
predefined and configured templates that are provided by vCloud Air, or by
creating your virtual machine from scratch as well. Let's have a look at both the
techniques in the following sections.

Creating a virtual machine using a template

As we saw earlier, VMware vCloud Air provides us with a default template with
which you can deploy virtual machines in your public cloud in a matter of seconds.
The process is a wizard-driven activity, where you can select and configure the
virtual machine's resources, such as CPU, memory, and hard disk space, all with a
few simple clicks.

The following steps will help you create a virtual machine using a template:

1. Login to your vCloud Air (https://vchs.vmware.com/login) using the
username and password that we set during the sign in process.

2. From the Home page, select the VPC on Demand tab. Once there, from the
drop-down menu above the tabs, select your region and the corresponding
VDC, where you would like to deploy your first virtual machine.

3. In this case, I have selected the UK-Slough-6 as the region and MyFirstVDC
as the default VDC, where I will deploy my virtual machines.
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vymMware" vcloud= air

Virtual Machines

Virtual Private Cloud OnDemand in  Ux-siougn -6

Virtual Data Centers Resource Usage | Virtual Machines Gateways Networks

Welcome to vCloud Air - Virtual Private Cloud OnDemand!

MyFirstVDC

wOCl Create your first virtual machine

Creating a virtual machine

. Ifyou have selected more than one VDC, you will be
% prompted to select a specific virtual data center before
/— you start the wizard, as a virtual machine cannot span

regions or VDCs.

From the Virtual Machines tab, select the Create your first virtual machine
option. This will bring up the VM launch wizard as shown next:

New Virtual Machine on MyFirstVDC
Select a template
VMware Catalog My Catalog
Cent056.3 32 Bit 64 Bit
CenmtOS 6.4 32 Bit 64 Bit
Ubuntu Server 12.04 AMDG4 64 Bit
Ubuntu Server 12.04 1386 32 Bit
Windows 2008R2 Standard 848t §
Continue
eate rt e n Sc
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As you can see here, there are two tabs provided by default: a VMware
catalog, and another section called My Catalog. This is an empty catalog,
by default, but this is the place where all your custom templates and vApps
will be shown if you have added them from the vCloud Director portal, or
purchased them from the Solutions Exchange site as well.

5. Select any template to get started with. You can choose your virtual machine
to be either powered by a 32-bit, or a 64-bit operating system. In my case,
I have selected a CentOS 6.4 64-bit template for this exercise. Click on
Continue once done.

Templates provided by vCloud Air are either free or paid.
The paid ones generally have a $ sign marked next to the
% OS architecture, indicating that you will be charged once
"~ you start using the virtual machine. You can track all your
purchases using the vCloud Air billing statement.

6. The next step is to define the basic configuration for your virtual machine.
Provide a suitable name for your virtual machine. You can add an optional
description to it as well.

7. Next, select the CPU, memory, and storage for the virtual machine. The CPU
and memory resources are linked with each other, so changing the CPU will
automatically set the default vVRAM for the virtual machine as well; however,
you can always increase the vVRAM as per your needs. In this case, the virtual
machine has two CPUs and 4 GB vRAM allocated to it.

8. Select the amount of storage you want to provide for your virtual machine.
VMware can allocate a maximum of 2 TB of storage as a single drive to
a virtual machine. However, as a best practice, it is always good to add
more storage by adding multiple drives rather than storing it all on one
single drive.

You can optionally select your disks to be either

standard or SSD-accelerated; we will discuss both

features shortly.
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Mew Virtual Machine on MyFirstVDC

Name MyFirstvi Add Description

Template CemO5 6.4 Change

CPU = 2 CPUs
1CPU 16 CPUs

Memory 1 4 GB
2B 120 GB

Storage 20 GB - S5D-Acceleratec ~
2068 278 S55D-Accelerated

Standard
Network default-routed-network -

Create Virtual Machine

Virtual machine configuration

9. Click on Create Virtual Machine once you are satisfied with your changes.
Your virtual machine will now be provisioned within a few minutes.

10. By default, the virtual machine is not powered on after it is created. You can
power it on by selecting the virtual machine and clicking on the Power On
icon, in the tool bar above the virtual machine.

Resource Usage Virtual Machines Gateways Networks

% MNew Virtual Machine (1) Power On Power Off Actions « x
Status MName Cwner CPU Memory s vApp
v @ MyFirstVM yohanwadia88&gmai... 2vCPU 4.0GE CentCS 4/5/6/7 (64-bit) MyFirstVM-VApp

Status of the virtual machine created

There you have it. Your very first virtual machine is now ready for use! Once
powered on, you can select the virtual machine name to view its details, along
with a default password that is autogenerated by vCloud Air.
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Creating a virtual machine from scratch

For users who wish to use their own media and create a highly customized virtual
machine, vCloud Air provides an option to create virtual machines from scratch.
This is accomplished by using VMware vCloud Director Portal; however, the final
virtual machine will also show up in the vCloud Air dashboard.

The following steps will help you create a virtual machine:

1.

Log in to your vCloud Air (https://vchs.vmware.com/login) using the
username and password that we set during the sign in process.

From the Home page, select the VPC on Demand tab. Once there, from the
drop-down menu above the tabs, select your Region and the corresponding
VDC that you would like to deploy your first virtual machine.

Select the Create Virtual Machine tab as we did in the earlier steps.

From the New Virtual Machine wizard, select Create My Virtual Machine
From Scratch option as highlighted below:

VMware Catalog My Catalog

MNew Virtual Machine on MyFirstVDC

Select a template

CemOS 6.3 32 Bit 54 Bit
CemOSs 6.4 32 Bit 54 Bit
Ubuntu Server 12.04 AMDS&4 64 Bit
Ubuntu Server 12.04 1386 32 Bit
dows 2008R2 Standard &4 Bit $
Continue
5. This will redirect you to another tab on your browser and automatically log

you in to a VMware vCloud Director Portal. From the portal, select the Build
a new VApp icon to get started.
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4 » Yohan Wadia (b746c350-73f5... yohanwadia88@gmail.com (AccountAdministrator) | Preferences | Help ~ | Logout

IG} Hame |Q Wy Cloud | Catalogs |Adm|n|stratlon ]

My Cloud
'a VApps
B s
Z Expired ltems

[#] Logs

g8 vapps
+ % m C o & [A"w‘«pps |'|[AII |-‘

Conscles Mame la Status S.. Owner Created On

BE WyFirstyM-vapp Stopped - | & yohanwad| 12/29/2014 10:27 Al

4 4 1-1 01

%; 0 Running @ orailed g WMware vCloud Director pGv43 Powered by VIMWare

Building a vApp

6. Provide a suitable Name and an optional Description for your vApp. This
VApp can contain multiple virtual machines within itself, but for the sake
of simplicity, we will only be creating a single VM for now. Click on Next
to continue.

Hew vApp

@ |

Select Name and Location

Add Virtual Machines
Configure Resources
Configure Virtual Machines
Configure Networking

Ready to Complete

Select Name and Location

AvApp is a cloud computer system that contains one or more virtual machines. Descrive this vApp and configure its Virtual Datacenter and
lease settings.

Mame MyvApp El

Description WMy first vApp from scratch

Virtual Datacenter

Selectthe Virtual Datacenter (VOC) in which this vApp is stored and runs when it is started.
iy MyFirstvDC

Leases

Runtime lease: | Never Expires ¥ | |Hours - =

How long this vApp can run before it is automatically stopped.

Storage lease: Mever Expires j Hours. - *

‘When this vApp is stopped, how long it is available before being automatically cleaned up.

[ mex || Fnisn | cancer |

Naming and configuring a vApp

[33]

www.it-ebooks.info


http://www.it-ebooks.info/

Working with Virtual Machines

7. From the Add Virtual Machines wizard, select the New Virtual Machine

icon to get started, as shown:

Add Virtual Machines

new Vi and install an cperating system.

Loaokin: | WMy Organization's Catalogs |V|

MName 1k 05 Gold Master VARD

Mame o5 Gold Master vApRD

| e New virtual Machine...

You can search the catalog for virtual machines to add to this vApp or add a new, blank V. Once the vApp is created, you can power on the

|AII - | c

Disk Info |:|I|

Catalog Created On

0-0of 0

(%]
m

Catalog ated On Diske Info

8. The following dialog will help you create your virtual machine from scratch.
Most of the settings are pretty straight-forward, including the Virtual
Machine Name and Description options. The Computer name is the default
hostname that will be provided to the virtual machine when it powers ON:

°  You can also select which Virtual hardware version you want the
virtual machine to run on; by default, it is set to HardwareVersion 10

as shown:
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Hew Virtual Machine

Yirtual Machine name:

Computer name:

Description:

Wirtual hardware version:

COperating System Family:

Operating System:

MNumber of vitual CPUs:
Cores per socket:

Mumber of sockets:

WifremScratch

A label for this WM that appears in VCD lists.

Wi fromScratch

The computer name / host name set in the guest 05 of this VM that identifies it on a

network.

This field is restricted to 15 characters for Windows. For non-Windows systems it can be

63 characters long and contain dots.

Wy First VM From Scratch

|Hardware\.l’ersinn 10 | - |

(] 0 Microsoft Windows (=) ﬂ‘-, Linux

| Cent0S 4/5/5 {B4-bit) | - |

ER
L

2

[ Expose hardware-assisted CPU virtualization to guest 08
Select this option to support virtualization servers or 4-bit WMs running on this virtual machine.

Memary:

Hard disk size:
Bus type:

MNumber of NICs:

e el
P ol

|L5I Logic Parallel (SCSI) | - |

E

O Other

[ ok || cancer |

° Next, select Operating System Family. This is broadly divided into
three categories: Windows, Linux, and Other.

°  Select the appropriate Operating System for your virtual machine.
As you will notice here, there is a lot more variety of operating
systems to choose from, as compared to the default VMware catalog.
This is because VMware felt the need to keep things simple and
easy for its customers by providing them a standard set of operating
systems that they would normally use.
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o

For customers who want the advanced virtual machine creation
options, they would have to use the VMware vCloud Director
console as we are doing right now.

You can also provide values for vCPU and vRamvRAM, (memory)
based on your custom requirements.

NOTE: The important thing to note here is
+  that there is no linkage between the CPU
% core and the amount of VRAM here, unlike
g the vCloud Air configuration setting that
we performed earlier.

You can even provide more than one network card for your virtual
machine using this console by selecting the Number of NICs,

as shown next. Click on OK once you are satisfied with your
configuration changes.

9. This will bring you back to the Add Virtual Machines wizard, as shown
next. Select your newly created virtual machine and then click on Next
to proceed.

Mame 05 Gold Master vARD Catalog Created On Disk Info

VMfromScratch  CentOS 4/5/8 (64-bit) 16.00 GB

|. &k New Virtual Machine... !

I- Back || Mext l | Cancel 1

10. In the next step of the wizard, select the particular Storage Policy that you
would like your virtual machine to run on. VMware provides two storage
policies as of now: a standard storage, and an SSD-accelerated storage. Both
will be discussed in brief in the coming chapters.
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Selecting SSD-accelerated storage will incur
L additional costs.

Virtual Machine Storage Policy Template VM Default Storage Policy

WifromScratch & Standard | 5 |

Selecting a VM Storage Policy

11. Configure the networking for your virtual machine as well. In our case, we
provided two NIC cards during the virtual machine creation process, hence
the two NICs as shown in the following screenshot:

Configure Virtual Machines

Mame each virtual machine and selectthe network to which you want it to connect. You can configure additional properties for virtual
machines after you complete this wizard.

[[] show network adapter type

Adapter choice can affect both networking performance and migration compatibility. Consult the WViMware KnowledgeBase for more information on
choosing among the network adapter support for various guest operating systems and hosts.

Virtual Machine Computer Name Primary NIC Network IP Assignment
@ VMiromSc.. WifromSerateh | = (@) yic o H_ defauti-routed-network |static- IP Pool | - |
(NICH H_ default-routed-network |DHCP | A |

Two NIC devices configured in a virtual machine

You can opt which NIC will be the primary NIC for your virtual machine,
and also select the Network and the type of IP Assignment that you wish

to provide. By default, you will only have one network created and that is
the Default-routed-Network, which is created by VMware during the initial
signup phase. The IP assignment field too will only show you a default value
of Static - IP Pool, as shown. We can create DHCP pools as well, but this will
be covered in the later chapters.

12. Click on Next to proceed.
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13. In the final Summary page, as shown, verify all your settings and
configurations. Click on Finish when done.

Ready to Complete
Select Name and Location

Add Virtual Machines

IMarme:
Configure Resources

Description:
Configure Virtual Machines
Configure Networking

Owner:

y to & Virtual datacenter:

Runtime lease:

Storage lease:
Storage lease expiration:
Metworks - 1:

Vs - 1:

Runtime lease expiration:

You are about to create a vApp with these specifications. Review the settings and click Finish.

MpApp

Wy firstvApp from scratch

yohanwadiaB8@amail.com

MyFirstyDC

MNever Expires

MNever

Mever Expires

MNever

default-route d-network
Virtual Machine Guest 05

VMfromScratch Cents 4/5/6 (64-bit)

Standard

Storage Policy

14. This will start deploying a blank virtual machine. The creation process takes
about a few seconds and once completed, you will see your virtual machine
created and displayed as shown next:

88 vApps
+ T g G~

Name

Conscles

38 Myvapp

B8 MyFirstyi-vapp

| All vApps - | A

)

Crwner

1a Status

Stopped

Stopped

Created O

=

VDG

c

& yohanwadi 12/29/2014 10:39 Al <& MyFirstVDC

& yohanwadi 12/29/2014 10:27 Al & MyFirstVDC

The same virtual machine will also be displayed on the vCloud Air's virtual
machines dashboard page.
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The virtual machine power operations

Once you have created your virtual machines, you can now perform power
operations on them. But before we see how, let's learn the power options provided
by vCloud Air.

. Advanced power options, such as Suspend and Resume, work well
& when the virtual machine has VMware Tools installed on it. By default,
/o the templates provided by VMware all have VMware Tools installed
and preconfigured on it.

The following table will take you through the power operations for a virtual machine:

State Description
Power On Powers ON a virtual machine.
Suspend/ Resume Suspends a running virtual machine by

freezing its state. Suspending a VM does not
power off the VM. It preserves the virtual
machine's state. You can resume from a
suspended virtual machine. When resuming
the virtual machine is powered back on and
restored to its last state.

Reset Power cycles the virtual machine. Resetting the
virtual machine clears the memory and cache,
equivalent to a reboot command for a physical
machine.

Power OFF Powers off a virtual machine.

To power on a virtual machine, follow either of the steps performed next:

1. Select the virtual machine that you wish to power on.

2. Click on the Power On option provided in the menu bar, above the
virtual machine.

3. Select the virtual machine that you wish to power on.
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4. Click on the Action tab and select the Power on option from there, as shown

& New Virtual Machine () PowerOn (& Power Off Actions - x
Q) Power On
Status MName Cwner CPU vApp
Cj/ Edit Name and Description
= VMfromScratch yohanwadiaB8&g... 2vCPU | [#] Edit Resources (6... MyvADD
i Change Owner
1 B MyFirstViM yohanwadiaB8@g... 2 vCPU ® e 6. MyFirstVM-VApp
elete

Create Snapshot

ﬁg Manage in vwCloud Director

5. Once powered on, you can then Suspend/ Resume and power off your
virtual machines in a similar way, as shown:

% You can only incur charges when your virtual machine
S is in a power on state.

3 New Vinwal Machine 5 Poweer OFf 5 Actions - =
| (2 Poweron
Swws Name O L=t vARp
Sutpend
=) VMromEcratch yoramnadiabbEg syepy | D) Resst & Mpvhop
[ Edziame and Description
U] MyFirsti yehanwadeES g 2vCPU G £t Rescurces 15 My FistV-VARD
[ Changs Ouner

Create Snagthet

Cpaa |n Contale

Manbge in vCloud Drectas

B a

VMware vCloud Air provides users with the basic and advanced virtual machine
editing options, such as changing the name, description, owner, and resources at a
given point in time.
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Editing the virtual machine properties
using vCloud Air

By using the vCloud Air portal, you can change the properties of a virtual machine
by selecting the particular virtual machine that you wish to modify. Click on the
Actions tab and select the appropriate parameter that you wish to change:

& New Virtual Machine

Status Mame
(&) VMfromScrateh
il MyFirstvi

Resource Usage Virtual Machines Gateways Networks

© Power Off Actions
© Poweroff
Cwner os
Suspend

yohanwadia88@gmail.com O Reset

[:1/ Edit Name and Description
yohanwadia88&gmail. com
[#] EditResources
[:/1 Change Owner

Create Snapshot

Open In Console

E |
&2 Manage in vCloud Director

CentOS 4/5/6/7 (64-bit)

CemOs 4/5/6/7 (64-bit)

vApp

MyvApp

MyFirstVM-VApp

* Change name and description: You can edit the name and description of a
virtual machine either when it is powered on or off. Simply select Edit Name
and Description from the Actions tab and provide new and suitable values,

as required.

Edit MyFirstVVM

Mame: MyFirstvi

This is my First VM and | have editied this

Description: | s = AL el B Rl T AV SRnss
comment n

Save

Editing VM name and Description

Changing the name and description of a virtual machine
does not require a reboot.
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* Edit resources: vCloud Air also allows you to add and remove resources
from your virtual machines only when they are in a powered-off state.
Simply select the Edit Resources from the Actions tab. This will bring up
the following dialog, as shown:

Edit Resources of MyFirstVM
Cost per hour
CPU 4 CPUs ..
1CPU 16 CPUS -
268 120 GB 5024
Storage 20 GB - Standard -
20GB 278 5000
Starage 50 GB <~ | SSD-Acceleratec ¥
20GB 278 5000
Add another disk
$0.48 /hour

You can increase or decrease the CPU and memory resources as required.
In this case, we have increased the CPUs from 2 to 4, and bumped up the
memory from 4 GB to 16 GB.

You can also add an additional disk drive to your virtual machine using this
dialog. Simply select the Add another disk option. It will add an additional
disk, as shown in the previous screenshot. You can either choose this disk to
be a standard drive, or an SSD-accelerated dive.

[ SSD-accelerated drives incur additional costs. ]

Once your changes are made, click on the Save option to finalise the
configuration changes.
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Editing the virtual machine properties
using vCloud director

VMware vCloud also provides an easy way for editing and managing your resources
using the vCloud Director Ul

Each resource can be individually configured and managed; for instance, you
can create and edit DHCP server pools, build load balancers, create custom
catalogs for hosting your own virtual machines, and a lot more using the vCloud
Director interface.

In this exercise, we are going to use one of our previously created virtual machines,
and edit its properties using the vCloud Director UL

To begin with, select any virtual machine of your choice from the vCloud Air
dashboard, as shown. Click on Actions tab and select the Manage in vCloud
Director tab as shown:

Resource Usage | Virtual Machines Gateways Networks

=

=

]

= % New Virtual Machine Power On Actions

1

] Power On

Q Status Name Cwner CPU I wApp

% [:/‘ Edit Name and Description

- —

- v = VMfromScratch yohanwadiags... 2 vCPU [# Edit Resources MyvApp
- C/] Change Owner
(_—_) MyFirstW'M yohanwadia8s. .. 2 vCPU MyFirstVM-VApp

® Delete

Create Snapshot

|¥ Manage in vCloud Director
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This will open a separate window tab in your browser, and will automatically log
you in to a vCloud Director Ul Here, you will be redirected automatically to your
virtual machine tab, as shown in the following screenshot, where you will be able to
edit its properties, and set advanced options for it, which wouldn't be possible using
the vCloud Air UL

< » Yohan Wadia (b746c350-73f5-4806-b87... yohanwadiags@gmail.com (AccountAdministrator) | Preferences | Help ~ | Logout

| 4% Home |(“J My Cloud | Catalogs | Administration |

My Cloud SE MyvApp Stopped
~ g vApps wApp Diagram ‘ Virtual Machines | Metworking
Recent items
* b uES 6w I ¢eo

Vs Console Name 1a| Ststus 05 Networks IP Address Storage... m =

& Expired ltems . 1 MfromScratch  Powered Off  Cent0S 4 NICO™  default-routed-netwe 192.168.109 - £ Standard

[#] Logs NICT : default-routed-netw -

To edit the virtual machine's properties, simply right-click on the virtual machine's
name and select the Properties tab from the pop-up menu. This will bring up that
particular virtual machine's properties page, as shown in the following image.

Here, in the General tab, you can edit a lot of the virtual machine's settings directly,
for examples you can change the virtual machine's name in Virtual Machine name,
the Computer name and its Description. You can alternatively even modify the
Operating system and the Operating system family to match your requirements.
You can install VMware Tools as well for your custom virtual machines. VMware
Tools are basically drivers and must be present in your virtual machine at all times.
This can be installed by powering on the virtual machine and selecting the Install
VMware Tools option from the context menu.
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Virtual Machine Properties: VMfrom Scratch @ | (x)

General | Hardware GuestOS Cusiomization GuestProperties Resource Allocation Metadata

Virtual Machine name: VMfromScratch &
A label for this WM that appears in VCD lists.
Computer name: VM fromScratch e

The computer name / host name set in the guest OS of this WM that identifies it on a network.
This field is restricted to 15 characters for Windows. For non-Windows systems it can be 63 characters long and contain dots.

Description: Iy First VI From Scratch

Operating System Family:  [Linux B

Operating System [centos 4156 (64-oi) |v|
Viware Tools Mot installed

This is the installed version of VMware tools. Power on the virtual machine and use its context menu to upgrade to the latest VMware tools
Vvirtual hardware version:  Hyy10
Upgrade to  Hardware Version 10
This is the current virtual hardware version. Power off the virtual machine and upgrade to an intermediate virtual hardware version here or use its
context menu to upgrade to the latest virtual hardware version.
Virtual CPU hot add o

Memaory hot add O

Cancel

Virtual machine properties

The same also applies for the Hardware Tab, where you can alter the virtual
machine's CPU and memory, add more disk drives to it, as well as change
some of the networking parameters based on your requirements.

The Guest OS Customization tab is a bit new, and is really important, as here,

you can enable guest OS level customization for your virtual machines, such

as specifying a local administrator password when the machine boots up, and
prompting the user to change the password after the first login attempt. These
options are basically not provided in your default vCloud Air interface. In a vCloud
Air dashboard, you will be provided with an autogenerated password, which you
can use to login to your virtual machine. Also, by using the guest OS customization
tab, you can even optionally add your virtual machine to a domain, and execute
some custom scripts as well during the boot time. These scripts can be used to
perform a wide variety of actions and functions, such as automatically mounting
virtual drives to your VM, making an incremental backup of your disks, performing
some software operations, and many more.
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Creating custom catalogs

Previously, we have used VMware vCloud Air's readymade catalog of templates to
spin up our virtual machines. As a cloud administrator, you can create and publish
your custom catalogs to vCloud Air as well. Let's now look at some easy options that
will help you to create your very own catalogs.

Catalogs are a means to share and provide virtual machine templates to end users.
VMware vCloud Air provides a default catalog by which you can deploy readymade
templates in your virtual datacenter, but you can also create and deploy your own
custom virtual machines using your very own catalogs. These catalogs are created
and populated using the VMware vCloud Director Ul only.

To create your own catalog, select the Manage in vCloud Director option from

the vCloud Air dashboard. You will be automatically logged in to a vCloud Director
UL From the context menu, on the right-hand side of the UlI, select New Catalog,

as shown here:

Content

36 Manage vApps

+ Add '\.-'_-';'-Ipp

¥ AddvApp from OVF
%48 Build New vApp

E wanage Catalogs
& New Catalog

This will bring up a wizard that will help you create a blank catalog. Start by
providing a suitable Name for your catalog. You can provide an optional description
for it as well. Once the contents are filled, click on Next to continue, as shown:

Hew Catalog @ |

Name this Catalog
Name this Catalog
A catalog allows you to share vapp templates and media with other users in your organization. You can also have a private

catalog for vApp templates and media that you frequently use.

Mame MyPerzonalCatalog £

Description | This is my private catalog

[ nex || Finisn || cancel |
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In the next section, you will be prompted to select Storage Type. Selecting the correct
storage type is very important, as all your virtual machines created using this catalog
will be governed by the storage policy that you select here. You can either choose to
use the available storage provided by your organization, or you can select a specific
one. In this example, we have decided to provide only the standard storage policy
for our catalog.

B You can either select the standard or the SSD-accelerated storage policies 7
from the drop-down, as shown here:

Select Storage Type

Use any storage available in the organization

Pre-provision on specific storage policy

@

Choose this option if you want to store catalog tems on a specific VDC storage policy.

- vApp templates in this catalog will be fast provizioned on selected WDC storage policy.

- Instantiating a vA&pp from fast provisioned vApp template is faster.

- A WDC storage policy selected will cause the vApp template size to count against your catalog storage gquota.

|E_c‘, Standard/MyFirstVDC | |

For example, you can create different catalogs for each storage policy, and make
them available for a specific set of VDCs as well; create a golden image catalog that
contains an SSD-accelerated storage as a default policy, and assign this catalog to the
production team VDC.

The next section allows you to share your catalog by assigning users to it. This is
an optional step and can be skipped if you wish to keep your catalog private. In
this case, we have assigned a user to this catalog, and provided it with full control
administrative rights.
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You can either provide full control, read/ write, or read only rights to the catalog
users. Click on Next to continue, as shown:

New Catalog @ ‘ ()
Share this Catalog
Name this Catalog
With which members of your organization do you want to share this catalog?
Add Storage
Share this Catalog | Add Members... |
Ready to Complete
Name Access Level
ﬁ yohanwadiaB8@amail.com Full Control |v| | Remaove .
[ Back H Mext H Finish H Cancel l

The final screen will display the summary of your settings. Click on Finish to create
your catalog. You can list your newly created catalog, under the Catalogs tab, in the
vCloud Director interface, as shown next. Each catalog can contain vApp templates
and media files that you can share with other users in the organization. Media files
include operating system ISO images that can be used to install guest operating
systems on custom-made virtual machines that have been created from scratch.
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4 » Yohan Wadia (b746c350-73f5-4806-b87... yohanwadia88@gmailcom (Account Administrator) | Preferences | Help ~ | Logout

|G} Home |Q Wy Cloud | Catalogs |Admimslratmn |

Catalogs MyPersonalCatalog
- My Organization’'s Catalogs

vApp Templates | Media & Other

[ default-catalog i i & ‘AIICEtﬁ\ugs [cl=)

[ MyPersonalCatalog Name 1a[V. S. Gold.. . : Lest Succ. v Stora.. Shadow VMs m

(@ Puslic Catalogs Ubuntu Server 12.04LTS... | 1 Ready @ yo 122920 @an| 100008 @o

1-10f1 | 4]

%ﬁ oRunning @ 0Failed ‘g ViMware vCloud Director pey42 Powered by Vimware

Virtual machine catalogs

You can also move vApp templates and media files from one catalog to another.
Simply right-click on the item that you wish to copy or move from the catalog, and
select the Copy to Template option. You can select any other existing catalog to copy
the item over to.

In the example that we discussed higher up, we have already copied an Ubuntu
Server 12.04 vApp template from VMware's default catalog over to our newly
created one. The same vApp template is even visible in the vCloud Air dashboard as
well. You can view it by selecting the My Catalog tab in the New Virtual Machine
wizard as shown:

New Virtual Machine on MyFirstVDC
Select a template
VMware Catalog My Catalog
Only these templates that are avallable for use are listed X
Mame 1 Descripticn
) Ubuntu Server 12.04 LTS (amd64 20140927) id: UBUNTU1204-AMD-G4BIT
Showing 1of1
Continue
Create My Virtual Machine from Scratch
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Accessing virtual machines using the
VMRC

Once your virtual machines are created and powered on, you can access and view
them easily using the virtual machine remote console (VMRC). There are two ways
to invoke the VMRGC; one way is by selecting your virtual machine from the vCloud
Air dashboard, selecting the Actions tab and selecting the option Open in Console,
as shown:

Resource Usage Virtual Machines Gateways Networks

& New Virtual Machine = Power Off Actions >
& Power OF
Status Mame Cwner CPU vApp
Suspend
(&) VMfromScratch yohanwadia88@.. 2 wCPU O Reset MyvApD

[# Edit Name and Description

v MyFirstViM yohanwadia88@... 2wCPU MyFirstVM-VApp
[# Edit Resources
# change Owner

Create Snapshot

Cpen In Conscle

= |
ﬁ Manage in vCloud Director

The other way is by selecting the virtual machine name. This will display the
Settings page for that particular virtual machine. To launch the console, select
the Open Virtual Machine option as shown:

* Make a note of Guest OS password from the Guest OS section.
% This is the default password that will be used to log in to your
'~ virtual machine.
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MyFirstVM
This is my First VM and | have editied this comment now!!
Resource Usage Settings MNetworks
General Manage in vCloud Director Bl Open Virtual Machine
a

Status

I
m
1

5]

]
s
3
a
T

To log in to the virtual machine, use the following credentials:

e Username: root

* Password: <Guest 0S Passwords

The following screenshot shows the console terminal of the virtual machine:

Cent0S release 6.4 (Final)
Kernel Z2.6.32-358.el6.xB6_64 on an xBo_b4

UM-881 login: root

Password:

You are reguired to change your password immediately (root enforced)
Changing password for root.

(current) UNIX password:

New password:

Retype new password:

Last login: Wed Oct 8 11:14:25 on ttyl
[root@UM-881 ~1#

[root@UM-B81 ~1#

You will be prompted to change this password on your first login. Provide a
strong new password that contains at least one special character, and contains
an alphanumeric pattern as well.

There you have it! Your very own Linux virtual machine on the cloud!

[51]

www.it-ebooks.info


http://www.it-ebooks.info/

Working with Virtual Machines

Monitoring virtual machines

Monitoring your virtual machines' workloads is an equally important and
challenging task for any cloud administrator. A good monitoring system can
provide the administrators with clear visibility of what is actually happening
with their workloads on the cloud. VMware vCloud Air offers a simple insight
into your cloud environment by providing basic graphs for monitoring your
virtual machine's performances and workloads.

These graphs can be accessed by selecting your virtual machine name from the
dashboard, and then selecting the Monitoring Tab as shown here:

CFU Usage (%) CPU Usage (MHz)
100 2200
80 1600
50 1200
40 800
20 400
0 1 | T T . I T T T I 0
14:42 1742 20:42 2342 02:42 05:42 0842 11:42 14:42

Here, you can view and compare CPU, Memory, and Disk performances of your
virtual machine for an hour, a day, and even a month. This helps you analyze and
improve your virtual machine's performance over a period of time.

a1

~ Hovering over the graph will also display the metric values of
that particular interval of time.

For administrators who wish to have a more in-depth view and control of their cloud
infrastructure, they can also integrate VMware's vRealize Operations Manager with
vCloud Air.

You can have a vRealize Operations Manager instance running on an on-premise
VMware vSphere or a vCloud Director infrastructure, managing and monitoring
local servers and applications. At the same time, leverage vCenter Hyperic to
collect server and application-related data from both the on-premise and vCloud
Air infrastructure. These performance metrics and data are then relayed back to
the vRealize Operations manager where they can be analyzed. They provide the
administrators with a consolidated view of both on-premises and cloud workloads.
We will be exploring more about vRealize Operations Manager and its uses later in
Chapter 5, Monitoring Workloads on vCloud Air.
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Best practices and tips

Here are some of the best useful practices and tips that you should keep in mind
when working with virtual machines in vCloud Air:

1. Use role-based access and authorization mechanisms wherever you can.
This ensures that only the right people have the required administrative
and access rights to create and work with the virtual machines.

2. Monitor virtual machines for performance. Use tools to gauge your
infrastructure consumptions and then dial down or increase resources
as required. This prevents unnecessary usage of resources and also stops
VM sprawls.

3. Use proper backup solutions to perform backups of your virtual machines.
Snapshotting is not a good backup solution and should be avoided as a
backup utility at all times.

4. Remember to power off your virtual machines when not in use to avoid
incurring unnecessary costs.

5. Always install VMware Tools on your virtual machines. By default, all
templates created under the vCloud Air catalog have VMware Tools
preinstalled on them. You will need to perform this activity for the virtual
machines that you create from scratch.

6. Design for failure and nothing will fail. Use regions to host your applications,
and virtual machines in different geographically isolated datacenters.
Remember, a public cloud too can fail, but it is always your responsibility
to make sure that your application doesn't.

Summary

Let's have a quick recap of the things that we have covered in this chapter so far.

First off, we looked at what exactly virtual machines, vApps, templates, and catalogs
are. We then went through some simple ways by which you can create your very own
virtual machines on the vCloud Air platform. We also learned some of the operational
steps that can be performed on virtual machines, such as power operations, editing

the virtual machine's properties using both the vCloud Air and the vCloud Director
portal, and more. We also saw how to import readymade templates and vApps into
our vCloud Air catalogs using the Solutions Exchange site. And last but not least, we
learned about a few good practices and tips that one should always bear in mind when
designing, building, and working with virtual machines.

In the next chapter, we will have a look at some of the networking concepts, options,
and services provided by vCloud Air.
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In Chapter 2, Working with Virtual Machines, we explored the concepts of templates,
vApps, and virtual machines. We also explored some easy ways to create, edit, and
manage virtual machines, along with some best key practices and tips as takeaways.
In this chapter, we are going to walk through the following topics:

* An overview of networks and networking concepts in vCloud Air
e Connecting your virtual machines to different networks

* Some key network-related services provided by vCloud Air

The vCloud Air networking components

Networking is a key aspect and function of any cloud provider. A properly designed
and implemented network in a cloud is essential for better performance and the
security of your overall infrastructure.

VMware vCloud Air provides the same level of networking technologies and
services that you would find in a traditional hosting or a datacenter provider; the
only minor difference being that most of these services are provided in a software
form rather than the conventional hardware. This concept is commonly referred to as
Software Defined Networking, or SDN in short, and VMware leverages it to create
and provide software-based networks in vCloud Air.
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Apart from the standard VMware vSphere and vCloud Director software, the
following VMware products and solutions work together to provide the SDN
functionality in vCloud Air:

VXLAN: a VXLAN, or Virtual eXtensible Local Area Network, is a part
of the vCloud Networking and Security product suite. It provides the
necessary functionality to create and manage scalable virtual networks in a
cloud environment by overlaying virtualized layer 2 networks over layer 3
networks.

By using a VXLAN, you can provision a virtual machine that can
communicate with another virtual machine, residing on a different network
without having to configure physical switches and routers, thus saving time
and reducing overall complexities for the end users.

VMware vShield Edge: VMware vShield Edge is also a part of the vCloud
Networking and Security product suite. It basically functions as an edge
network device that can provide essential network and security services
to virtual datacenters (VDCs), such as the ones used in vCloud Air.

vShield Edge has integration capabilities with the VMware vSphere and
vCloud environments, and provides the following features and services
to each of them:

° A stateful firewall that controls both inbound and outbound
network traffic

A network address translation to and from the vCloud Air
environment

A DHCP service for providing IP addresses to virtual machines
dynamically

Virtual load balancers for balancing web traffic

A site-to-site VPN that enables you to connect your in-house
datacenters to vCloud Air

We will be exploring each of these services in detail later on in this chapter.
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Gateways and networks

When you log in to the vCloud Air dashboard, you can select any of your existing
virtual datacenters and view the details about its default gateway and networks.
But what are these gateways and networks, and how are they useful to us?

Gateways

In vCloud Air, gateways are nothing more than the VMware vShield Edge devices
that we talked about earlier. Each VDC comes with its own gateway.

When you subscribe to a Virtual Private Cloud service, VMware creates your virtual
datacenter for you and adds a default gateway to that virtual datacenter. When you
subscribe to a Dedicated Cloud service, then you, as an end user, have to log in to
the vCloud Air dashboard and create your first virtual datacenter. When you allocate
a public IP address to your virtual datacenter, vCloud Air automatically creates a
gateway in that virtual datacenter.

. Note that you can create multiple gateways using the vCloud Air
& Dedicated Cloud service. However, a virtual datacenter created
s inside a Virtual Private Cloud service has only a single gateway
attached to it.

Gateways are responsible for providing external connectivity to your virtual
machines, which are hosted on the vCloud Air platform. They provide other
networking services such as DHCP, NAT, load balancing, static routing, and
site-to-site VPN connectivity as well.

A gateway has the following properties:

* A gateway, by default, comprises minimal footprint and resource utilization
e HA (high availability) is enabled
* An external network IP that connects directly to the Internet
* Aninternal network range with an IP range and subnet
A gateway consists of ten network interfaces. One of these interfaces is used for the

external world connectivity. You can configure various network segments on the
remaining nine interfaces according to your requirements.
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You can view the gateway configuration by selecting the virtual datacenter and the
Gateways tab, as shown below. You can manage the granular aspects of the gateway
by selecting the Manage in vCloud Director option, as follows:

NAT Rules Firewall Rules Networks Public IPs

= Manage in vCloud Director Showing10f1 4_)
DEFAULT-ROUTED-NETWORK ON VDC1 b
Type: ROUTED Edit Network
Gateway: gateway (46.244.33.122/23) Delete Network

Default Gateway IP: 192.168.109.1

VMs: 0 Connected (0 On)

Public IPs: 1 Alloeated (0 Used. 1 Unused)
IP Range: 192.168.109.2 - 192.168.108.2...
Description:

The VDC's default routed network

Networks

When you first subscribe to vCloud Air and a default VDC is created, two types
of networks are also populated in it by default. These networks have their own
set of IP ranges and subnets, and can be used in different situations as required.

These networks are called routed and isolated networks, respectively.

The default-routed network is a gateway-based network, and connects directly to
the edge gateway. As a result, virtual machines created on this network can have
Internet-facing capabilities in them. The other network is called as a default-isolated
network, and this is not connected to the Edge gateway device. As a result, all virtual
machines created here remain isolated from the external world.
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A combination of both the routed and isolated networks can be used to create
DMZ-like zones within your VDC, which can allow only a particular set of virtual
machines to interface with the Internet, while the rest remain isolated and secured on
isolated networks. Here is a look at a simple DMZ zone created using a combination
of gateways and networks:

Let's have a quick look at what the default setup is for each network:

Settings Routed networks Isolated networks
Default . DATACENTER NAME-DEFAULT- DATACENTER NAME-

clauit hame: ROUTED DEFAULT- ISOLATED
Internet
connectivity: Yes No

e [P Range: 192.168.109.2- ¢ [P Range: 192.168.99.2-

EEfault P 192.168.109.254 192.168.99.254

ange:

& e Subnet: 255.255.255.0 e Subnet: 255.255.255.0
Services DHCP, NAT, Firewall, load
provided: balancing, SSL VPN, static routing Only DHCP
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To view the network configurations, select the VDC from the vCloud Air dashboard,
and then select the Networks tab, as shown here:

Resource Usage Virtual Machines Gateways Networks

=+ Add One Bl Manage in vCloud Director

DEFAULT-ISOLATED-NETWORK ON VD... v DEFAULT-ROUTED-NETWORK ON VDC1 v

Type: ISOLATED Type: ROUTED

Default Gateway IP: 192.168.99.1 Gateway: gateway (48.244.33.122/23)

VMs: 0 Connected (0 On) Default Gateway IP: 192.188.108.1

IP Range: 192.188.99.2 - 192.188.99.254 VMs: 0 Connected (0 On)

Description: Public IPs: 0 Allocated (0 Used, 0 Unused)
IP Range: 192.168.109.2 - 192.168.109.2...
Description:

The VDC's default routed netwerk

In this example, the gateway has the external 1P 46.244.33.122. VMware vCloud
Air's Virtual Private Cloud service provides you two public IP addresses by default.
You can purchase additional ones by logging on to your My VMware account and
subscribing to them.

IMPORTANT: Virtual machines that are connected to the routed network
do not get any Internet access by default. You have to configure both
%j%»‘ firewall and NAT rules to allow your virtual machine to communicate
’ with the outside world. By default, the gateway has firewall set to deny
all traffic to and from the virtual machine, on the gateway networks.

You can edit the network address ranges in both the routed and isolated networks by
simply selecting the Edit Network option, provided on each network's drop-down
option. In this case, we have edited the default-routed network of our VDC, and we
have set a new IP range (192.168.109.2 - 192.168.109.100).
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You can even add more network segments here by selecting the + sign next to the IP
Range field. Once done, select the Edit Network option to save the changes that you
just made.

Edit Network

Network name:
default-routed-network

Description The VDC’s default routed network

VDC Gateway:
Network Gateway:

Subnet Mask:

IF Range
. 192.168.109.2 -| 192.168.109.100| @

Edit Network

Your new network configurations may take a few seconds to be applied. Once done,
you can verify the change by viewing the Network tab as done earlier.

Assigning the public IPs

Now that we have understood the concepts of the gateway and networks, let's look
at how easily you can assign public IP addresses using VMware vCloud Air.

When you first subscribe to vCloud Air, you will be provided with a few public IP
addresses as a part of your service offering. You can purchase additional public IP
addresses as needed using the Subscription Services in My VMware portal.

By default, you will be provided with two public IP addresses when you sign up for
a Virtual Private Cloud service.
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Note that you should allocate public IP addresses to your virtual
L machines only when you want them to be connected to the Internet.

Each time you allocate a public IP address, you are actually allocating to the
gateway's external interface. To get started, select the Gateways tab on your main
dashboard. Next, select the Gateway instance itself to bring up the following screen:

GATEWAY
Gateway IP: 46.244 33122 High Availability: Disabled

Configuration: Compact Status: Ready

NAT Rules Firewall Rules MNetworks Public IPs

Mo IP exists for gateway

Add IP Address

Select the Public IPs tab and select the Add IP Address option to get started. It is
important to remember that assigning public IP addresses incurs additional charges,
so make sure you add one only when required. Once added, you can view your
public IP address from the same tab that you are currently in, as follows:

MNAT Rules Firewall Rules MNetworks Public IPs

== Add IP Address 1Unused / 0 Used Showing 1of 1
Address Status
M| 4624433122 Unused

In this case, the public IP assigned to the gateway's external interface is 46.244.33.122.
Note that the status of the IP address shows that it is currently unused. This is
because we have not assigned it to a virtual machine as of yet.

[62]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3

Connecting virtual machines to a network

You can connect your virtual machines to both the routed and isolated networks
using a variety of methods, the simplest one being selecting the correct network type
during the virtual machine's creation phase. You can optionally modify the network
parameters using the vCloud Director console as well, but for this scenario, we will
be using the vCloud Air interface to do so.

Note that when you connect a virtual machine to a network, it will
be assigned a specific IP from that network's private IP range. For
example, a routed network will provide the virtual machine an IP in
the range of 192.168.109.2 - 192.168.109.254.

To connect your virtual machine to a specific network, follow the following steps:

1. Select the virtual machine's Name from the Virtual Machines dashboard.

If your virtual machine is in a power-on state, then select it first and power it off
using the Actions tab.

1. Click on the Networks tab of your virtual machine.

2. Click on the Add a Network option, as shown next. This will pop up a list
of networks existing in your VDC, namely the routed and isolated network.
Select the network of your choice and hit Save when done, as shown:

Edit Networks

Select an org network

MName Type Gateway IP Primary NIC
default-isolated-network ISCLATED 192.168.99.1
v default-routed-network ROUTED 192.168.109.1 -

Save

You can select one or more networks for your virtual machine; however, you do
need to specify the virtual machine's Primary NIC option for that network. The
virtual machine always accepts the first NIC attached to it as the primary interface.
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Connecting virtual machines to the
Internet

With your virtual machines all set with their networks, you can now connect them to
the external world using these simple steps for the scenarios shown:

_ IMPORTANT: Make sure that your virtual machine is connected to
a the routed network and in a powered-on state. Also, make sure you
= have assigned a public IP address to the gateway as we did earlier in
this chapter.

Scenario

We have a production Web Server called as PROD-HTTP-1, deployed on the vCloud
Air portal. This is a CentOS 6.5 64 bit vanilla virtual machine connected to the
default-routed network as shown below. We need to connect this virtual machine to
the Internet so that:

* We can install the necessary Apache Web Server packages (httpd)

*  We can connect and view the Web Server from our local desktops using the
Internet as shown:

PROD-HTTP-1

Resource Usage Settings Networks

Showing 1 of 1 networks this VM connects to

DEFAULT-ROUTED-NETWORK ON VDC1

WVirtual Machine IP: 192.168.109.2
Type: ROUTED
Gateway: gateway (45.244 33122/23)

To get started, we first need to add a couple of NAT rules and open up the firewall
ports on the gateway, so that our virtual machine can connect to the internet.
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From the Gateways tab, select the default gateway icon option to view its associated
NAT and Firewall rules. By default, NAT is disabled and the firewall is set to deny
all traffic to and from the virtual machines on the routed network.

In the NAT tab, select the Add a NAT Rule option to create your first NAT rule.
There are two types of NAT rules that you can specify using the vCloud Air console:

* SNAT: Source NAT (SNAT) is configured when the traffic is moving from
the virtual machine hosted in vCloud Air to the internet, through the external
network

* DNAT: Destination NAT (DNAT) is configured when the traffic is moving
from the internet to a virtual machine, hosted inside the vCloud Air
environment

In our example, the first NAT that we are configure is the SNAT, which will allow
our virtual machine to connect to the internet.

Select the SNAT option in the Type field and provide the virtual machine's IP
address in the Original (Internal) Source field, and the gateway's public IP address in
the Translated (External) Source field. Remember to select the option to Enable this
rule as well before you click on the Next button, as shown:

New NAT Rule on gateway

Add a NAT Rule

Type o) SNAT
DNAT

Onginal (Internal) Source 197.162.109.2

Translated (External) Source 4624433122

Settings W Enable this rule

Mext Cancel
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The next dialog box will show you the SNAT rule you just created, along with an
additional option to add more NAT rules, so before closing this wizard, let's add one
DNAT rule as well. Click on Add to add a new NAT rule.

This time, select the DNAT option from the Type field. As you can see, there are a lot
more fields to fill up here, so let's take it one at a time.

In the Original (External) IP field, enter the gateway's public IP address that we
configured earlier in this chapter. Now, according to our scenario, we want our Web
Server to be accessible on the internet. For this, we will NAT all the traffic flowing
on the virtual machine's internal port 80 (the default port for web traffic) to the
gateway's external port (here, we have used 80 for that as well). Once you have
filled out all the required details as shown below, click on Next to continue.

New NAT Rule on gateway

Add & NAT Rule

Type SNAT

o) DNAT
Original {(External) IP 4624433122
Protocol TCP

Original PortRange 20

ICMP type

Translated (Internal) IP/Range 197168105 2

ranslated PortRa
Translated Port/Range 20

settings v/ Enable this rule.

Mext Cancel
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You will see your two NAT rules as shown here. Once you have reviewed the
settings, click on Finish to create these NAT rules.

New NAT Rule on gateway

Add a NAT Rule

Showing 2 of 2 Add

Type Originel Translated Settings

SNAT 192.168.109.2 46.244.33.122 Enabled: Yes
Port: Any Port: Any

DNAT 4624433122 192.168.109.2 Enabled: Yes
Fort 80 Port 80

Finish

The two NAT rules will appear on your vCloud Air dashboard as shown below.
You can further choose the enable/disable NAT rules, or edit them by selecting each
individual NAT rule using the checkbox provided alongside it and selecting the
Actions tab to select what particular action you wish to perform on them.

Network Address Translation (NAT) medifies the source/destination IP addresses or packets arriving te or leaving from this edge gateway
4 Add Actions Showing 2 of 2
Criginal Translated
Type Protocol Applied On
IP Address Port IP Address Port
SMAT 192.168.109.2 Any 4624433122 Any Any d5peva3-ext
DMNAT 4624433122 80 192.168.109.2 80 TCP d5p6vd3-ext

Once the NAT rules are in place, we have to open up the necessary ports on the
firewall as well to allow the traffic to pass through. To do so, simply select the
Firewall tab and select the Add Firewall Rule option to get started. Like the NAT
rules, we will be creating two firewall rules for our virtual machine as well. The first
rule will enable the Internet connectivity to the virtual machine.

To do this, first provide a suitable Name to the firewall rule; in this case, we have
called it as Internet. You can choose to enable this rule and Log network traffic
for this exception. For this rule, we have selected both these options.
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Next, provide the values for the Protocol, Source and Destination fields as
shown here.

Note that in this case we are assuming that you wish to allow

any traffic from the Source (Internal virtual machine IP) to the
s Destination (the Internet). You can create additional, fine-grained

firewall rules for Internet access according to your requirements.

New Firewall "Allow" Exception gateway

Add a Firewall Ruls

Name
Internet

Settings
b ] Enable this rule.

W Log network traffic for this exception

Traffic logs will be accessible through vCloud Director.

Protocel Any

Source
Source Any

Source Port

Destination Any

Destination Port

Next Cancel

Once done, click on Next to continue. In the Summary page, click on the Add button
to add an additional firewall rule. This rule will allow access to the Web Server's
default port 80 on the firewall, so that we can access the same over the Internet.

Provide a suitable Name for the new firewall rule; in this case, we have called it Port
80. Make sure you select the Enable option for this rule as well.

For this rule, we want a very specific port to be opened up on a very specific range.
So, fill up the details in the fields as shown here:

* Source field: This is the specific CIDR, IP, or IP range. This provides the
internal IP address of the virtual machine.

* Source Port: This provides the web server's default port. Here, that is 80.
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* Destination field: This is the specific CIDR, IP, or IP range. This provides the
public IP address of the gateway.

* Destination Port: We have opted to go with port 80 on the destination side
as well. You can provide a different port value here for an added measure of
security.

New Firewall "Allow" Exception gateway

Add a Firewall Rule

Name

Settings

Protocol

Source

Source Port

Deestination

Deestination Port

Fon 80

] Enable this rule.

Log network traffic for this exception

TCP
Specific CIDR, IP, or IF 192.168.109.2
80
Specific CIDR, IP, or IF 46244 33122
80

MNext Cancel

The Add a Firewall Rule tab

Once you are happy with the settings, click on Next to proceed and Finish the
firewall additions. You will see your firewall rules added in the Firewalls tab as

shown next.
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You can further choose the enable/disable firewall rules, or even edit them, by
selecting each individual rule using the checkbox provided alongside it. Select the
Actions tab to select a particular action that you wish to perform on them,

as shown here:

NAT Rules Firewall Rules MNetworks Public IPs

+ Add Enable Disable ¥ Actions - Showing 2 of 2
MName Source Drestination Protocol Leg
| Imternst Ay © Ay Any Ay Any I Enabled
| Port 80 192.168.109.2 : 80 4524433122 : 80 TCP @D Disabled

With all the configurations completed, log in to the virtual machine using the VMRC,
and test the following scenarios out:

1. Type the following command and check whether you are able to download
the httpd packages:

# yum install httpd

Once the packages are downloaded, start the Apache Web Server using the
following command:

# service httpd start
2. From your local desktop, open up a browser and type in the public IP

address. You will see the Apache 2 Test Page as shown here:

[ Apache HTTP Server Test x §

C f [)46.24433122

Apache 2 Test Page
powered by CENLOS

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that the Apache HTTP server installed at this site
is working properly.

If you are a member of the general If you are the website administrator:
public:
‘You may now add content to the directory
The fact that you are seeing this page Jvar/wiw/ntrl/. Note that until you do so,
indicates that the website you just visited is people visiting your website will see this
either experiencing problems or is page and not your content. To prevent this
undergoing routine maintenance. page from ever being used. follow the
instructions in the file
If you would like to let the administrators of Jete/httpd/conf.d/welcome. conf.
this website know that you've seen this -
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In this way, you can configure and use similar NAT and firewalls rules for any
virtual machine that you wish to connect to the Internet.

Networking services provided by
gateways

In the beginning of this chapter, we explored the basic function and capabilities

of gateways and networks. In this section, we will be looking at some of the core
network services that are provided by gateways, and see how these services can be
leveraged in different scenarios.

There are two ways to go about managing gateways: You can perform the basic
functions well using the vCloud Air console, but when it comes to the networking
services, you should manage the gateways using the VMware vCloud Director
interface. Let's quickly see how to manage and work with the gateway using
VMware vCloud Director's console.

From the main dashboard, select your Virtual Datacenter. Next, from the Gateways
tab, select the Manage in vCloud Director option as shown here:

Bl Manage in vCloud Director

GATEWAY ON VDC1

Gateway IP: 48.244.33.122
Configuration: P4 compact
High Avallability: @ Disabled
Networks: 1

Public IPs: 1

1Used/ 0 Unused

Using single sign-in, this should automatically log you into the vCloud Director
interface. From here, we can effectively create, edit, and manage all aspects of our
vCloud Air platform, including gateways, networks, vApps, catalogs, and even
custom templates.

If you do not see the VDC's gateway on your screen, then use these directions to
view the gateway. From the vCloud Director interface, select the Administration tab.
In the Administration pane to the left, select Virtual Datacenters. You will see a list
of all the virtual datacenters currently in use. Select any one of them to get started
with.
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Once the VDC is selected, from the right-hand pane, select the Edge Gateways tab as
shown below. This will bring up default gateway and associated network services.

You can right-click on the gateway's name to view its Properties, as shown here:

| 6} Home |‘_> My Cloud ‘ [ catalogs ‘%Administratian |

Administration <|_‘e| vDC1

oud Resc
w Cloud Resources wApps vApp Templates Media & Other  Storage Polici.. | Edge Gateways | Org VDC Netw

w &y Virtual Datacenters

&~ Al - [cl~]
Hame 14  Stats Wulti-Interface Mode # Used NICs # External Networks # Organization VDC Netv{]]
v Settings ' gateway (] v 2 221 ER
& ceneral Actions: gateway
@Eman Edge Gateway Services
& Policies External IP Allocations
@ Guest Personalization Re-Apply Senvice Configuration..
@ Metadata Re-Deploy...
Synchronize Syslog Server Settings
[P ]
1-10f1
%ﬂ 0 Running @ oFailed g VMware vCloud Director pov43 Powered by Vimware

Here, you can view the gateway's default settings, such as whether it is configured
in High Availability mode or not, what external IP networks are configured on the
gateway, IP pools information, and more. Once you have browsed through the
properties, exit the dialog box and return to the Edge Gateways tab.

To view the different services offered by gateways, right-click on the gateway's name
once again, and select the Edge Gateway Services option. This will bring up a dialog
box that will help you configure each individual network service, which we will
discuss in depth now.

DHCP

The DHCP service allows you to provide IP addresses to your virtual machines
automatically when they boot up. By default, this service is disabled in gateways, so
you will need to enable it first in order for it to work. To enable the DHCP service,
simply check the checkbox called Enable DHCP.
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Note that the DHCP service is available for both routed and
_ isolated networks. You can configure DHCP for an isolated
network using the vCloud Director interface by going to the
Administration page | Virtual Datacenters | org VDC Networks

tab. Here, right-click on the default-isolated network and select the
Configure Services option.

To create a DHCP network segment on the routed network, simply click on the Add

button as shown here:

Configure Services: gateway

@ | &

|DHCP | MAT Firewall Static Routing VPN Load Balancer

[¥] Enable DHCP

Applied On

Dynamic Host Configuration Protacal (DHCP) automates IP address assignment to virtual machines connected to arganization VDC networks. You can configure
and manage IP address ranges and lease parameters for each of the organization VO C networks connected to this edge gateway.

IF Range Default Lesse

Max Lesse Enabl;

m
a

[ aga. |

|. OK H Cancel |

You can create multiple pools of DHCP servers, each with its own set of
DHCP IP address ranges. In this example, we have configured an IP range of

192.168.109.110-192.168.109.120 for our routed network. You can optionally
change the Default lease time (3600 seconds = 1 hour), and the Max lease time
(7200 seconds = 2 hours), according to your requirements, as shown here:

Add DHCP Pool

DHCF automatically provides IP addresses to ViMs.

[+ Enable pool
Applied on: |defau|t—ruuted—netwurk | - |
IP range: 192.168.109.110-192.168.109.120

Default lease time: Seconds

7200 E{‘\ Seconds

3600 =

Max lease time:
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Once configured, select OK. You will see your DHCP pool added and ready for
use. Before you check on the virtual machine, it is important to close the Configure
Services dialog box by clicking on OK, as the gateway will then reload itself and
apply the changed configuration settings to the network as well.

To provide a virtual machine with a DHCP-based IP address, select the Home tab.
Click on Manage vApps. Here, select the vApp that you wish to edit. Make sure the
vApp is powered off before you proceed. Right-click on the virtual machine's name
and select Properties. In the Hardware tab, you can change the IP mode setting from
Static - IP Pool to DHCP.

NAT

As we saw earlier with the vCloud Air Ul, we can configure network address
translation using the vCloud Director's gateway services as well.

Right-click on the gateway's name and select Edge Gateway Services. Select the
NAT tab as shown below. You will already see a couple of NAT rules added here.
These were added by vCloud Air during our Web Server use case scenario, earlier
in this chapter. The principles remain the same; you can add SNAT and DNAT rules
using this dialog box according to your requirements.

DHCP | MAT | Firewall Static Routing VPN Load Balancer

Metwork Address Translation (NAT) modifies the source/destination IP addresses of packets arriving to and leaving from this Edge Gateway.
Source NAT (SMNAT) translates the source address of a packet before leaving this gateway, whereas Destination NAT(DNAT) translates the destination IP
address/port of a packet received by this gateway.

Applied On Desaription Type Original IP Original Port Translated IP Translsted Port Protocel Enabled
d5pBvd3-ext SNAT 192.168.109.2 any 46.244.33.122 any ANY v
dopBv43-ext DMNAT 46.244.33.122 80 192.168.109.2 80 TCP v

| AcasnaT.. | [ AddDNAT... |
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In this example, let us quickly create a DNAT rule that will allow us to access our
Web Server (PROD-HTTP-1 virtual machine) over SSH from our local desktops.
Select the Add DNAT option. This will pop up the following wizard that will
help you create a DNAT rule:

Add Destination NAT Rule @ ()

A destination MAT rule changes the destination IP address and, optionally, port of inbound
packets. Use the Applied on contral to specify a network on which to apply the rule. Use
the Original (External) IPfrange control to specify a range of destination IP addresses from
that netwark to which the rule applies. Use the Translated (Internal) IP/range control o
specify a range of IP addresses to which destination addresses on inbound packets will
be translated. You can optionally constrain matching packets to a specific port or ICKMP
packet type. For more information, see the Help

Applied on dSpEv43-ext -

Description: Secure 35H connection to PROD-HTTP-1 from
QUTSIDE world

Qriginal (External) IPirange: 4524433122 ES

Protocol: Tcpiv
Qriginal port 22 ﬂ
ICMP type: ANY

Translated (Internal} IP/range: W E

Translated port 2 3

¥ Enabled

=

In the Original (External) IP/range field, provide the public IP address of the
gateway. Select TCP as Protocol and provide destination port as 22 (default for SSH).
In the Translated (Internal) IP/range field, provide the internal IP address of the
PROD-HTTP-1 virtual machine along with the Translated port, which also happens
to be TCP port 22.

Once done, make sure to check the Enabled checkbox. Click on OK to save the
settings. You are almost ready to access your virtual machine, but wait! You have
to open up the required port on the firewall as well. So, next up in the networking
services is the firewall.
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The Firewall

Just as with NAT, you can manage the firewall settings using both the vCloud Air
and vCloud Director as well. You will see two firewall rules already created here;
one for allowing internet traffic, and the other to allow traffic on Port 80 of the
PROD-HTTP-1 virtual machine.

To add a new firewall rule, simply click on the Add option, as shown here:

DHCP  NAT | Firewall | Static Routing VPN Load Balancer

Rules can be added to the Firewall to allow or deny specific network traffic. The order of these rules can be changed by selecting one or mare rules, dragging and
dropping them at the desired location in the list. The order of any selected rules is preserved after dropping them into a different location within the list

[¥1 Enable firewall
Defaultaction (=) Deny () Allow [ Log

Applicable to traffic that does not match the rules in the list.

Ruls Id Name Source Destinstion Frotocol Adtion Log Enabled
1 Internet Any-Any Any-Any ANY Allow v v

2 Port 30 192.168.109.2:80 46.24433122:80 TCFP Allow v

[ age. |[ edt. |[ Detets |

This will bring up a wizard that will help you create a firewall rule to allow inbound
access on port 22 (SSH). To do so, first make sure the Enabled checkbox is checked.
Next, provide a suitable Name for your firewall rule; in this case, we have called it
SECURE22.

Provide the virtual machine's internal IP address in the Source field, and select 22
from the Source port drop-down list.

Similarly, provide the public IP address of the gateway in the Destination field
followed by the Destination port 22. You can optionally log network traffic for
this particular firewall rule if required. Once done, click on OK to save the rule.

Next up, from your local desktop, open up a Putty session and pass the public IP
address of the gateway with port 22 in it.
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You will be able to connect to the PROD-HTTP-1 virtual machine as shown here:

5 oo I ==

RUNNING MIU:

er

Static routing

Most network routing is done dynamically where the router automatically chooses
the best path between two network endpoints. A static route is a preprogrammed
path between two networks and is mainly used in place of the dynamic routing for
security reasons.

You can create two types of static routes using vCloud Director:

* From one vApp network to another vApp network in the same organization

* From one vApp network to another vApp network in a different
organization

When do you use static routing? Let's look at the following examples and understand
a bit more about static routing:

* Case 1: You have a web server inside a vApp running in one VDC. The
VDC passes traffic to the outside world using the public IP address as we
have seen earlier in this chapter. We also have another application server
running on a vApp in a different VDC altogether. This VDC too connects to
the Internet using a public IP address. Now, you wish these two vApps to
communicate with each other, but you don't want the traffic to pass through
the Internet. In this case, a static route will be a perfect solution to the
problem. You can create a static route between the two VDC gateways, and
force the traffic between the vApps through it, thus shielding your vApps
from the Internet and providing additional security as well.
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* Case 2: You want any and all incoming traffic from the Internet to pass
through a software-based firewall, or some anti-virus appliance, before it
reaches your virtual machines. In this case, too, a static route can prove
to be useful.

To enable a static route in vCloud Director, right-click on the gateway's name and
select Edge Gateway Services. Select the Static Routing tab. This will bring up the
following dialog box that will help you create a static route between the two networks:

Add Static Route @ |

Applied on: dSpEv43-ext hd
Mame: NETWORK1-to-NETWORKZ #
Network: 192.168.109.0024 &

Enter network address in CIDR format. For example: 192.168.2.0/24.
MextHop IP: 452443448 s

Enter next hop router IP address. For example: 192.168.0.100.

l OK | | Cancel

Next, follow the given steps:

1. Fill in the required information according to your requirements.
Select the network interface through which the traffic will be routed.
Next, provide a suitable Name for the static route.

In the Network field, provide a network address in CIDR format. The
network address field is for the first vApp network to which you want
to add a static route.

5. Inthe Next Hop IP field, provide the external IP address of that vApp
network's gateway router.

Ll

6. Once done, click on OK to save the configurations. Remember to select the
Enable static routing checkbox before you close the Configuring Services
dialog box for the gateway.

It is important to note that, although you have created and
established a static route between the two networks, you still
o . . .
need to allow traffic between them using the firewall rules.
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Virtual private networks

VMware vCloud Air provides you with the ability to connect your on-premise
datacenters with vCloud Air in a variety of ways, such as the Internet, secure VPN,
and Direct Connect.

Direct Connect is a network offering provided by vCloud Air that
* helps you connect your on-premise datacenter with vCloud Air
%@‘\ using a dedicated, high-speed, low-latency network. You can read
’ more about it here: http://vcloud.vmware.com/service-
offering/direct-connect

Enabling a VPN in vCloud Director provides you with the following connectivity
options:
* VPN tunnels between two organization networks in the same organization

* VPN tunnels between two organization networks in two different
organizations

* VPN tunnels between an organization network and a remote network
outside of VMware vCloud

We will be exploring more on VPNs and site-to-site connectivity options later on in
Chapter 5, Monitoring Workloads on vCloud Air.

Load balancing

A very interesting and useful service and feature provided by the gateway is that

of load balancing. You can leverage the gateway as a ready-to-use load balancer for
your applications, just as you would use a standard hardware-based load balancer or
some open source load balancing software, such as HAProxy.

Let's explore this load balancing feature with a use-case scenario:
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Scenario

We have two productions: Web Servers called PROD-HTTP-1 and PROD-HTTP-2
deployed on the vCloud Air portal. These are CentOS 6.5 64 bit vanilla virtual
machines connected to the default-routed network as shown next. Both the virtual
machines have a web server (Apache httpd packages) installed and configured in
them. Our main goal is to leverage the gateway as a load balancer for these two
web servers.

% New Virtual Machine (=) Power Off Actions x
Status MName Cwner CPU Memory s vApp
(%) PROD-MYSQL-1 yohanwadia88@gmai... 2wCPU 40GB CentCs 4/5/6/7 (B4-bit) PROD-MYSQL-1-VApp
PROD-HTTP-1 yohanwadia88&gmai... 2 wCPU 40GB CemtOS 4/5/6/7 (64-bit) PROD-HTTP-1-VAppP
PROD-HTTP-2 yohanwadia88&gmai... 2vCPU 40GB CentCS 4/5/6/7 (64-bit) PROD-HTTP-2-VApp

Two Web Servers deployed on vCloud Air

Each web server has a simple index.html file created within the /var/www/html
directory structure. A snippet of the file created for PROD-HTTP-1 virtual machine
is shown here:

<html>

<body bgcolor="black"><font color="white">
<center><hl>This is HTTP PROD SERVER 1l</hl></centers
</font></body>

</html>

For the PROD-HTTP-2 virtual machine, we have used the same file contents by just
replacing the background color with red, and the text with "This is HI'TP PROD
SERVER 2", so that we can distinguish both the servers and check whether load
balancing is actually taking place or not.

To get started, first right-click on the gateway and select the Edge Gateway Services
option. Next, select the Load Balancer tab. Here, you will find two sub tabs, namely
Pool Servers and Virtual Servers:

* Pool Servers: This is basically a container that will contain all the servers that
you wish to load balance. Alternatively, you can also specify which protocol
you wish to load balance over using this section.
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* Virtual Servers: As the name suggests, these are virtual servers that actually
sit at the top of the pool servers and act as load balancers. You can assign
each virtual server a VIP (virtual IP), and also select the protocols that you
wish to enable for load balancing.

Configure Services: gateway "3 >,

DHCP MAT Firewall Static Routing VPN | Load Balancer

Pool Servers | Virtual Servers

Pool is a construct used to manage and share the backend member instances more flexibly and efficiently. A pool manages its backend members, health-check
monitors and loadbalancer distribution method

Mame Description Membars Status

Service Port Balancing Method  Interval (sec) Timeout {sec)

Cancel

The Pool Servers and Virtual Servers setting under Edge Gateway Services

Click on the Add button. This will bring up the Add Load Balancer Member
Pool wizard. The first screen will prompt you to provide a Name and an optional
Description for your pool servers. In this case, we have named our pool servers
HTTP-PROD-SERVERS. Click on Next to continue.

In the Configure Service page, shown as follows, select the Service and Load
Balancing Method of your choice. For this scenario, we have gone ahead and
selected the HTTP service and Round Robin as the load balancing method.

Configure Service

Selectthe serices supported by this pool.

Enatle Service Balancing Method Port
7] HTTF |Ruund Robin vl a0
HTTFS |Round Robin - || aa3
TCP IRuund Robin - |

Load balancing algorithms determine how traffic is distributed across pool members. Supported balancing algorithms are IP Hash, Round Robin, URI,
and Least Connected.
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VMware supports IP Hash, Least Connections, Round Robin, and URI as the
balancing algorithms, of which Round Robin is the simplest to use. Once done,
click on Next to proceed with the configuration.

In the next Configure Health-Checks page, it checks for your pool servers.

Edit Pool @ | ®

Name & Description  Configure Service | Configure Health-Check | Manage Members

Service Port Monitor Port Mode Interval (z2c) Timeout (sec) |Hesalth Thresholc Unhealth Threshold
HTTP 80 a0 HTTP ~| 5 15 2 3

HTTRS 443 ssL - ||| 15 2 3
TCP TCP 5 15 2 3

URIfor HTTP service: | /index.html

The URIthat will be polied at regular intervals to check the health of HTTP service.

[ ok || cance |

The Health-Check option checks that all the servers in the pool are alive and are
answering queries. The following parameters can be updated according to your
requirements. We have gone ahead and stuck with the default values:

* Interval: This is the interval in seconds at which a server is pinged

* Timeout: The time in seconds within which a response from the server must
be received

¢ Health Threshold: The number of successful and consecutive health checks
before a server is declared operational

¢ Unbhealth Threshold: The number of consecutive unsuccessful health checks
before a server is declared dead

In the next page, click on the Add button to add the two web server virtual machines
that we have created.

Note that both the virtual machines are powered on and connected
< to the default-routed network.
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In the Add Member popup box, provide the IP address value of the PROD-HTTP-1
virtual machine. Type in the default port value of 80 in both the Port fields. Repeat
the same steps to add the PROD-HTTP-2 virtual machine as well.

Add Member @ | &

IF Address: 192.168.108.2 &
Ratio weight: 1 E

Specify how reguests will be proportionately routed to an instance.

Setting ratio weight to 0 will disable the member.
Senvices & Monitoring:

Service Port Monitor Port

HTTP 80 80
HTTPS
TCP

Cancel

The Add Member pop-up box

Verify the pool server settings and configuration, and click on Finish when done.
With this complete, your pool server is created. Now we need to create the virtual
server that will act as the load balancer for our pool server. To do so, select the
Virtual Servers tab and click on the Add button, as shown:

Add Virtual Server @ |
Mame: HTTP-PROD-LB ¥
Description: | Virtual Load Balancer for HTTP Prouction Servers
Applied on: |d5p6v43—ext |v ‘
IP address: | 46.244.33.122 s
Pool |H'ITP—PROD«-SERVERS |v ‘ Supports (HTTF)
Senices:
Enabled Mame Port Persistence Method Cookie name Cockie mode
A MR e
HTTPS |44z Session id -
TGP None -
[+ Enabled
[ Log network traffic for virtual server
[canen |
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Provide a unique and meaningful Name and Description for the virtual server.
Select the external interface of the gateway in the Applied on field. Next, provide the
public IP address of the gateway. This is the same IP address that we created some
time back in this chapter. You can alternatively create and provide a different public
IP here as well.

This IP address will be used as the VIP to load balance the pool servers.
From the Pool drop-down, select the recently created pool servers that we created.

Select the HTTP service option and provide the default port 80 value as shown. This
is the port on which the web servers will be load balanced. Remember to check the
Enabled option to enable the virtual server once it's created. You can optionally
choose to Log network traffic for the virtual server as well. Once done, click on OK
to complete the procedure.

Give the Edge Gateway approximately 30 seconds to reconfigure. Once completed,
you can go ahead and create the necessary firewall and NAT rules to allow traffic
flow from the two web servers to the gateway.

First up is the firewall. Open port 80 on the internal IP addresses of the two web
servers. The gateway's public IP address will be the destination IP as shown:

MName Source Destination Protocol Log

Internet Any o Any Any C ANy Any Enabled

Port 80 192.168.109.2 : 80 45.244 33122 : 80 TCP @D Disabled

SECURE22 192.168.99.2 : 22 192.168.109.2 : 22 TCP @D Disabled

Port 80 192.168.109.3 : 80 45.244 33122 : 80 TCP @D Disabled
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Second, we enable DNAT as well, so that both the web servers can be accessed

via the gateway's public IP from our local desktops. In this case, the Web Servers
internal IP address will be the source IP, and the gateway's public IP address will be
the translated IP address as shown:

Original Translated
Type Protocol Applied On
IP Address Port IP Address Port

SHNAT 192.168.109.2 Any 65.244.33.122 Any Any d5p6vd3-ext -
DMNAT 46.244 33122 80 192.168.109.2 80 TCP d5p6v43-ext

DMAT 4524433122 22 192.168.109.2 22 TCP dSpEvd3-ext

SHAT 192.168.109.3 Any 46.244 33122 Any Any d5p6va3-ext

DMAT 46244 33122 80 192.168.109.3 80 TCP dSpEvd3-ext =

To test the load balancer, simply direct your local browser to the following IP
address: http://<PUBLIC_IP ADDR OF GATEWAY>:80/index.html.

Refresh your browser multiple times to simulate load on the servers. If your settings
are correct, you will see the index.html page refresh with different background colors.

Best practices and tips

Here are some useful best practices and tips that you should keep in mind when
working with networks in vCloud Air:

1.

Open only the required ports on the firewall at all times for any virtual
machine. Avoid opening all ports unless absolutely necessary.

Use the NAT rules carefully. Provide a dedicated network IP address for the
Internet and translate only the required internal IP addresses to it.

It is good practice to provide differently translated external port numbers for
each internal port number when using NAT. For example, if an internal port

22 has to be NATed to an external port, it is always better to provide a larger,
more random port number, such as 2323 rather than the default 22.

Assign the network administrative rights only to those users who will be
creating and modifying the network parameters of your organization. The rest
of the users can have read-only privileges as well.

Implement a good antivirus solution/product and place all your virtual
machines behind it. Make sure the virtual machines are always patched with
the latest updates and firmware at all times.
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Summary

In this chapter, we have seen how to connect your virtual machines to the Internet
securely using the firewall and NAT rules. We also learned the uses of gateways
and networks, and how you can leverage them in your own VDCs. Last but not the
least, we explored some of the useful networking services provided by vCloud Air,
such as DHCP, NAT, firewall, and load balancing. We also covered a few useful best
practices and tips that you should keep in mind when working with networks on
vCloud Air.

In the next chapter, we will be going a step further with vCloud Air, and exploring
some of the different ways in which you can extend your vCloud Air environment
with other public and private clouds.
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In the previous chapter, Chapter 3, vCloud Air Networking and Security, we learned and
explored a few simple and easy-to-use networking services provided by VMware
vCloud Air. We also examined how to prove our instances in vCloud Air with
networks and connect them with the outside world.

In this chapter, we'll dive a bit deeper into the networking arena by visiting the VPN
service provided by vCloud Air. Besides this, we will also look at a few different
ways in which you will be able to extend your on-premise VMware vSphere

and/or VMware vCloud environments to vCloud Air using a tool called VMware
vCloud Connector.

VPNs

We briefly discussed VPN back in Chapter 3, vCloud Air Networking and Security. In
this section, we will explore the VPN functionality in more detail (that is, elaborate
VPN once).

VPN are a crucial networking service that enable IT organizations to extend their
physical, virtual, and cloud based environments to other off-site datacenters and
cloud environments without compromising on security. Using VPNs and IPsec
tunnels, IT organizations can now transfer large data over the Internet to remote
locations with ease, thus helping in migrating workloads to and from the different
environments as required.

VPN are supported on both ends of a transmission channel by a firewall and/or
a special VPN device that restricts any form of data interception from the outside
world.
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VPN are created in VMware vCloud Air using the vShield Edge Gateway appliance.
Using the Gateway appliance, you can connect to the following networking
topologies:

* Enterprise site to vCloud environment: Using vShield Edge Gateway, you
can connect your on-site enterprise data centers with a vCloud Air using
a standard IPsec tunnel. The Enterprise datacenter will require a virtual /
physical VPN appliance from either Cisco or Juniper to connect to a gateway
on the vCloud Air premise.

*  Multi-site vCloud environments: The vShield Edge Gateway VPNs can
be used to connect different VMware-based cloud environments with each
other as well. For example, you can connect an on-premise VMware vCloud
Director with vCloud Air using a secure VPN IPsec tunnel, thus creating a
Hybrid Cloud; or you can even connect two VMware-based public Clouds
with each other, such as vCloud Air and BlueLock, or StratoGen Cloud.

* Single-site vCloud Environment: A vCloud Air environment can
contain one or more VDCs, each VDC having its own network subnet
and Edge Gateway. Since the underlying network is hosted on the shared
infrastructure, these VDCs can be connected securely using vShield Edge
VPNS.

Let's have a look at how easily we can create a VPN tunnel between VDCs hosted
on the same vCloud Air environment and also between two different VMware
Public Clouds.

Site-to-site VPN connectivity

Consider the scenario: We have a PRODUCTION VDC running on a 192.168.109.0/24
subnet, and a DEVELOPMENT VDC running on a 192.168.110.0/24 subnet. We wish
to enable a secure VPN between these two VDCs using the VMware vShield Edge
Gateway service.
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192.168.110.2
VDC1-PRODUCTION VDC2-DEVELOPMENT

192.168.109.2

Prerequisites to creating VPN between networks in the same organization are
as follows:
* Both the networks must be external facing
* Both the networks must have non-overlapping IP subnets
* Both the networks should have a site-to-site VPN enabled
To get started, first, we need to make sure that both the VDCs have their networks

routed through a gateway. From the vCloud Air dashboard, select any VDC, click on
the Gateways tab, and select the Manage in vCloud Director option, as shown here:

Home VPC On Demand VDC1 Gateways
Virtual Private Cloud OnDemand in  ux siough1s .
< Virtual Data Centers + Resource Usage  Viruwal Machines Gateways Networks
&3 Manage in vCloud Director O
VDC1 (]
ik o GATEWAY ON VDC1
Gateway IP: 468.244.37.158
Configuration: P4 compact
High Avallability: @ Disabled
Networks: 1
Public IPs: 1
0 Used /1 Unused
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From the vCloud Director Ul, select the ManageVDCs option from the options bar.
Next, select the Org VDC Networks tab to display the types of networks currently
present for that particular virtual datacenter. Make sure the virtual machine that
you wish to communicate to the other VDC is running on the Routed Interface as
shown here:

Administration vDC1
- Cloud Resources vApps  wApp Temp.. Media&Ot.. Storage Po.. Edge Gate.. | Org VDC H...
w i Virtual Datacenters
Recent fzns + & L hd ce

Name 1a Sta Gateway Addr. Ty Connected IP Pool (Used/To Shar. Owner I:[l:l
- Setings & DEFAULT-ISOLATED-NET... ©  19216899.1/24 Isolate 0.00% VDC1

ﬁi)Ge”‘:‘ra' S default-routed-network © 1921681091724 Routed & gateway | 000% | e

@ Email

@ Policies

Run the same check on the other virtual datacenter, making sure that there is a
routed network present, and that a virtual machine from that VDC is connected to it.

Now, we add the VPN. To do so, from the vCloud Director U], select the Edge
Gateway tab from your VDC. Right-click on the Edge Gateway device, and select
the Edge Gateway Services option:

43 vbct
vApps  vApp Templ.. Media & Other Storage Poli.. | Edge Gatew...
Name 1a  Status Multi-Interface Mode # Use
@ gateway & ./ 2
Actions: gateway
Edge Gateway Senvices_

External IP Allocations

Re-Apply Service Configuration...
Re-Deplay.

Synchronize Syslog Sever Settings

Froperties..

This will bring up the Gateway's Configure Services dialog box. Select the VPN tab,
and click on the Add button to get started.

This will bring up the Add Site-to-Site VPN Configuration dialog box as shown.
Using the wizard, you can create secure VPNs that can connect to the VDCs in the
same vCloud Air environment, VDCs across some other vCloud provider such as
Bluelock or StratoGen Cloud or even connect to an on premise vSphere environment
that's backed up by a vShield Edge Gateway device.
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In the Configure Services dialog, provide a suitable Name for the VPN Tunnel.
You can optionally provide Description to go along with it as well. Next, select the
Enable this VPN configuration checkbox.

As discussed earlier, you can assign a VPN to a network in the current organization
or to some other organization, and even connect offsite to a remote network. For this
exercise, select the A network in this organization option as shown.

The moment you select this, the local and peer networks field would automatically
populate as well. Make sure you select both Local Networks and Peer Networks
before proceeding with the next configuration items.

Once done, you can leave the rest of the VPN configuration parameters to their
default values, and click on OK to create the VPN tunnel. If all goes well, you will
see the VPN details auto-populated on the second VDC's gateway as well:

Add a Site-to-Site VPN configuration @ | (3}
Mame: 108-110 &
Description. VPN Connectivity between PRODUCTION (.108) and

DEVELOPMENT (.110) networks

[ Enable this VPN configuration

E=tablish VPN to |a network in this organization | v |

Local & Peer Networks

Peer Edge Gateway: |gateway - |

Local Networks: Peer Networks:

default-routed-network (192,168 DEFAULT-ROUTED-NETWORK (

VPH connection settings

dSpBvdi-ext | v | [ Use Public IP

d5pEva3-ext v| [ Use Public IP

Encryption protocol: |AE&25€ hd |

Shared Key:

Local Endpoint:

FPeer Endpoint:

B ]

The shared secret must be an alphanumeric
string between 32 and 128 characters in length.
must include at least one uppercase letter, ocne
lowercase letter, and one number.
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Next up, enable the firewall rules to allow traffic to and from both the virtual
datacenters. To do this, you can use and edit the Firewall tab, shown as follows, in
the same Configure Services dialog, or use the vCloud Air Ul to achieve the same.
In this case, we have used the vCloud Air Ul to allow any traffic coming in from the
PRODUCTION VDC (VDC1) to the DEVELOPMENT VDC (VDC2).

. Note that opening up all the ports is never a recommended scenario
% for a production environment. Make sure you open ports that are only
/~— required, and add application specific rules when dealing with any
production environments.

Edit Firewall
Name VPN-FROM-108-TO-110
Setungs /] Enable this rule.
Log network traffic for this exception.
Protoco! Any
Source Specific CIDR, IP, or 192.168.109.0/24
Source Port
Destination Specific CIDR, IP, or 192.168.110.0/24
Destination Port
Save Cancel
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Save the firewall rules and make sure that the VPN is enabled, and its status shows
OK on both the gateways before proceeding to the next steps.

_ Note that in some cases, the VPN status may show you a NOT
% READY status. This perfectly normal as VPN takes approximately one
=" to two minutes to properly initialize and prep the tunnel for use. So be
patient, if you see a NOT READY status, check the logs for any issues.

DHCP MAT Firewall Static Routing | VPN | Load Balancer

IPSec VPN senvice helps you create secure VPNS between gateways. Site-to-Site VPN can be configured between edge gateways in this organization, across
organizations and even to third party VPN gateways

[ Enable VPN
Configure Public IPs...
PublicIPs can be configured for each of the external networks, this is useful if you are using MNAT in your environment.
Name Local End Paint Peer End Foint Enabled Status Local Network Pear Network Pesr Organization
109-110 4624433122 46.244 34 46 v v 192.168.109.1/24 192.168.110.1/24
Add...
| OK | | Cancel

To test VPN to check whether the connectivity was successful or not, simple try
to ping the gateway from the PRODUCTION VDC VM to the DEVELOPMENT
VDC VM.

Multi-site VPN connectivity

Consider the following scenario: We have a PRODUCTION VDC running on a
192.168.109.0/24 subnet on our VMware vCloud Air environment, and another VDC
running on a 198.19.99.0/24 subnet, but on a completely different public cloud called
StratoGen Cloud. We wish to enable a secure VPN between these two VDCs using
VMware vShield Edge Gateway Service.
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Note that StratoGen Cloud provides a wide range of VMware-based
Cloud hosting services, such as private cloud, hybrid cloud, and
disaster recovery as a service. It runs completely off a VMware vCloud
Director environment with major datacenters present in Europe, the
United States, and Asia. StratoGen offers a free seven day trial period
for its VMware-hosted Cloud. You can read more about it at http://
www.stratogen.net/products/vmware-hosting.html.

| - - - -
mmma

57

\ |Psec_Tunnel

S

1
vMm

198.19.99.10
VDC2
StratoGen Cloud

192.168.109.11

VDC1- PRODUCTION
_ VMware vCloud Air |

Prerequisites to creating VPN between networks in different organization are
as follows:

Both the networks must be external facing

Both the networks must have non-overlapping IP subnets
Both the networks should have a site-to-site VPN enabled

To begin with, first we need to gather some details about our vShield Edge Gateway
and running instance at StratoGen Cloud. To do so, log in to the StratoGen Cloud
UL which is a VMware vCloud Director-based self-service portal, and select the
Administration tab as shown. Select the Virtual Datacenters option from under the
Cloud Resources tab to bring up your VDC. As you can see, the StratoGen VDC
also contains two network interfaces, one called Direct Internet Connection, which
directly connects the instances to the Internet, and the other a Routed-Network,
which passes all the network traffic from a vShield Edge Gateway device. We will be
using the routed network for this connectivity exercise.
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4 Nahoy—CIoud ¥0 | Help ~ | Logout

‘ﬁ} Home |QMyCIoud ‘ Catalogs |Adm|n|stratmn J

Administration yohanwadiafg

¥ Cloud Resources vAppS  wApp Temp..  Media &Ot.  Storage Po..  Edge Gate... | Org VDG ... |

w (g ¥irtual Datacenters

Recent teirs + & Al = (=]

Hame 14 Sta & ateway Add... i Connected... IF Poal (UsediT... Sha... Ouner m

v Memhers L. DirectInternet connection @ 212541330024 Direct L= stratocen| [UNSAMA% | ¥ yohanwadiagg
& Users
iy Lost & Found

ﬂ_ Routed-Metwark O 188.18.85.1/24  Router @ Wirtela -ede - - yaharwadiaBs

1-20f 2 [

%9 0Running @ 0Failed £4 stratoGen UKvCloud Platform Powered by VITIVVArE

Next, select the EdgeGateway tab to view the Gateway device. Here, we need to
find out the external IP that is provided to the gateway device. This IP is used to
pass all the traffic from the VVDC to the Internet. To check the external IP address,
right-click on Gateway and select the Properties option. This will bring up an Edge
Gateway properties dialog as shown. Select the Configure IP Settings tab as shown.
Here, make a note of the IP address.

* Note that the external IP address is configured and provided by
a StratoGen. By default, a single IP address is provided, but you
can always contact the StratoGen Support team for more.

Once noted, select OK and close this dialog window:

Edye Gateway Properties: @ | )

General | Configure IP Settings | Sub-Allocate [P Pools  Configure Rate Limits ~ Syslog Server Settings

Extemnal Metworks 1a Subnets IF Addreszes

Jg StratoGen Metwark (Internety Pod 2 - Black A 21264 133.0024 21254133108

Change [P Assignment
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Next, we'll now move over to our vCloud Air environment. This is where we will
configure our VPN tunnel to StratoGen Cloud. You can set up the VPN on either of
the Clouds as you see fit.

From the vCloud Air Ul dashboard, right-click on the VDC name and select the option
Manage in vCloud Director. This will take you to the vCloud Director UI from where,
we will configure the VPN service. Follow the same path as we did with the StratoGen
Cloud, that is, select the Administration tab | Under the Virtual Datacenters option,
and select your VDC. Next, select the Edge Gateway option, right-click on the
Gateway, and select the Edge Gateway Services option as shown here:

43 vbci
vApps  wApp Templ.. Media & Other  Storage Poli.. | Edge Gatew...
Mame 14 Status Multi-Interface Mode # Usg
& gateway & v 2

Actions: gateway
External IP Allocations
Re-Apply Service Configuration..
Re-Deplay...
Synchronize Syslog Server Settings

Properties...

Select the VPN tab and click on Add to create a new VPN connection. This will
pop up the Add a Site-to-Site VPN configuration dialog. Just as before, provide

a suitable name for this particular VPN connectivity; in this case, we provided
vCloudAir-StratoGen. You can optionally even provide Description as required.
Select the checkbox that says Enable this VPN configuration. Next, from the
Establish VPN to list, select the a network in another organization option as
shown here:
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> IMPORTANT: The vCloud Director Ul requires the latest version of
a Java to be installed on your local machine, as well as Java support for
g the browser.

You will see an option to Login to Remote VCD as shown here:

Add a Site-to-Site VPN configuration @ x
Marme: viCloudAir-StratoGen £l
Description: YPM Connectivity hetween vCloud AirvDo1

(PRODUCTION) and Stratozen Cloud

[ Enahile thig vPM configuration

Establish WPr to: |a network in another organization -

Local & Peer Networks

Lagin to Remote VCD

Enter the following information as requested:

* vCloud URL: Here, you only need to provide the base URL of your vCloud
Director; for example, httpl: //mycloud.stratogen.net/. Do not provide
cloud/ or org/.

* Organization: Here, provide the name of the remote organization that you
wish to connect to. In most cases, the organization name is followed after the
cloud/org in the vCloud URL.

* Username/Password: Here, provide the credentials as supplied by your
cloud administrator.
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Once all the required fields are filled in, click on Login to complete the connectivity.
The login takes a few minutes to complete. Once it's done, you will see your
StratoGen Cloud's organization VDC and Peer Edge Gateway loaded automatically
as shown here:

Local & Peer Networks

Login to Remote YCD

Remote organization YDCs |yohanwad\a88 - ‘

Peer Edge Gateway: |edge-gw - ‘
Local Metworks: Peer Metwarks

default-routed-netwark (192.168.108.0/24) # R

YPH connection settings
Local Endpoint |omnvst-e |+ | I Use Public P
Peer Endpaint: |StratoGen Metwork (Internet) Pod 2 - Block & -

Encryption protocal:  |aEs256 |~ |

Shared Key:

The shared secret must be an alphanumeric string bet| >

Select the IP subnets provided under the Local Networks and Peer Networks fields:

* Local Networks: This is the network that you wish to designate as the
internal network for the VPN (192.168.109.0/24)

e Peer Networks: The Peer Network is the remote network for the VPN; in this
case, the Routed-Network, from our StratoGen Cloud (198.19.99.0/24)

You can optionally choose to edit VPN connection settings such as Encryption
Protocol, Shared Key and MTU size as required. However, in this case we are going
to leave them to their default values. Once completed, click on OK to finish the VPN
configuration.

The VPN tunnel can take up to five to ten minutes to properly establish a secure
connection to and from the remote site. A green check mark should appear under the
status column on the Configure Services VPN tab. Return to the VPN tab of your
StratoGen Cloud's Gateway, and verify if the same status is present there as well. If
both the statuses show green, then you have successfully configured a VPN tunnel
between two vCloud organizations running on different networks!
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DHCP HMAT Firewall Static Routing | WPN | Load Balancer

IFSec WFM senice helps you create secure WPRs between gatewsys. Site-to-Site WFPH can be configured hetween edge gateways in this organization, across
organizations and even to third party VPR gateways.

[ Enahle VPN

Configure Public IPs..

Fublic IP= can be configured for each ofthe exernal networks, this is useful ifyou are using MAT in your emiironment.
Hame Local End Point Peer End Point Enabled Status Lucal Netmod Peer Hetwot Peer Organization

wCloudAir-GtratoGen  46.244 37158 21254133108 A b 1921681091024 196.19.99.1/24 yoharwadiadi

Add

Ok Cancel

But wait, that's not all. Remember that although a VPN establishes connectivity
between two remote networks, you still need to configure the firewalls to allow the
traffic to pass through. The firewall rules have to be set up on both of the Gateways
to facilitate a two-way communication. You can edit the firewall rules by simply
selecting the Firewall tab in the Gateway's Configure Services dialog and add the

required rules.

To allow traffic to flow from vCloud Air to StratoGen Cloud, do as follows:

* Name: It provides a suitable name for the firewall rule; in this case, its
vCloudAir-StratoGen.

* Source: This provides the Source IP subnet of your vCloud Air VDC
(192.168.109.0/24). Here, you can optionally provide a single IP address
as well.

* Source port: Here, we have selected any but you can choose to allow a
specific port, such as SSH: 22 or HTTP: 8080, and more.

* Destination: This provides the remote network's IP subnet here
(198.19.99.0/24).

* Destination port: It provides your destination port settings; here, we have
chosen any.

* Protocol: You can choose between TCP, UDP, ICMP, or any as the protocols.

Optionally, you can even log network traffic for this particular firewall rule. Make sure
the rules are enabled by selecting the Enabled checkbox. Once completed, select OK.
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[ Note that the firewall rules can be added via the vCloud Air Ul as well. ]

Follow the same process to allow the traffic to flow from StratoGen Cloud to
VMware vCloud Air:

* Name: It provides a suitable name for the firewall rule; in this case, its
StratoGen-vCloudAir.

* Source: This provides the Source IP subnet of your StratoGen Cloud's VDC
(198.19.99.0/24). You can optionally provide here a single IP address as well.

* Source port: Here, we have selected any but you can choose to allow a
specific port only such as SSH: 22 or HTTP: 8080, and so on.

* Destination: This provides the vCloud Air VDC's network's IP subnet here

(192.168.109.0/24).

* Destination port: This provides your destination port settings; here, we have
chosen any.

* Protocol: You can choose between TCP, UDP, ICMP, or any such, as the
protocols.

Optionally, you can even log network traffic for this particular firewall rule.
Make sure the rules are enabled by selecting the Enabled checkbox. Once completed,
select OK.

Rule I4 Mame Source Cestination Frotocal Action Log Enabled

1 HTTP-PROD-DB-Z 198.19.99.10:80 external: 80 TCP Al v
2 SSH-PROD-DE-2 198.19.99.10:22 external:22 TCP Al hd
3 StratorGen-vCloud 19819990024 Ary 1921681 09.0/24:Any  ANY Al v
G wCloudAir-StratoGe 1921681 09.0/24: A0y 198.19.99.0/24:Any ANY Al A4

To test the connectivity, try pinging the instances to each other. If you see a steady
stream of packets being transferred, as shown, then congratulation! You have a fully
functioning VPN created between your VMware vCloud Air and StratoGen Cloud!
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PROD-LB-1 DIINES | @5 | SR

[root@PROD-LB-1 "1#

[root@PROD-LEB-1 ~1# ping 192.166.189.118

PING 192.168.1689.118 (192.168.189.118) 56(84) bytes of data.
64 bytes from 192.168.189.118: icmp_seqg=1 tt1=6Z time=4.66 ms

64 bytes from 192.168.189.118: icmp_seq=2 ttl=62 time=2.47 ms
64 bytes from 192.168.189.118: icmp_seq=3 ttl=62 time=2.54 ms
64 bytes from 192.168.189.118: icmp_seq=4 ttl1=62 time=2.63 ms
“C

--- 192.168.189.118 ping statistics -—-

4 packets transmitted, 4 received, Bx packet loss, time 3545ms
rtt minsavgsmaxs/mdev = 2.477-3.879-4.668-8.915 ms
[root@PROD-LB-1 ~1#

[root@PROD-LB-1 ~1# _

Extending datacenters to clouds using
vCloud Connector

Now that we have seen and used VPNs to simply connect two different vCloud
environments, let's explore how you can extend the boundaries of your on-premise
datacenters to the public cloud using VMware vCloud Connector.

What is VMware vCloud Connector?

The VMware vCloud Connector is a free tool provided by VMware that helps
administrators to create fully functional hybrid cloud environments. Using the
vCloud Connector, IT administrators can facilitate orchestration and administration
of their on-premise datacenters, as well as a VMware-backed public cloud using a
single portal. It is essentially a tool which enables you to migrate your computing
resources across vSphere and vCloud environments with ease.

vCloud Connector also enables you to transfer large amounts of data securely from
your datacenters to vCloud Air using something called the Offline Data Transfer
(ODT) service. Using ODT, you can export your data to an external storage device
that is provided by a vCloud Air operator, and ship it back to the operator.
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This data is encrypted by vCloud Connector so, you can rest assured that your data
will not be tampered with. The operator then imports your data into vCloud Air, and
provides the same configurations and settings as per the on-premise datacenters.

Enterprise Datacenter

Provider of
vCloud Powered Services

Image reference: http:/ /www.vmware.com/files/ pdf/ vmware-vcloud-connector-technical-brief.pdf

vCloud Connector features

Let's have a quick look at some of the features of vCloud Connector:

*  Multi-cloud connections: vCloud Connector enables you to connect your
vSphere environments with your on-premise VMware vCloud Director, as
well as with VMware-backed public clouds, such as vCloud Air, Bluelock,
and StratoGen. It allows for seamless migration of virtual machines, vApps,
and templates to and from various environments.

* Unified management view: Managing different VMware environments
that are spread across private and public clouds can be a daunting task,
especially when each provides a Ul of their own. Using vCloud Connector,
IT administrators can manage, deploy, and perform power operations on
their diverse infrastructure all from a single pan of view. The management
activities can be performed via a plugin for the vSphere Client interface as
well as through a web-based UL

* Data center extension using Stretch Deploy: Perhaps, one of the most
important features of vCloud Connector — Stretch Deploy —allows the IT
administrators to extend their on-premise datacenters into public clouds
without the need to reconfigure the network settings of your virtual
machines at the destination point.
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While moving a workload, vCloud Connector stretches its private network
boundary to the public cloud, so that it continues to get all its networking
properties from the private network. In a way, your virtual machines thus
retain their IP addresses, MAC addresses, NAT rules, and firewall definitions
as they were provided on the private network.

* Content Sync: vCloud Connector Content Sync enables the IT administrators
to synchronize and manage their entire content catalogs across various
vSphere and vCloud environments. It basically allows you to have a master
catalog called a Content Library which allows you to keep your templates all
synced up across various environments.

Using Content Sync, you can easily distribute your virtual machines, vApps,
and templates across your organization while ensuring that the content
remains the same across the environments.

Deploying vCloud Connector in your
environment

Now that we understand the concepts and features of the vCloud Connector, let's see
how to deploy it in your on-premise vSphere environment and later, look at how to
connect our vCloud Air environment to it.

Here's a look at our demo environment. We have a small vSphere lab setup on a
198.19.99.0/ 24 subnet. The main purpose of this exercise is to demonstrate the ease
by which you can connect and migrate a template from an on-premise vSphere setup
to a vCloud Air organization using the vCloud Connector.

VCCNode vCCServer

Virtual Virtual
Appliance Appliance Ll . o\ as e anmnnanns

Y %2 8

vCloud Air

vCenter Server 5.5
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To start off, first download the vCloud Connector appliances from VMware. vCloud
Connector consists of two components: a vCloud Connector Server (vCCServer),
and a vCloud Connector Node (vCCNode). Download both the zip files to your
local desktop, and unzip them to separate directories once the download completes.

_ Note that you can install a vCloud Connector server in a vSphere
environment or in a vCloud Director cloud. Download vCloud
i Connector vCCServer and vCloud Connector vCCNode from
http://www.vmware.com/products/vcloud-connector.

Deploying vCloud Connector Server

Next, import the VCCServer vApp into your vSphere using the vSphere Client. Click
on File | Deploy OVF Template to get started. This will bring up a wizard that will
guide you through the deployment process.

Click on Browse and select the vccserver. ovf file. Click on Next to continue with
the deployment. There will be a set of screens that will ask you to accept the license
agreement. Select the host on which you wish to deploy the OVF, as well as provide
the necessary networking details for your vCCServer VM.

Provide a static Network 1 IPaddress, Network 1 Netmask, and Default Gateway
in the Networking Properties window as shown, as per your vSphere environment's
network settings. Make sure that this network is reachable on the Internet as well
before you proceed with the next steps.

Hetworking Properties

Default Gateway
The default gateway address for this VM. Leave blank if DHCP is desired.

|198.19.99.1

DHNS
The domain name servers for this VM (comma separated). Leave blank if DHCP is desired.

3.8.8.8

Network 1 IP Address
The IP address for this interface. Leave blank if DHCP iz desired.

198.19.99.245

Hetwork 1 Netmask
The netmask or prefix for this interface. Leave blank if DHCP is desired.

255,255, 255.0|
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Once done, you are now ready to deploy your vCCServer. Power On the VM
from the vSphere client, and give the VM a couple of minutes to initialize. Once
the VM is auto-configured, make a note of the URL that will be used to configure
the vCCServer. The administrator web console will have a URL similar to this:
https://<vCCServer IP ADDRESS>:5480.

Log in to the server Admin Web console with the username as admin. The default
password is vmware. You can change this later on from the console itself.

Once logged in, you will be presented with a host of tabs on the main dashboard.
Here's a quick round up of what each tab does:

System: This tab provides general information about your vCloud Connector
server. You can also configure your Connector's time zone, and also perform
power operations for the VM.

Network: This tab views network related information about the appliance.
You can configure the vCloud Connector Server's IP address scheme proxy
information here.

Update: The Update tab allows you to check the update status of your virtual
machine, and helps set your update policy.

Server: The Server tab contains two sub-tabs: the General and SSL tabs. The
General tab will provide you options to update the appliance's administrator
password, adjust logging, and more. The SSL tab provides you with an
option to upload and use your own SSL certificates for vCloud Connector.
You can choose to ignore this tab for the time being; however, SSL certificates
must be employed in vCloud Connector if you are using it on a live
production environment.

Nodes: The Nodes tab in the server Admin Web console lets you register
vCloud Connector nodes with your vCloud Connector server. You can
additionally download node log files, and register Stretch Deploy settings
using this settings page. During the initial installation process, you can use
this tab after you install the nodes.
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Select the Nodes tab to view a list of currently added nodes for your vCloud
Connector. By default, there will be only one entry here for the Local Content
Library as shown in the following screenshot:

vmware vCloud Connector Server

‘ | | | Nodes Help | Logout user admin
Manage Nodes Refresh Register Node
Cloud Cloud Type Node URL Status Last Health Check Actions
Local Content Library Content Directory http:/floc alhost:80 Up 412112015, 11:01:48 AM @

http:/flecalhost:80

Deploying the vCloud Connector node

Next up, deploy the vCCNode OVF in a similar fashion as we performed for the
vCloud Connector Server. Import the OVF into the vSphere Client, accept the
license agreements, select the default ESXi host that will be used to deploy the OVF
and finally, provide the network settings as required. Power on the VM after it is
deployed, and give it a few minutes to initialize.

Once completed, you will be presented with the following screen. Make a
note of the vCloud Connector Node's Web Console URL. The URL will be in
https://<vCCNode IP-ADDRESS>:5480 form. Use the default username and
password as provided during the vCCServer login.

vCloud Connector Node (vCCNode 2.7.0.0 Build 2270314)

Welcome, and thanks for installing the vCloud Cownector Node.

To set up your vCloud Connector Node, point your brouser to the Node
administrative page at https:--198.19.99.246:5480~

To login, use username "admin” and the default password "vnuware”.

Note: you must install and setup a Mode in every v3phere or vCloud you would
like to access from vCloud Connector.

After you set up your Nodes you must set up your vCloud Commector UI.

For more information on the entire set up process, see the vCloud Comnector
Documentation Center at http:- - pubs.unware.comshybridcloud-27-index. jsp

Blogin Use Arrou Keys to navigate
Set Timezone (Current:UTC) and <{ENTER> to select your choice.
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Once you are logged in to the vCCNode appliance, select the Node tab. The first
task that we need to perform here is the registration of the vCenter Server/ vCloud
Director with the vCloud Connector node.

To do so, select the Cloud tab and fill out the required fields as follows:

Cloud Type: Here, you can select either the vSphere or vCloud option,
according to your environment. In this case, we are connecting to our
vSphere environment.

Cloud URL: You can either provide your vCenter Server's IP address/
fully qualified domain name, or the vCloud Director URL as per your
requirement.

Ignore SSL Cert: This is an optional field; you can choose to enable this
feature if you want to ignore the SSL certificates. SSL in enabled on nodes
by default.

Use Proxy: This is an optional field as well. You can select this option if your
vCenter/vCloud Director is behind a proxy server.

Once all the necessary fields are populated with the correct values, click on the
Update Configuration button. You will see the Cloud Registration updated info as
shown here:

vmware’ yvCloud Connector Node

System Network Update Node Help | Logout user admin
Cloud General |  ssL |

Cloud Registration
Cloud Registration updated.

Cloud Type
Cloud URL: hitps:/198.19.99.108
[ hitps:/ive-ip or hitps:/Avcloud-ip/icloud |
lgnore SSL Cert: |
Use Proxy (]
Update Configuration
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With our vCloud Connector Node setup for the vCenter Server, we now need to add
this node to the vCCServer appliance. Log in to the vCCServer appliance and select
the Nodes tab. Select the Register Nodes option to add our vCCNode Appliance.

This will bring up the Register Node with Server configuration utility as shown. Fill
in the details as required and once done, click on the Register button to register the
vCloud Connector Node with the Server. The following are the items under Cloud
Registration:

Display name: This provides a suitable name to identify your node; here, we
have supplied the name Local vSphere.

Node URL: This provides the URL of your vCCNode appliance.

Public: Select this option in case the cloud that you are connecting to is a
public cloud.

Use proxy: This is an optional field. Use it in case there is a proxy server
between the vCCServer and vCCNode.

Ignore SSL Certificate: This is an optional field. Select this if you have not
installed valid SSL certificates on your nodes.

Next, provide your vCenter/vCloud Director credentials as required:

Cloud Type: You can either choose between vSphere or vCloud Director
depending on your environment. In our case, we have selected vSphere.

VCD Org Name: This field will only be enabled if you have selected vCloud
Director in the Cloud Type.

Username/Password: This provides the credentials for your vSphere
environment here.

Register Node with Server

Node details
Display name Local vSphere

https://198.19.99.246

Nede URL
e.g. https:/inode 1 example.com

Fublic
Use Proxy
Ignore SSL Certific ate "

Cloud Credentials

Cloud Type vSphere v
VCD Org Name
Username administrator@vsphere.local

Password |SP— |

[108]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 4

After the registration process completes, you will see the vCloud Connector Node
listed under the Managed Nodes list. To edit the node's settings, click on the adjacent
gear icon to edit the configurations as required.

Registering vCloud Connector in vSphere
Client

As we discussed earlier, vCloud Connector provides two user interfaces: a plugin for
the vSphere Client, and a web based admin console. In this section, we are going to see
a few simple steps in which you can register vCloud Connector with a vSphere Client.

To begin with, log in to the vCloud Connector Server and select the Server tab as
shown. Select the vSphere Client sub tab.

Note that you can register the vCloud Connector user interface with

only one vSphere Client at a time. To register with another vSphere
’ Client, unregister, and then register with the new vSphere Client.

Furnish the necessary details as requested:

¢ vCloud Connector Server URL: In some cases, this field will be
automatically populated; if not, then provide the vCloud Connector Server
URL as appropriate

e vCenter Server IP/FQDN: This provides the vCenter Server IP address here

* vCenter username: This makes sure that the username you provide is a
part of the administrator account, or at least has extension privileges for the
vCenter Server

* vCenter password: This provides your vCenter user's password

* Overwrite existing registration: Select this option in case the vCenter Server
has a vCloud Connector Server already registered that you want to replace

* Use Proxy: This is an optional field and is only required if the vCloud
Connector Server has to pass through a Proxy to connect to the vCenter
Server
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Once completed, click on the Register button to register the vCloud Connector with
vSphere Client.

vmware vCloud Connector Server

System Network Update Server Nodes e e

| General | ssL vSphere Client

Register with vSphere Client

Registration completed.
vCloud Connector Server URL |ttp:/1195.19.98.245 |

vCenter Server IP / FQDN [198.19.00.108 |
vCenter usermname [administrator@vsphere.log|
vCenter password ——— |
Overwrite existing registration )

Use Proxy (]

Register | | Unregister | [ Update Registration

When the registration is completed, a confirmation message will appear at the top
of the page. To verify the registration, log in to the vSphere Client and select the
Solutions and Applications tab from the Home page. You will see the vCloud
Connector icon listed there.

Adding clouds to vCloud Connector

Now that we have our vCloud Connector server and Node setup, let's go ahead and
add a few clouds to it. First, let's add the vCenter Server environment that we have
prepped for vCloud Connector so far.

From the vSphere Client, select the Solutions and Applications tab from the

Home page. Select the vCloud Connector icon listed there. You will see the vCloud
Connector dashboard as shown next. You can browse through the various clouds
that you add from the Browser tab on the left of the dashboard. To begin with, select
the Clouds tab and click on the Add (+) button to add our vCenter Server.
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vmware wvCloud Connector Welcome, VSPHERE.LOCAL_Administrator

Browser X Inventory Tasks ) §
~ @ Clouds Templates vApps Virtual Machines RLIEEE R IEEE

[#] Tasks —

Q Search {5 Actions |+ J All | Running  Failed

%, Content Library Name Location

[& tmport No data to display

items

This will bring up the following dialog box. From the Name drop-down, select the
name that you see there. This will be the display name that you provided during
the registration of your vCloud Connector Node. The rest of the details should
auto-populate as well, including the vCenter Server's URL. Simply, provide vCenter

Server's user credentials and click on Add once done.

For access to complete functionality, always use an administrator
account or an equivalent role to add vSphere instances.

Add Cloud
Mame:
Type: Wiiware vCenter Server
URL: https://198.19.99.103
Usemame: |dministrator@vsphere local
Password: [seseseccanss

Add

| [ cancel
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Give the dashboard a few seconds to load. Once done, you will see your vCenter
Server listed under the Clouds tab, as discussed earlier. You can browse through the
various Templates, vApps, and Virtual Machines listed with the vCenter Server by
browsing through the Inventory section as well. You can perform power operations
as well as copy or move virtual machines to other clouds by simply selecting the
Actions tab, as shown here:

vmware vCloud Connector Welcome, VSPHERE LOCAL_Administrator
Browser p 8 Inventory Tasks b §
¥ & Clouds Templates vApps Virtual Machines All Tasks  Clear All Tasks

5] Local vSphere _

| o & - Runnin, Failed
A& LABVMware @ actons | i 2

[] Tasks Name Location Status -

@, Search (&1 Analytics VI LABVMware @ Stopped

iy Content Library 5 cn02 [ LABVMware + Started

L Import & cndg B LABVMuare ¥ Started

& cN10 LABVMware + Started -

30 items

Name: cnd3

Guest 0S: Red Hat Enterprise Linux 6 (64-bit)

Memory Capacity: 20438 MB

Storage Capacity: 12397 MB I
|

To register a vCloud Air organization with vCloud Connector, we'll follow the same
steps as before, but with just one exception —there is no need for you to install a
vCCNode appliance on your vCloud Air environment, as the vCloud Air vCCNode
is already installed by VMware. You simply have to register the node with your on-
premise vCloud Connector Server using your vCloud Air cloud credentials, and the
VCCNode URL sent to you by VMware.

At the time of writing this book, VMware did not send you the
individual VCCNode URLs. You can use the following table as
a reference for your respective VDC locations:

Location URL IP Address
https://p6v43-vecemt.vchs.

Slough (UK) TmWATe . Com: 8443 80.169.90.93

Virginia (USA) https://pdvsa-veemt.vehs. | 500 51649193
vmware.com: 8443

Santa Clara (California, https://p3v29-vcemt.vchs.

USA) vmware.com: 8443 216.136.198.80
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To register the vCloud Air VCCNode, log in to the vCloud Connector Server Ul
using the default credentials, select the Nodes tab, and then select the Register Node
option. This will bring up the following dialog that will help you add your vCloud
Air vCCNode. Provide a suitable Display name followed by vCloud Air vCCNode
URL. Since this is a public cloud URL, we have selected the Public checkbox as well.

In the Cloud Credentials section, select vCloud Director from the drop-down, as
shown next. Then, provide your VCD Org Name that you wish to connect to. This
is the organization's name in the underlying vCloud air instance. Provide your user
credentials, preferably the vCloud Air Account Administrator credentials. Once
done, click on Register to complete the registration process.

Register Node with Server @
Node details
Display name vCloud Air Nede
Mode URL https://pGvd3-veemt.vehs. vmware.com: 844
e.g. https://nodel.example.com
Public L4
Use Proxy
Ignore SSL Certificate Ld
Cloud Credentials
Cloud Type vCloud Director v
WCD Org Name
Usemame
Password ~ esescscesess
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Now that the registration process is completed, we can simply add our vCloud Air
Organization to vCloud Connector using the vCloud Connector dashboard. Click
on the Add (+) button, which will bring up the Add Cloud dialog, as shown next.
From the Name drop-down list, select the Display name that you set for the vCloud
Air organization. The URL field should auto-populate, as shown next. Provide your
vCloud Air Account administrator credentials and click on Add once done.

Add Cloud
Name: IW
Type: Wiiware vCloud Director
URL: https:/ip6v43-ved.vehs.vmware.com/cloud/org/2d4c00af-43ec-
408d-890c-e128a53d5794
Username: |yohanwadia33@gmail.com
Password: |eesosesssene

| Add || Cancel |

Copying content between clouds using
vCloud Connector

The IT administrators can easily copy virtual machines, templates, as well as vApps
between the vSphere and vCloud environments that have been added to the vCloud
Connector. vCloud Connector uses a streaming copy mechanism to export data from
the source end to the destination. This streaming allows the data to be copied at a
relatively high speed, as the data is made to flow parallel and in small chunk sizes
rather than a single large, bulky file.

vCloud Connector also makes use of a staging area in the vCCNode appliance
during the copy process, in case the import part of the copy process is slower than
the export part. Hence, it is always a good practice to have sufficient space allocated
to your vCCNode appliance, in case you are migrating large files.

You can run a maximum of five concurrent copy tasks for on-premise
nodes. There are no restrictions to the number of copy tasks that can be
A . . .
performed to public nodes (nodes in the public clouds).
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In this scenario, we will copy a template (TINYLINUX) present on our local vSphere
infrastructure over to the vCloud Air organization (VDC1). To begin with, log in to
the vCloud Connector dashboard from the vSphere Client. Select the local vSphere
environment, and select the Templates tab under the Inventory section as shown.

Before you begin with the actual copy process, make sure that these few
prerequisites are met (structure it with relevant titles in bold):

* Ensure that the /vM/vApp template that you are copying over does not have
any ISOs attached to it.

* Make sure that your /vM/vApp template has the latest set of VMware Tools
installed and configured on it. In case you are copying over a Windows-
based virtual machine, make sure it has the latest sysprep tools installed too.

* Make sure the destination catalog has write permissions.

vmware" vCloud Connector

Browser X Inventory
¥ @ Clouds Templates  vApps  Virtual Machines
w (5] Local vSphere .
HE x Actions |+
ML AR Nware G Actions
[ Discovered virtual...|| Name Copy Location
v 32 vCloud Air Node TINYLINUX|  DePo¥ LABVMware

Delst
w (& 2d4c00af-43ec-408d-... e

~ [ default-catalog
» GyVDCH
P GyVDC2
» & Public Catalog
[£] Tasks
C, Search

VCloud Connector ISO Inventory

To begin with the copy process, select any template that you wish to copy (in this
case, we have selected the TINYLINUX template), and select the Copy option from
the Actions drop-down menu.

This will bring up Copy Wizard that will walk you through the copy procedure.
Provide a suitable Name and Description for your template. This will be the name
by which the template will be created at the destination cloud.
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Next, select the destination cloud to which you wish to copy this template. In this
case, we are going to select the vCloud Air Node entry that we have registered
earlier to our vCCServer appliance. Select the desired catalog that you wish the
template to be copied to and once done, click on Next to continue.

% Copy Wizard Q

1 Select Destination SEERIC TS
1a Select a target
Cloud:

Name: TINYLINUX

[vCloud Air Node ~

Description: ITiny Linux Template

Select a catalog:

Name Shared Published vApp Templates Media

default-catalog No Unpublished 1] L]

| Next | | Cancel |

In the Select Resources page, select the VDC where you wish to deploy the new
template. In our scenario, we are going to use the VDC1 (PRODUCTION VDC).
Click on Next to continue.

There are two main options provided on the Deployment options page as shown:

* Lossless copy: This option is only valid when you are copying a vApp
template from one vCloud Director to another. Since, in our case, our source
is a vSphere and not a vCloud Director, we will not be using this option for
now. An important thing to remember here though is that using this feature,
you can preserve all the network configurations and the firewall and NAT
rules along with the vApp name at the destination vCloud Director end.

There are two downsides to this though: the first being that both the
source and destination vCloud Directors must have identical vORGs
(organizations), VDCs, and networks to work. The second issue being
that you cannot use the Deploy option. You will have to deploy the vApp
manually from the destination vCloud Director.

* Deploy vApp after copy: Selecting this option will provide you with some
additional sub categories as described below:

o

Network connection mode: You can either choose Direct or Fenced
depending on your requirements.

Select network configuration: Select a network for your vApp from
the destination vCloud. In this case, we will be using default-routed-
network (192.168.109.0/24).
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Guest customization: You can optionally choose to Enable guest
customization for your vApp. Selecting this option will ensure that
the vApp name and the network settings are configured for this
template when it is powered ON at the vCloud Air VDC.

°  Change SID: This is only applicable for Windows-based templates.

Allow local administrator password: You can optionally provide
and set a Local administrator password as well for your vApp. In
our case, we have specified a password and also ensured that the

administrator changes the password on the first login attempt.

Power on vApp after deployment: This powers on the vApp, as
suggested, after it has been deployed.

Remove temporary vApp template in destination vCloud catalog:
This removes the vApp template from the catalog in the destination
cloud after the vApp has been successfully deployed.

Click on Next to continue.

"y Copy Wizard Q

1 Select Destination I e e

v 1a Select a target Deol A -
eploy vApp after coj
v  1b Select resources ployvaee P

T — Network connection mode: | Direct |

Select network configuration: |defau|t—r0uted-network ﬂ

2 Ready to complete
Guest customization

Enable guest customization
|:| Change SID

Password Reset
Allow local administrator password
O Auto generate password
® Specify password] essssses
Require administrator to change password on first login.

|:| Power on vApp after deployment

Remove temporary vApp template in destination vCloud catalog

| Back | | Mext alidate Finish | Cancel
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In the next page, review the configurations and select the Validate option to validate
the settings. You may need to rectify or change certain parameters, in case you
receive errors from the validation process. You can proceed with the copy operation
only if the warnings are displayed. Click on Finish to start the copy process. You
can view the status of the copy operation from the Tasks panel, to the right of the
vCloud Connector dashboard.

Once completed, verify whether the template was successfully copied over to the
destination, by logging on the vCloud Air dashboard and locating the vApp as
shown here:

vmware" vcioude Air

T =
EEm Services - == Tools =~
Home VPC On Demand WDC Virual Machines
Virtual Private Cloud OnDemand in  uxsioughis
Virtual Data Centers Resource Usage = Virwal Machines Gateways  Networks
Al
% New Virtual Machine Actions =5 X
sl (]
Status  Name Owner CPU Memo [+1 A
vpecz (] v w
[S] TINYLINUX yohanwadiaB8@&q... 1vCPU 64 MB Cther 2.4.x Linux .. TINYLINUX

In similar ways, you can choose to copy over vApps and virtual machines as well.
Just make sure that the objects have the latest VMware tools installed in them before
proceeding.

Best practices and tips

Make sure to set and open only the required firewall rules when working
with VPNs. Follow this guide to setup a IPSEC VPN tunnel between vCloud
Air and an on-premise environment securely — VMware KB article: 2051370.

* The vShield Edge Gateway must be configured to deny any unauthorized
traffic to ensure that the remote site is fully secure.

* Make sure the vCloud Connector user has sufficient privileges to
perform additional operations for the clouds. Ideally, use an organization
administrator or a system administrator role for these activities.

* Ensure that the SSL certificates are present and valid before you copy/migrate
any workload to and from the vCloud Connector in the production use.
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* Monitor migration tasks at all times. Task information is available in the user
interface for a period of 48 hours.

* Make sure that the vCCNode has adequate storage provided to it (by default
it's 40 GB). You can resize the disk using the steps mentioned in this guide
that is available at http://pubs.vmware.com/hybridcloud-27/index. jsp.

Summary

Let's have a quick recap of the things that we have covered in this chapter so far. We
started off by revisiting the VPN services, and saw how easy and effortless it was to
create secure VPN tunnels between two or more vCloud environments. Later on, we
explored in depth the various features provided by vCloud Connector, and also saw
how to deploy it on our on-premise infrastructure. We also learned how to extend
the on-premise vSphere environment to vCloud Air using vCloud Connector and
later, performed a simple copy operation to test its validity. In the next chapter, we
are going to look at how we can monitor and manage our vCloud Air infrastructure
using VMware vRealize Operations Suite of products.
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Monitoring Workloads
on vCloud Air

In the previous chapter, Chapter 4, Extending vCloud Air, we explored and learned
various use cases for using a VPN tunnel to connect to a single or multiple vCloud
sites. We also had an in-depth overview of VMware vCloud Connector, and saw
how to connect and migrate workloads from an on-premise vSphere environment
to vCloud Air.

In this chapter, we will be exploring a few advance topics that will show you how
you can gain deep insights into your vCloud Air infrastructure and resources using
a suite of products called as vRealize Suite.

The VMware vRealize Suite

The need to have a robust, all purpose, centralized management tool has become a
true necessity now because more and more IT organizations are adopting the cloud.
The current set of these tools either are too complex to setup and use, or simply
operated in complete silos, thus not providing a clear picture about the growing
operational or business requirements. IT companies are now looking for a single
stack that can manage all aspects of an infrastructure environment; applications,
physical hardware, virtualized platforms, and more, whether it may be and on
premise or even hosted on a cloud.

With these issues in mind, VMware has developed a suite of products that come
together to form the VMware vRealize Suite.
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VMware vRealize Suite is a special management and automation solution built by
VMware with the hybrid cloud specifically kept in mind. Although it is optimized for
vSphere environments, the vRealize Suite can also be used to manage heterogeneous
environments that may contain private clouds, such as OpenStack and public clouds,
such as Amazon Web Services (AWS); or simply have virtualized environments
backed by Microsoft hyper-V and RedHat KVM.

Let's have a quick look at the services that vRealize Suite delivers:

Automated deployments: vRealize Suite enables IT administrators to access
their infrastructure using an easy-to-use, policy driven, self-service portal.
It also provides the Administrators with the functionality to deploy
infrastructure to any cloud environment using the concept of blueprints
(master image). vRealize also helps to automate workload provisioning

and deployment, as well as allocates the correct amount of resources to
infrastructure based on the pre-deployed SLAs and business rules.

Intelligent operations: vRealize Suite empowers the IT administrator to
effectively and proactively manage overall infrastructure and application
performance, monitor compliances and logs, as well as perform capacity
planning and sizing operations as required. This enables the admins to drill
down and perform root cause analysis on issues quickly, and perform the
necessary remediation steps on time.

Business management: In any business, it is essential that the IT administrator
should be able to track and account for the workloads that are deployed either
on the private or public cloud platforms. VMware vRealize Suite helps admins
by providing interfaces using which they can charge the back departments,
based on their resource consumptions. This enables business units to track

the resource consumptions and avoid unnecessary costs and VM sprawls.

Unified management view: vRealize Suite provides a unified view into the
deployment and management of both: your on-premise infrastructure and
a public cloud. IT administrators get a single pane of glass using which they
are now able to track, provision, monitor, and manage lifecycles of virtual
machines across the heterogeneous environments with ease.
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Image reference: https://www.vmware.com/in/products/vrealize-suite/features.html
VMware vRealize Suite comprises the following major components:

* VMware vRealize Automation: vRealize Automation provides a self-service
portal, which IT admins can use to deliver applications and infrastructure
resources in an on-demand basis. Using vRealize Automation, you can design,
build, and configure standardized blueprints of your applications, and deploy
them across hybrid clouds as and when required. vRealize Automation can
also integrate and extend its functionalities with the existing configuration
management tools, such as Puppet, Chef, and more.

* VMware vRealize Operations: vRealize Operations is primarily a health and
performance monitoring solution that comprises of four VMware products,
including the vRealize Operations Manager, vRealize Configuration Manager,
vRealize Hyperic, and vCenter Infrastructure navigator. Using vRealize
Operations, the IT admins can gain deep insights into their physical, virtual,
and cloud-based infrastructure as well as applications. It can also be made to
perform regulatory compliance management for PCI, SOX, HIPAA, and raise
smart alerts in case the compliances are not met.
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* VMware vRealize Log Insight: A part of the vRealize Operations suite,
Log Insight provides real-time management of log data for all VMware
environments.

For this chapter, we are going to learn more about vRealize Operations, and see how
we can leverage it as a monitoring tool for our vCloud Air environment.

The VMware vRealize Operations

In this section, we are going to learn how to deploy vRealize Operations, in particular
the vRealize Operations Manager, and configure it for high availability. We are then
going to integrate the vRealize Operations Manager, also called vROPs Manager,
with our on-premise vCenter Server and our vCloud Air environment.

The VMware vRealize Operations Manager is shipped out as
an OVA file, and can easily be downloaded from the VMware

website for a 60 days trial period. You can download a copy

from http://www.vmware.com/products/vrealize-
operations/vrops-hol.

But before we go ahead and begin with the installation, let's take a quick look at
some of the key components and features of vRealize Operations Manager.

The VMware vRealize Operations Manager can be installed in both of the following
ways: as a standalone component as well as a scalable, clustered component. All the
vRealize Operations Manager clusters contain one master node and can contain a
few additional and optional data nodes. Let's look at the type of nodes provided by
vRealize Operations Manager:

* Master Node: This is the first node that generally gets installed on the
environment. It is primarily responsible for managing the cluster and all
other nodes that will join to it later. In case you are planning for a standalone
installation, then your Master Node will also act as the Data node, collecting
various data metrics and perform analysis as well, single-handedly.

* Data Node: These are additional nodes that are deployed in large vSphere
environments, and are responsible for data collection and analysis.

* Replica Node: This is used during the HA configurations; this node is a
standard Data Node that replicates the Master Node.

[124]

www.it-ebooks.info


http://www.vmware.com/products/vrealize-operations/vrops-hol
http://www.vmware.com/products/vrealize-operations/vrops-hol
http://www.it-ebooks.info/

Chapter 5

* Remote Collector Node: This is an optional Node and is only responsible
for gathering objects for the Operations Manager's inventory. These nodes
do not store any particular data, or perform any analysis . They are generally
used when the environment is dispersed and contains multiple deployments
that can be separated by firewalls, and so on.

For our purpose, we will be deploying a fully functional cluster with Operations
Manager HA enabled. In this scenario, we have a vSphere Lab that we will use to
deploy the Operations Manager OVA file.

vROPs vVvROPs VROPs
RC Data Master

Virtual
Appliance

@@.@

Virtual Virtual
Appliance Appliance

oy pes

vCloud Air
vCenter Server 5.5

= ==-]

Once the OVA file is downloaded, import it into the vSphere environment using
the vSphere Client. From the File menu, select Deploy OVF Template. Browse for
vRealize Operations Manager OV A file and click on Next to continue.

Accept the license agreement and provide a suitable name in the Name field for this
OVA deployment. In this case, it will be our Operations Manager Master Node.

Next up, from the Deployment Configuration page, select the type of deployment
that you wish to have for your environment. Since this is a small environment with
less than 2000 VMs, we have used the Small configuration. A complete list of the
deployment configuration is shown here:

Deplovment Configuration CPU and RAM Number of VMs
ploy g requirement supported
2 vCPU ingle-
Extra Small v Only for the single-node,
8 GB vRAM non-HA deployments
[125]

www.it-ebooks.info


http://www.it-ebooks.info/

Monitoring Workloads on vCloud Air

. . CPU and RAM Number of VMs
Deployment Configuration .
requirement supported
4 vCPU
Small 2000
16 GB vRAM
8 vCPU
Medium 2000-4000
32 GB vRAM
16 vCPU
Large More than 4000
48 GB vVRAM
2 vCPU
Remote Collector (Standard) -
4 GB vRAM
4 vCPU
Remote Collector (Large) -
16 GB vRAM

Select a suitable Destination Storage device for the deployment. In the Disk Format
section, select the appropriate disk format as per your requirements.

_ Snapshots can negatively affect the performance of a
% virtual machine, and typically result in a 25 - 30 percent
s~ degradation for the vRealize Operations Manager
workload. Do not use snapshots.

In the Properties section, select your Timezone setting. By default, the time zone
is set to UTC. You can use the UTC time zone in case the cluster nodes will be
distributed across the different time zones.

Under Networking Properties, shown as follows, fill in the correct Default Gateway,
DNS, Network IP Address, and Network Netmask as required. It's important to
know that the master node and replica node require a static IP address. The data
nodes or remote collector nodes may use DHCP or a static IP.
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Please add the amount of disk space required before powering up

the node.

Application
Timezone setting
Select the proper timezone setting for this VM or leave default Etc/UTC.
IAmerim!Denver ;I

Networking Properties

Default Gateway
The default gateway address for this VM. Leave blank if DHCP is desired.

198.19.99.254

DHS

The domain name servers for this VM (comma separated). Leave blank if DHCP is desired.

|s.a.s.s

Metwork 1 IP Address
The IP address for this interface. Leave blank if DHCP iz desired.

|198.19.99.245

Metwork 1 Netmask
The netmask or prefix for this interface. Leave blank if DHCP is desired.

|255.255.255.0

Once you have provided the necessary networking details, complete the OFA import
process by selecting the Finish option. The OVA takes a couple of minutes to get
copied over to the vCenter Server. Once done, simply Power On the virtual machine.

Select the Console tab and view the progress of the virtual machine as it powers up.
Once the initialization is completed, you will see the vRealize Operations Manager

Appliance welcome screen. Make a note of the Operations Manager Administration
URL as shown here:
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The appliance's hostname is defaulted to localhost. So as best
a practice, create a reference in your Active Directory prior to
the vApp's deployment.

You will see the following screen. vRealize Operations Manager makes it really easy
to install and configure multiple data nodes and extend the existing Operations
Manager deployment, by using this wizard:

* Express Installation: As the name suggests, this is the fastest way to set
configure the Operations Manager. The only configurable item during
this phase of the configuration is the Operation Manager's administrative
password. This installation will not help you setup HA or add any additional
nodes to the existing Operations Manager.

* New Installation: This is the most frequently used option to install the
Operations Manager. Using this option, you will be able to install and
setup your Master Node.

* Expand and Existing Installation: This option is used to add additional
Data Nodes or Remote Collectors to an already existing Operations
Manager cluster.

Get Started

vRealize Operations Manager Initial Setup

| & R EkE
Express Installation Mew Installation Expand an Existing Installation
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For the purposes of this exercise, select the New Installation option. This will bring
up a wizard driven interface, as shown, using which, you will first setup your Master
Node, follow the given steps:

1. Provide a suitable password for the Operations Manager administrator at the
Set the Administrator account password screen. The user account name is
admin by default, and cannot be changed. Click on Next to continue.

2. In the next section of the wizard, you can select whether to use the certificate
included with vRealize Operations Manager or to install one of your own.
To use your own certificate, click on Browse, locate the certificate file, and
click on Open to load the file in the Certificate text box.

3. The file extension of the certificate file that you want to import does not
matter. However, the certificate file must contain both: a valid private key
and a valid certificate chain, and cannot be self-signed.

4. For this deployment, we have gone ahead and opted to use the default
certificated, provided by the Operations Manager. Select Next to continue.

5. Next up, in the Deployment Settings page, provide a suitable name
for Cluster's Master Node. In this case, we have provided the name
as vROPs-Master.

6. Next, enter NTP Server Address based on your requirements. You can opt
not to provide any NTP servers; in this case, the Data Nodes will sync to the
Master Node virtual machine's local time. Click on Next to continue.

vRealize Operations Manager Initial Setup X

+ 1 Getting Started Deployment Settings

. Enter general settings for this cluster deployment.
+" 2 Set Administrator Password

+ 3 Choose Certificate Cluster Master Mode MName; |VROPS—MaSter |
4 Deployment Settings ) _ R
Enter Metwark Time Protocol servers that will be used to synchranize time
5 Ready to Complete acrogs nodes in the cluster,

MTF Server Address: | |

WTP Servers Status

pool.ntp.arg @ Remave

| Back || Mest | | cancel |

7. On the Summary page, verify your settings and click on Finish when done.
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On completing the previous steps it will bring up the vRealize Operations Manager
Administration dashboard as shown next. As you can see, the status of vRealize
Operations Manager shows as Not Started. You can start up the service by selecting
the Start vRealize Operations Manager option in case you are installing a standalone
Ops Manager. For now, we will not enable this option.

You will also be able to view your Master Node under Nodes, in the vRealize
Operations Manager Cluster. This is where all your Data Nodes, Replication Node,
as well as Remote Collectors can be viewed enabled/disabled as well as deleted from
the cluster.

Administration System Status 1

System Status Cluster Status High Availability [

Software Update O NotStarted | StartvRealize Operations Manager @ Disabled

Support Enabling or disabling High Availability reguires the cluster to
have at least one Data node, with all nodes online or all offli
Remate Collectar nodes cannat be used.

Modes in the vRealize Operations Manager Cluster

HO X &
1§ MNode MName MNode Address Cluster Role State Status Deploymen
® yROPs-Master 188.198.99.245 Master Powerad Off Offling OWF

Adapter instances on server 198.19.99.245

Mame Status Chjects Metrics

vRealize Operations Manager Administration dashboard

Adding the Data Nodes

Once the Master Node is all setup, we can now go ahead and add additional Data
Nodes as required. The installation process is absolutely similar to the Master Node.
Import the vRealize Operations Manager OVA into the vSphere environment and
after the initial configurations, power on the appliance. Make a note of the Data
Node URL that is shown in the Console tab as we did earlier.

Open a browser and add the Operations Manager Data Node URL in it. You will be
shown with the same Get Started dashboard as we saw earlier during the Master
Node configuration, follow the given steps:

1. Select Expand an Existing Installation to get started. This will bring up
Expand Existing Cluster wizard. Click on Next to continue.

2. Inthe Node Settings and Cluster information page, provide a suitable
name for your Node in the Node name field, as shown:
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vRealize Operations Manager Initial Setup x
+ 1 Getting Started Enter node settings and cluster information
" Enter a name for this node and select a node type. Then enter credentials for the cluster to join this node to
2 Mode Settings and Cluster
Info
Node Settings
3 Username and Password
4 Readyto Complete Node name: [vROPs-Data-1 |
Mode type: ‘Dala |'\

Cluster Information
To join this node to a cluster, enter the |P address or fully qualified domain name of the cluster master node.

Master node IP address ar FGDMN
198.19.99.245 [ validate |

The following cettificate was found on the cluster

Thumbprint: -
CABCH0:09: 24 G702 ADAF1ACT 81 5E:3E:BE:08:11:FI.EEAB
Issuer Distinguished Name: QU=MBU, O="Mwarel, Inc, CN=vc-ops-cluster-
ca_1a46e335-9ff5-4d23-94ce-hodadeddvig e
Subject Distinguished Narme: OU=MBU, O=Viwarel, Inc., CM=vi-0ps-slice-1
Subject Aternate Narme: null

Fublickey Alaorithm: REA

Walid From: 2015-04-28T06:13:16.000Z

Malied T I0N.0A2TTOR 1 218 NNNT hd

[ Accept this certificate

Back | et Cancel

3. From the Node type drop-down menu, select Data as this will be our
Data Node.

4. In the Master node IP address or FQDN field, type in the IP address of
the Master Node. Click on Validate once done.

This will bring up the Master Node's SSL certificate. Check the Accept the
certificate and click on Next to proceed with the configuration.

5. In the user name and password page, you have two options to connect
to the Master Node. You could either provide the cluster administrator's
username and password, or choose to enter a passphrase that would have
been provided to you by the Ops Manager administrator.

In this case, we selected the option use cluster administrator user name and
password. Click on Next once the credentials are filled in. Click on Finish to
complete the Data Node addition.
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You will see the vRealize Operations Manager Administration page once again; this
time, with the Data Node added in the Nodes section as shown next. Note the status
under the Cluster Role column. As you can see, both the nodes currently display
their services as powered off. You can start the services by selecting Start vRealize
Operations Manager, but we will leave this option for the time being and continue
to add a Remote Collector to this cluster.

vmware vRealize Operations Manager Administration % | adwin -

Administration System Status 2

Cluster Status High Availability E

Software Update

© Mot Started Start vRealize Operations Manager ‘ @ Disahled ‘ Enable

Support

| Nodes in the vRealize Operations Manager Cluster
HO %=
{ Mocke Mame ~ Mode Address Cluster Role State Wersion Deploymen
® vROPs-Data-1 188.19.99.246 Data Powered Of  6.0.1.2523163 OvF
vROPs-Master 188.19.99.245 Wastar Powered OFf  6.0.1.2523163 OvF

Adapter instances on server 198.19.99.246

Mame Status Obj Added on

% You can add any additional Data Nodes as required using
L= this same procedure.

Adding the Remote Collector Nodes

Remote Controller Nodes are actually optional and are not going to be required

in your premise, unless you are running your vSphere environment in a dispersed
fashion behind firewalls. Remote Controller Nodes neither store any data nor
perform any analytics as their counterparts — the Data Nodes. These nodes are
specifically designed to simply gather vSphere inventory objects for the Operations
Manager's inventory.
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Installing them is pretty much a similar process as compared to the Data Nodes.
You start off by importing a vRealize Operations Manager OVA into your vSphere
environment, provide a suitable name to it, configure its networking, and later
deploy and power on the appliance. Follow these simple steps to get started:

1. Power on the vApp and select the Console tab to view its console. The vApp
takes a couple of minutes to initialize. Once done, make a note of the vRealize
Operations Manager Administration URL as done before.

2. From the Get Started dashboard, select the Expand an Existing Installation
option. This will bring up the similar wizard that will guide you through the
Remote Collector's configuration process.

3. In the node settings and cluster information page, provide a suitable name
for the Remote Collector. In this case, we called it vVROPs-Remote-1.

4. From the Node type drop-down menu, select the Remote Collector option.

vRealize Operations Manager Initial Setup x
+ 1 Getting Started Enter node settings and cluster information
» Enter a name for this node and select a node type. Then enter credentials for the cluster to join this node to.
2 Mode Settings and Cluster
Info
Node Settings
3 Username and Password
4 Ready to Complete Mode name: ¥ROPg-Remote-1
Mode type: Remaote Collector -

Cluster Information

To join this node to a cluster, enter the IP address or fully qualified dormain name of the cluster master node

Master node IP address of FQDMN:
198.18.89.245 Yalidate

The following cedificate was found on the cluster:

Thumbprint -
CABCEI09:2ACT 0ZADAFIACT 81 .5E:3E:B6:88:11 . F3EEAB
Isguer Digtinguished Name: OU=MBU O=\Nware), Inc. CMN=vc-ops-cluster-
ra_1adhe335-9M5-4d23-94ce-ha4adedd7ra

Suhject Distinguizhed Mame: OU=MBU O="Mwarel, Inc., Chi=vc-ops-slice-1
Suhject Alternate Mame: null

Publickey Algorithm: RSA

“alid From: 2015-04-28T06:1 3:16.0007

Malidl Tae NO_NA_PTTARA 21/ ANNT LI

[ Acceptthis cerificate

Back Mesxt Cancel

Setting up Remote Collector Node

5. In the Master node IP address or FQDN field, type in the IP address of the
Master Node. Click on Validate once done.

This will bring up the Master Node's SSL certificate. Accept the certificate
and click on Next to proceed with the configuration.
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6. Inthe user name and password page, provide the Operations Manager
cluster administrator credentials. These are the same credentials that you
have set during the Master Node's configuration phase. Complete the
configuration by selecting the Finish option.

7. You will get redirected to the vRealize Operations Manager Administration
dashboard as shown. You can view the recently added Remote Controller
node under the Nodes section.

Nodes in the vRealize Operations Manager Cluster

HO X &
Mode Mame & Mode Address Cluster Role
¥ROPs-Data-1 198.19.99.246 Data
¥ROPs-Master 198.19.99.245 aster

@ vROPs-Remote-1 198.19.99.248 Remate Collectar

Configuring HA for vRealize Operations

Master Nodes

VMware vRealize Operations Manager supports high availability (HA) by enabling

a Replica Node for the vRealize Operations Manager Master Node. If and when a
problem should occur, the Replica Node kicks in and takes over from the Master Node
with hardly a few minutes' worth of downtime, as the data from the Master Node is
always replicated to the Replica Node. Follow the given steps to configure HA:

1. Toenable HA, you must have a Data Node deployed in addition to
the Master Node. Configuring HA is a very simple process. From the
vRealize Operations Manager Administration dashboard, select the
Enable HA option.

2. In the HA Configuration dialog box, select the Data Node Name that
you added previously. Remember that in our case, we have only one
Data Node; but you can have multiple, depending on your requirements.

3. The Data Nodes are listed in the HA Configuration dialog box. Select the
Data Node that is most appropriate to your choice, as shown:
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Important Information about High Availahility

In arder to ensure thatyour cluster maintaing its current capacity and performance, yau may need to add
more nodes after enahling HA.

Enahle High Availability

To enahle High Availahility, select the option helow and choose a node to bhe the Master Replica.

The Master and Master Replica should have resalvable names or static IP addresses. To ensure
complete protection the two nodes should not share hardware.

Mode Mame Mode Address Current Cluster Role
9 yROPs-Data-1 198.19.99.246 Data

[ Enatle High Availability for this cluster

[o]34 Cancel

4. Remember to check the Enable High Availability for this cluster checkbox
before proceeding. Click on OK to complete the configuration.

The HA configuration takes a couple of minutes to initialize the Replica Node. Once

done, you will see the change in Cluster Role for your Data Node to Master Replica
as shown:

Modes in the vRealize Operations Manager Cluster

HOX &
Mode Hame = Mode Address Cluster Role State Status
vROPs-Data-1 198.19.99.246 Master Replica Powered Off Offline
vROPS-Master 188.19.99.2445 Master Powered OfF Offline

® vROFs-Femote-1 198.19.99.248 Remaote Collectar Powered Off Offline

Enabling HA when your cluster is active restarts the entire cluster.
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Configuring vRealize Operations for the
first use

Now that we have setup the HA and configured our Nodes, we are now ready to
start the vRealize Operations Manager Service. Follow the given steps:

1. From the vRealize Operations Manager Administration dashboard, select
the Start vRealize Operations Manager option, as shown. This will pop
up a confirmation dialog box. The confirmation box ensures that you have
adequate resources and Nodes present for your cluster before you enable it.
Select Yes to start the application.

System Status 7
Cluster Status High Availability [
© Mot Started Start vRealize Operations Manager « Enabled | Dizable

2. The application initialization takes a good few minutes to complete. You will
see the status of your cluster change from Initializing to Completed. Once
completed, you will be automatically re-directed to the vRealize Operations
Manager login page as shown here:

Congratulations on setting up vRealize Operations Manager.

Log in to import data from existing vCenter Operations Manager
instances or to configure Selutions to begin collecting data from your
environment.

Authentication Source: [T R VMware vRealize*Operations Manager

User name: admin

Login

3. Login to the vRealize Operations Manager using the same administrative
credentials that were created and used during the Master Node's configuration.
You will be prompted to accept and provide a few necessary details, such as
Acceptance of EULA, entering a valid product license key if any, and more.
Once done, your vRealize Operations Manager will be ready for use.
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The vRealize Operations Manager is shipped as three different
license models, each with their own sets of solutions acceptances:

e Standard License: This only allows for vCenter monitoring

& and management
/N °

Advanced License: This allows for vCenter, and other
infrastructure monitoring and management

e Enterprise License: This allows for all and any supported
solutions, management/extension packs

The vRealize Operations Manager Solutions

Solutions provide views, alerting capabilities, reports, and a lot more features

of a particular environment or application to the vRealize Operations Manager.
Solutions can be delivered by vRealize operations Manager itself, or extended

with the help of management packs. Management packs generally contain the
same features as that of the solutions with an additional difference that they can
contain adapters as well. Adapters can integrate vRealize Operations Manager with
other third-party products and applications, such as an on-premise Infrastructure
management tool like IBM Tivoli.

Configuring the vSphere Solutions pack

The most common solution pack that is shipped out with vRealize Operations
Manager is the vSphere Solutions pack. This pack integrates vRealize Operations
Manager with one or more vCenter Servers. Once connected, you can then monitor
that particular vCenter Server's instances and perform operations on them.

The vSphere Solutions pack contains two adapters as explained here:

* vCenter Adapter: This adapter is used to connect and integrate the vRealize
Operations Manager with a vCenter Server. You can have multiple vCenter
Servers connected to a single Operations Manager. Each vCenter Server
connection will require one vCenter Adapter instance to be configured for it.

* vCenter Python Actions Adapter: This adapter allows you to perform
actions on the vCenter inventory objects.
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Both of these adapters need to be configured in order for the vCenter Server

to integrate with the vRealize Operations manager. To get started, log in to the
vRealize Operations Manager Ul and select the Solutions tab as shown. You will
see the vSphere Solutions Pack along with the two adapters as shown here:

vmware vRealize Operations Manager U | about | Help | admin » (ESYEEEEIE
&4 Solutions H 2

Solutions Import Data

[2-] Licensing
e Show. All Solutions =

[i-] Credentials + & & -]

Hame Dieseription Warsian Frovidad by Licensing
L Policies () yMware vSphere  Manages vSpher..  6.0.2523165 Whiware Inc. Mot applicable

3 Emwvironment Cverview
iy Object Relationships

2% Maintenance Schedules

VMware vSphere Solution Details
&% Access Control -

4 =]
%2] LDAP Impart Sources

Adapter Type Adapter Instance Na Credential name  Collector Collection State Collection Status
?@ Cluster Management wCenter Adapter Mot configured (R i
Q Cerlificates vCenter Pytho Mot configured IiA [liA

b Outhound Alert Settings

|3 Audit

[%] RecentTasks

22 Global Settings
$3 Support >

To connect a vCenter Server to the vCenter Adapter, follow the following steps:

1. Select vCenter Adapter in the Adapter Type list. Provide a suitable name
in the Name field and optional description in the Description field for the
adapter's configuration.

2. Next, in the vCenter Server text box, provide either the FQDN of your
vCenter Server or its IP address.

3. Add the vCenter Server's administrative credentials by selecting the + sign
next to the vCenter Server textbox. In the Manage Credentials dialog box as
shown, provide a suitable name to identify the vCenter credentials. Enter the
administrative username and password as applicable. Click on OK when done.
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Manage Credential 7 X
Credential name wZenter lab Creds
User Marne administrator@vsphere.lacal
Password (ITITTITITTY)
[6]7¢ Cancel

4. You can opt to test the connectivity as well by selecting the Test Connection
option. You will get a vCenter Server certificate presented. Click on OK in
the Review and Accept the Certificate dialog box as shown, to complete
the connection.

Review and Accept Certificate

The following untrusted cedificate was presented by the adapter;
Cerificate Thumbprint: 3hdhe¥07e771c8M 0810568390f3h5507 Gehhdbhb

Issued to: EMAILADDRES S=support@vimware.com, CH=Vitware default cerificate, OL
Issued by EMAILADDRESS=suppont@ymware.com, Chi=labvcenterd.esc lab.com, OUk
Expires: Decemnber 13, 2024 210:16 Ab GMT-06:00

1| | |

Ifyou trust this ceddificate click Ok to use credentials to connect

Ok Cancel

5. Click on Save Settings to save the vCenter Server credentials and
configuration. With this, your vCenter Adapter will be ready to go!

Follow the same process to configure the vCenter Python Actions adapter. Once
configured, you will be prompted to set the monitoring goals for your vSphere
Solutions pack. This is a one-time activity and will not be available when you
configure additional solutions.
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On the Define Monitoring Goals page of Manage Solution - VMware vSphere
wizard, create a base monitoring policy by selecting the following required options
for your environment:

Option Description

This determines which objects you want to manage
with the vRealize Operations Manager. There are three

Which objects to you want choices:
to be alerted on in your * Infrastructure objects except virtual machines
environment? i i
* Virtual Machines only
e All vSphere objects
This determines which type of alert and notifications
you would want to see about your environment.
Which type of alerts do you You can choose either all or some of these options:
want to enable? e Health alerts

e Risk alerts

* Efficiency alerts

This determines how objects are monitored based on
how you prefer to oversubscribe resources, and whether
you want to allow over commitment for CPU and
Memory.

Do you want to overcommit
CPU and Memory in your
environment?

Do you want to include This decides whether you want network and storage

Network & S-torage I/Q input, and output values included in your capacity
when analyzing capacity and .

calculations.
workload?

Once you have defined and created your basic monitoring goals, select Next to
continue with the wizard. Review the final configuration settings and click on Finish
to complete the vSphere Solutions Pack configurations. Both the adapters will now
be ready, and will start collecting data and metrics for your vSphere environment.

Congratulations! You have successfully installed and configured vRealize Operations
Manager for your vSphere environment. To view the main vRealize Operations
Manager dashboard, select the home icon from. You will see the main dashboard

as shown here:
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VmMware vRealize Operations Manager | apout | Help | admin v
adminisation ~ |} @ © A (i} Home  Dashboard List~ Actions ~
Recommendations | Diagnose ©  SeffHealth ©  { vSphers Hosts Overview ) vSphere VisMemory ) vSphers Vs CPU E
€ aens > Emdironment Heaith 4 # 7  Emironment Risk # # 7  Emironment Efficiency EN ]
@ Environment > =
] Cortent > Health Risk Efflmency
Administration > Immediate issues Fulure issues Optimization
oppoHuRities
Health Weather Map Population eriticality over time Population eriticality over time
100%: 100%
W citical %) W citical (0%)
o Immediate %)
Waming %) Warming (0%
0% 0%
All ebjacts | Hourly T days age Time Now 7 days ago Time How
Why is health Good? Why is risk Good? Why s effliciency Good?
Haalth iz bazed on the slstt definitions yeu Risk £ bazed o tha aler dsfintians you Efficisncy iz based on the alart dafintiens you
cenfigure to impaet the health scere. Chedk the eonfigure to impact the risk score. Chedk the wonfigure to impact the efficiency score. Chedc
| triggered alers for the configured widget object tiggered slarts for the configured widget abject the tiggered alers for the configured widget
to understand the displayed state, including child 4o understand the displayed state, including child abjectio undentand the displayed state, L
object abjects. including child object B

Configuring the vCloud Air Management Pack

As we have seen earlier, vRealize Operations Manager comes equipped with a
wide variety of solutions and management packs to extend its monitoring and
management to heterogeneous environments, including vCloud Air.

The vCloud Air Management Pack allows vRealize Operations Manager to collects
metrics, change events, and resource topology information from your vCloud Air
subscription. It displays this information on preconfigured widgets, such as vCloud
Air top 25 VM performance graphs, heat maps, and more.

To get started, download the vCloud Air Management Pack from the VMware
Solutions Exchange site. The download will be a compressed TAR file or a PAK
file that needs to be imported into vRealize Operations Manager.

* You can download the latest copy of the vCloud Air Management
a Pack for free from https://solutionexchange.vmware.com/
store/products/management -pack-for-vcloud-air-vch.

Once downloaded, log in to the vRealize Operations Manager using the administrative
credentials and select the Administrations Tab | Solutions option to bring up the
Solutions tab as shown. You can already see a VMware vSphere Solutions pack in

use here.
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To add the vCloud Air Management Pack, click on the + (Add) icon under the
Solutions Tab as shown. This will bring up the Add Solution wizard. Using this
wizard, we simply upload our new management pack and configure it for use.

Sohtions Import Data

e @ A |show All Solutions ~
Mame Crescription Wersion
_.JVMwarevSphere Manages vSphere ohjects... B.0.2523165

Follow the given steps to add the vCloud Air Management Pack:

1. In Add Solutions wizard, select the Browse option. Browse for the
downloaded tar of PAK file and click on OK to add it.

2. You can optionally choose to force the PAK file installation by selecting
Install the PAK file even if it is already installed option. This will overwrite
the settings and configurations of the PAK file in case they were previously
installed.

3. Click on Upload to begin the upload process. This takes a couple of minutes
to complete. You can view the upload process and verify whether it was
successful or not as well. Once the PAK file is uploaded, it is now ready
to be installed. Click on Next to continue.

4. Accept the license agreement and click on Next to continue. This will start up
the installation process of the new management pack. Once the installation
completes, click on Finish to close the Add Solutions wizard.

Your vCloud Air Management Pack is now ready to be configured.

Configuring the vCloud Air Management Pack is a very easy process. From the
vRealize Operations Manager dashboard, select the Administrations tab. This will
bring up the Admin dashboard for the Operations Manager. Select the Solutions tab
to view the newly installed vCloud Air Management Pack as shown, and follow the
given steps

1. Select vCloud Air Adapter. This will pop up the Manage Solutions wizard.
You use this wizard to configure the adapters associated with solutions and
management packs. Each adapter will have its own sets of requirements,
which need to be configured using the Manage Solutions wizard. Once
configured, the adapter will be able to communicate with the target system;
in this case, the vCloud Air subscription.
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& Solutions

Solutions Import Data

& & & [show All Solutions |" |

Name Description Wersion Frowided by
U whiwrare vSphers Manages vBphere objects..  6.0.2523165 Vhitware Inc.
WOHSAdapter VCHSAdapter 1.01973613

VYCHSAdapter Solution Details

oco=w
Adapter Type Adapter Instance Name Credential name Collectar Collection State
MP for WCHS Mot configured (I [liA

2. The first thing you need to configure is the Display name and the optional
Description tab.

3. Next, in the Credential field, select the + (Add) sign to add your vCloud Air
administrator credentials. Provide a suitable name for this set of credentials
under the Credential name field. Next, provide a user name and password
of your vCloud Air subscription. Click on OK to save the credentials.

4. Test the connection using the Test Connection option. Make sure the
adapter can connect to your vCloud Air account before proceeding with
the next steps.

5. Click on Save Settings to complete the adapter's configuration. The adapter
will show Collecting as shown, under the Collection State column. This
means that the adapter is successfully configured, and is able to collect data
from your vCloud Air subscription.

VCHSAdapter Solution Details

o |

[ =]
Adapter Type Adapter Instance Hame Credential name Collectar Collection State Collection Status
MP for VGHS My wloud Air vrloud air creds yRealize Operati. . = Collecting & Data receiving
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The vCloud Air Management Pack
Dashboards

Now that you have successfully configured the management pack, you can view the
comprehensive dashboards to drill down into various aspects of your workloads on
vCloud Air.

To view the vCloud Air Management dashboards, from the vRealize Operations
Manager home page, select the Dashboard List drop-down menu as shown. You
will see an entry called VCHS listed there. Under VCHS are the lists of sub-menus,
each providing a unique insight into the overall performance of your vCloud Air
subscription.

At the time of writing this book, the vCloud Air Management Pack
L was yet to be renamed from vCloud Hybrid Cloud Service (VCHS).

vmware vRealize Operations Manager U | spout | Help

Administration ~ | ] € @ = fuf Home  Dashboard List = Actions ~

P | & WCHS WM Performance

& plens > Erwirohn o x #
© Emvironment > 6% Recommendations (R VCHS M Ltizetion
YCHS Data Center Lilization
& content > 5] Diagnose 8
PR N £ WCHS Cloud Utilization
@ Administration 8 gelfHealtn

£ WCHS Troubleshooting
£ WCHS Heatmaps

£ WCHS Alerts

Here is a quick overview of each of the dashboards and the metrics that they support:

Dashboard Name Description Monitoring Metrics
supported
e SWAP in rate

This dashboard provides a list * SWAP out rate
VCHS VM Performance of the top 25 virtual machines * Packets received per

that are network performance second

intensi

Tensive e Packets transmitted

per second
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Dashboard Name Description Monitoring Metrics
supported
This dashboard displays the top * CPUusage
VCHS VM Utilization 25 virtual machines based on * Memory usage
different utilization parameters « Disk usage
. . e CPU usage
VCHS Data Center This dashboard lists the top 25
e data centers (VDCs) based on * Memory usage
Utilization different utilizati :
ifferent utilization parameters « Storage usage
This displays the top 25 clouds * CPUusage
VCHS Cloud ; -
e based on different utilization * Memory usage
Utilization i
metrics ¢ Storage usage
This displays heatmaps of * CPU usage
VCHS Heatmaps individual virtual machines * Memory usage
present in each VDC « Disk usage
This displays information
. regarding each object/ resource |
VCHS Troubleshooting in vCloud Air in a hierarchical
relationship
This displays alerts regarding
VCHS Alerts each object/ resource in vCloud | -
Air in a hierarchical relationship

You can additionally install and configure vRealize Hyperic as well. Hyperic is an
agent-based application and a performance monitoring tool that can be extended

to vRealize Operations Manager using a Management Pack. Once installed and
configured with vRealize Operations Manager, Hyperic provides a deep insight
into the performance and overall utilization of a virtual machine's operating system,
middleware, application, and more.

You can find more information and use cases for vRealize Hyperic at
~>

http://www.vmware.com/in/products/vrealize-hyperic/.
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Best practices and tips

Following are the best practices:

* Create and use a custom user for the installation and configuration of
vRealize Operations manager. Make sure that this user has sufficient
administrative rights on the vCenter Server as well.

* Use SSL certificates wherever applicable, and set the time zone of each
of the vRealize Operations Manager nodes correctly. The Nodes will not
communicate with each other if they are out of sync with the time.

e Monitor resources and utilizations of VDCs as well as virtual machines.
Ensure that you set correct threshold values and alert notifications for
the same.

e Create custom thresholds based on your applications' needs. Leverage
vRealize Hyperic to monitor your applications, such as SQL Databases,
MS Exchange, Oracle, and so on.

Summary

Let's look at a quick summary of the things that we have covered so far. First off,
we had a look at the vRealize Suite of products, and learned how we can leverage
it to automate and monitor complex and heterogeneous environments. Next, we
dived into vRealize Operations Manager, and set up a fully clustered, high enabled
deployment containing a Master, a Replica and a Remote Collector Node. We

then learned how to integrate different environments, such as VMware vSphere
and vCloud Air with vRealize Operations Manager to leverage and create various
dashboards, views, and alerts.

In the next and final chapter, we will be looking at disaster recovery —its uses,
best practices, and how you can leverage VMware vCloud Air Disaster Recovery
as a Service (DRaaS) offering in your own environment.
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In the previous chapter, Chapter 6, Monitoring Workloads on vCloud Air, we learned
about the features and benefits of the VMware vRealize suite of products, especially
the vRealize Operations Manager. We saw how to deploy a fully clustered and
highly available Operations Manager, and later learned how to integrate it with
both vSphere and vCloud Air environments using ready-to-use Solutions and
Management packs.

In this final chapter, we will be exploring one of the most important functionalities
and requirements of most of the enterprises today: business continuity and disaster
recovery. We will learn the features and functionalities provided by VMware
vCloud Air's Disaster Recovery service offering, and later see how to set up and
test the same.
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The importance of business continuity
and disaster recovery

Unforeseen events such as natural disasters and calamities can bring the entire
operations of an organization to a complete standstill. It is at this time that the
Organization has to recover its day-to-day operations as quickly as possible
and continue to provide services to their clients. Having a well-formed and
tested business continuity and disaster recovery plan is an integral part of any
organization's risk assessment and management.

53 percent of the organizations can tolerate less than an hour of
a downtime before they experience a significant revenue loss or other
— adverse business impact, according to the ESG Research Review
Data Protection Survey from the Enterprise Strategy Group.

Let's first try and understand the difference between disaster recovery and business
continuity. Although both the terms are used quite often and interchangeably, they
both are quite different from one another and their uses can vary from organization
to organization.

Disaster recovery refers to the steps that are required to be carried out by an
organization in case of a natural disaster or some form of emergency. These steps can
include restoration of applications and servers from pre-taken backups, establishing
network connectivity using redundancy, and so on. Business continuity describes a set
of procedures that the organization has to keep in place to safeguard against a disaster.
These steps ensure that all the critical applications and servers continue to perform and
function even during a disaster. A good business continuity plan ensures that even
during a catastrophic event, the organization can continue running its applications
with minimal downtime, remain compliant, and protect their data at all times.

Let's have a quick look at some of the benefits that an organization can obtain by
having a good business continuity and disaster recovery (BCP-DR) plan present:

* Fastrecovery: A tested BCP-DR can help restore your applications and
systems in a matter of minutes, ensuring the least amount of downtime
of your day-to-day operations.
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* Reduce loss of service and revenue: Certain businesses rely heavily on
the uptime and availability of their applications, such as stock markets,
manufacturing industries, and so on. An hour of downtime due to an
emergency can cost potentially millions, and organizations risk losing
their clients in the process as well.

* Provide compliance benefits: Certain compliances such as ISO, PCI, SOX,
and HITECH mandate that an organization should have adequate strategies
and services in place for protection against potential disasters.

The need for cloud-based disaster recovery

Traditional disaster recovery solutions generally involved replicating data and
applications from an on-premise datacenter to an off-site remote location. Maintaining
such facilities requires a lot of IT personnel and resources to undertake regular
backups, maintain server hardware and storage devices, and more. Moreover,
traditional disaster recovery is not a completely automated process, thus involving a
lot of human intervention from time to time. This increases the overall time taken to
restore data and applications, and can cost potentially millions to organizations.

As an alternative, many organizations are now turning towards cloud-based
disaster recovery. Unlike its predecessor, cloud-based disaster recovery solutions
do not need high initial investments in datacenters nor a suite of highly qualified
personnel to operate and manage it. Using cloud-based disaster recovery options,
the clients only have to pay for the storage and services that they consume. The
clients also do not have to worry about overheads such as datacenter space, servers'
uptime, connectivity issues, power supply, cooling, and more. These services are all
abstracted and managed by the cloud provider itself.

Additionally, a cloud-based disaster recovery is also a highly automated and
orchestrated process, which can be initiated within a matter of seconds as compared to
the traditional DR. Automation also ensures that additional resources can be brought
on, in case a disaster is detected and scaled down once the failback occurs.

Now that we understand the importance of a cloud-based disaster recovery solution,
let's have a look at how you can leverage DR using your vCloud Air subscription.
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VMware vCloud Air — Disaster Recovery

VMware vCloud Air - Disaster Recovery is a Recovery as a Service (RaaS) offering,
provided by VMware to protect your on-premise workloads that can either be
running on a vSphere or a vCloud Director-based platform.

Besides a vCloud Air - Disaster Recovery subscription, you will also require the
following set of software for your disaster recovery to work:

*  VMware vSphere Replication: VMware vSphere Replication is disaster
recovery and protection software that can be integrated with an existing
vCenter Server and vSphere Web Client to perform asynchronous replication
of virtual machines. It can be integrated with different storage types, such
as VSAN (Virtual SAN), traditional SAN, NAS, as well as direct attached
storage (DAS). Once deployed, vSphere Replication can be used to copy your
workloads to and from your on-premise vSphere infrastructure to a vCloud
Air environment. You can optionally even configure additional parameters,
such as network isolation and compression that can help data replicate faster
and reduce the overall network bandwidth as well.

*  VMware vCloud Connector: As discussed in the previous chapters, VMware
vCloud Connector is a utility designed for easy migration of workloads
to and from the different VMware environments. In this case, vCloud
Connector is used primarily as an initial data seeding mechanism for offline
data transfers.

In this chapter, we are only going to look at how to leverage vSphere Replication for
disaster recovery with vCloud Air.

Key features and the benefits of VMware

vCloud Air — Disaster Recovery

Let's have a quick look at some of the key features and benefits offered by VMware
vCloud Air - Disaster Recovery:

* Ease of getting started: With vCloud - Disaster Recovery service, you do
not need to bother about investing heavily in infrastructure or paying any
upfront costs. You simply have to sign up for the disaster recovery service
just as you would for the vCloud Air Dedicated Cloud or Virtual Private
Cloud service, and start consuming your DR immedjiately.
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Low costs and flexible: Unlike traditional disaster recovery solutions,
Cloud-based DR can scale according to the demands of your DR use case's
varying requirements. These flexible options enable you to have adequate
protection for your workloads as and when you require them. Also, you
only pay for the services that you use. This significantly reduces both capital
expenditure and operating expenditure costs, and enables organizations to
provide better DR services.

Self-service based: The entire DR process from start to end is under your
control and can be managed using a single self-service based interface.
You can either use the vCloud Air - Disaster Recovery web interface, or the
on-premise vSphere Replication Ul to start a replication process. Both the
tools integrate seamlessly to allow for quick migrations.

Custom Recovery Point Objectives: vCloud Air - Disaster Recovery allows
users to provide their own Recovery Point Objective or RPO values per
virtual machine. The RPOs can vary for a period of 15 minutes to 24 hours.
Setting a unique RPO value per virtual machine allows for fine-grained
control over replication frequency, based on business application priority.

Failover and failback through automation: Unlike traditional DR solutions
that require a lot of manual interventions, vCloud Air - Disaster Recovery
provides automation and orchestration abilities with which you can trigger
migration, failover, and failback of your virtual machines at any time you
want. This is made possible using a tool called vRealize Orchestrator. You
can integrate vCloud Air - Disaster Recovery with vRealize Orchestrator
using a plugin and failover virtual machines in groups in specific order,
thus giving you a lot of flexibility in your DR solution.

Multiple point-in-time recovery: This is a new feature that is recently
added to vCloud Air - Disaster Recovery. This feature allows you to failover
your virtual machines to any of the 24 previous replication points in time.
With multiple point-in-time recovery, you can select a specific point that
you want to recover your data from, allowing you to successfully recover

in the event of data corruption.
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Setting up a disaster recovery service

VMware vCloud Air - Disaster Recovery is a core service similar to VMware vCloud
Air Dedicated Cloud and Virtual Private Cloud services. You can start by signing up
for the service using the VMware vCloud Air signup portal.

As a part of the enrolment process, VMware will set up a separate VDC, enabled for
disaster recovery in vCloud Air. This VDC will serve as the replication target and
recovery site. Once set up, VMware will then email your login credentials for the
disaster recovery service.

You can sign up for vCloud Air - Disaster Recovery service

by simply filling out a form and submitting it to VMware
s athttp://vcloud.vmware.com/service-offering/
special-offer.

Here's a quick look at what vCloud Air - Disaster Recovery subscription has to offer:

Service component Capacity

Computer 20 GB vRAM, 10 GHz vCPU
Storage 1 TB persistent storage
Bandwidth 10 Mbps

Public IP addresses 2 included + optional

Production support 24 x 7 x 365

* 1 month

* 3 months
Subscription terms * 12 months
e 24 months
e 36 months

Once you have signed up, you can then use vCloud Air — Disaster Recovery to manage
and monitor the replication process for your virtual machines. You can also perform
various recovery tests and create placeholders for your virtual machines in vCloud Air
in the event of a disruption at the source site.
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VMware vCloud Air - Disaster Recovery also provides you with the added ability to
customize and modify your VM's networking parameters as well. This ensures that
your virtual machine has the same network configuration as it did on the source site.
Once the VM is recovered to the cloud, you will be able to access it just as you would
if the VM was on-site.

You can access and operate your virtual machines recovered to
VMware vCloud Air for the following periods of time:

% e 7 days to access and operate virtual machines when
or performing tests

e 30 days to access and operate virtual machines when
performing recovery

After the signup process is completed, log in to your VMware vCloud Air account
using your credentials. On the main dashboard, you will see the Disaster Recovery
to the Cloud option as shown here:

vImware vciouds A~

Virtual Private Cloud
OnDemand

Disaster Recovery to the
Cloud

Protect and Recover virtual
machines using Disaster Recovery

D;

Create virual machines, and easily
scale up or down 8s your needs
change

. My Subscriptions

‘ J View subscriptions including
dedicated clowds, virtual private

clouds and disaster recovery
clouds.

Just as with the Virtual Private Cloud service, vCloud Air - Disaster Recovery comes
with two default networks: an external routed network that connects to the Internet,
and an isolated network that is only accessible from within your vCloud Air - Disaster
Recovery environment. You can use the isolated network during the testing

of your virtual machine recovery from on-premise to vCloud Air as a test network,
and use the external routed network during actual virtual machine recoveries.
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You can create additional networks in your vCloud Air as well to support the test and
actual recovery operations. But remember to create and update the target networks as
well on the on-premise (source) site.

Besides the networks, you will also require the latest versions of VMware vSphere
Replication and vCenter Server in order to configure them with vCloud Air - Disaster
Recovery. A recommended product version table is shown here:

VMware product Supported version

vSphere Replication appliance | 6.0

vCenter Server 5.5.x and above
ESXi host 5.0,5.1.x,5.5.x, and 6.0
vSphere Web Client 6.0

Once your vCloud Air - Disaster Recovery account is all set up, we can proceed
with the installation and configuration of the VMware vSphere Replication at an
on-premise VMware vSphere environment.

Setting up VMware vSphere Replication

VMware vSphere Replication is an extension of VMware vCenter Server that

is a quick and easy hypervisor-based virtual machine replication and recovery.
It is designed to protect virtual machines from failures by replicating the virtual
machines between the following sites:

* From a source site to a destination site

* Within a single site from one cluster to another

* From multiple source sites to a shared remote destination site
VMware vSphere Replication can be downloaded as a ready-to-use appliance from
the MyVMware portal. Each appliance contains three important components: a

vSphere Replication Manager server, an embedded database, and a plugin for the
vSphere Web Client.

You can download an evaluation copy of vSphere
%j%‘\ Replication at https://my.vmware . com/web/
’ vmware/evalcenter?p=vspheres6.
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Once downloaded, import the appliance into your vCenter Server using the
following steps:

1.
2.

Log in to the vSphere Web Client and select vCenter | Hosts and Clusters.

Select an ESXi host that you wish to deploy the vSphere Replication appliance
on. Right-click on the host and select the Deploy OVF template option.

Select the Browse option to browse for the vSphere Replication OVF file and
click on Next when done.

The next few steps are pretty self-explanatory. Click and accept the Accept
the End User License Agreement (EULA) and provide a suitable name in the
Name field for your deployment.

Select cluster, host or resource pool for where you want to deploy the OVF
template. Click on Next when done. Finally, provide a suitable static IP
address and other network configurations for your deployment. You can
alternatively choose to provide a DHCP-based IP address but ideally,

you should provide a static IP. Next, provide a suitable password for

the appliance's administrator account. Click on Next to continue.

Review the configurations and click on Finish to complete the import
process. The OVF takes up to a minute or two to get imported into the
vCenter Server. Once imported, go ahead and power on the appliance.

Once the appliance is powered on, it will automatically integrate itself with the
vSphere Web Client. You will need to log out and log back into the vSphere Web
Client, in order to view the vSphere Replication plugin on the dashboard as shown
in the below image:

Inventories
| Y
- 2 ) =] ©
vCenter Hosts and YWMs and Storage MNetworking

o) @ ,

Clusters Templates

vCenter vCloud Hybrid v3phere
COrchestrator Senvice Replication
Installer
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Configuring a vSphere Replication connection
with vCloud Air

In this section, we are going to look at some simple steps by which you can add your
vCloud Air - Disaster Recovery subscription to vSphere Replication.

From the vSphere Web Client, select the vSphere Replication icon to get started.
On the vSphere Replication dashboard, you will see three tabs up front: Monitor,
Manage and Deploy. Let's have a quick look at what each tab contains, and what
it can be used for:

* Monitor tab: This tab displays the current set of ongoing replication tasks,
issues, and logs. You can list the outgoing and incoming replication jobs and
their status using this tab.

* Manage tab: As the name suggests, you can manage your target (destination)
sites using this tab. You can additionally list the replication servers, and
perform basic connectivity operations on them as well using this tab.

To start off, let's select the Manage tab and then select the Target Sites option.
You will see two icons listed on the dashboard. The first icon will help you add a
vCenter Server as a target site. This vCenter Server can either be the same vCenter
Server to which the vSphere Replication is attached, or a completely different

one. The second icon will help you add a cloud provider as a target site. We will
use the Add a Cloud provider option to add our vCloud Air - Disaster Recovery
subscription account.

Follow these steps to add your own vCloud Air - Disaster Recovery subscription to
vSphere Replication:

1. Select the Add Cloud Provider icon to set up a new vCloud Air connection
as discussed earlier.

2. This will bring up the Connect to a cloud provider wizard. The first page to
be displayed is the Connections Settings page. Fill up the following details
as per your requirements:

°  Cloud provider address: Provide the full IP address of your
cloud provider. Retain only the URL portion, for example,
https://p2vl12-vcd.vchs.vmware.com.

Organization name: Provide your organization's name here.
Retain the Organization ID portion from your vCloud Air URL
only; for example, 88887650-123.
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Credentials: In the Credentials tab fill up your vCloud Air Username
and Password. The connections will be validated once you click on the
Next button to proceed. Make sure the validation shows successful
before proceeding.

3. The next page will provide you a list of VDCs that you can select to
connect your vSphere Replication with. In the Virtual Datacenters page,
select the appropriate virtual datacenter as per your requirements. Click
on Next to proceed.

Once again, a validation will take place to verify the VDC's connection to
vSphere Replication. Make sure the validation is a success before proceeding.

4. Verify the connections and cloud provider settings in the Ready to complete
page. Once done, click on Finish to complete the cloud provider addition.

The cloud provider addition takes a couple of minutes to complete. Once done,
you can verify the connectivity by selecting the Manage tab on your vSphere
Replication dashboard as done earlier. You will now see your newly added
cloud provider listed there.

Make sure the Status field shows connected. Mostly, this field will show a status

as Missing network settings. This is because you first need to specify the networks
that vSphere Replication should use to test and recover virtual machines from
on-premise to the cloud.

We have already discussed how vCloud - Disaster Recovery creates a routed and
isolated network during initialization. During a test recovery, vSphere Replication
will use one of these test networks to replicate the virtual machine on. Ideally, it is
good practice to have both, the test and actual recovery networks created separately.

To configure the networks, select the Missing network settings link on the vSphere
Replication manager dashboard. This will pop up a Configure Target Networks
wizard as shown here:

1 Network settings Network settings

Select a target netwaork for each recovery operation
2 Ready to complete

Recovery network. | Demo-Recovery -

Test network <gelect networke -

Demo-Recovery

defauli-isolated
default-routed
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From the drop-down list, select the appropriate network you want to use as
Recovery network and Test network. Note that these networks have been created
and configured for vCloud Air —Disaster Recovery. Click on Next to proceed with
the wizard. Review the settings on the Ready to complete page and click on Finish
to complete the network configuration.

With this configuration done, you have now added your vCloud Air successfully
with the on-premise vSphere Replication. Now if you perform either a test or an
actual recovery operation with vSphere Replication, the recovered virtual machines
on vCloud Air will automatically get attached on either the test or recovery network
as per your requirement.

Configuring the virtual machine replication

Once your vSphere Replication is integrated with your vCloud Air - Disaster
Recovery subscription, you can now go ahead and configure virtual machine
replication from on-premise to the cloud. Follow these simple steps to get started:

1. Login to your vCenter Server using vSphere Web Client and select the
Host and Clusters tab to view your virtual machines.

2. Select a virtual machine that you wish to replicate over to the vCloud
Air. Right-click on the virtual machine's name and select the All vSphere
Replications Actions option. Select the Configure Replication option.
This will bring up the Configure Replication wizard as shown:

1 Replication type Replication type
Select the type of replication to configure.

atic erver Replicate to a vCenter Server

ation Select this option to configure replication to another vCenter Server

= Replicate to a cloud provider

Select this option to configure replication to a cloud provider

3. Select the Replicate to a cloud provider option and click on Next to continue.

In the Target site window, select the previously configured vCloud Air -
Disaster Recovery site that we had configured. This will be the target site
where the virtual machine replication will take place. Click on Next to
proceed with the wizard.
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5. Next up, in the Target location window, select the appropriate storage
policy that you wish to configure for your virtual machine at the target
(vCloud Air) site. There are two options provided here. You can either
use the standard storage policy provided by VMware vCloud Air, which
is either use SSD-Accelerated drives or standard drives; or you can choose
to use replication seeds.

6. Replication seeding is a method used for transferring virtual machines from
a source to a target site that are simply too big in size, or consume a lot of
the network bandwidth. Seeding a virtual machine at the target site can be
achieved by the following methods:

°  Offline data transfer: Using VMware vCloud Connector's offline data
transfer feature, you can export a virtual machine as a packaged OVF
file, and then import it into vCloud Air as a virtual machine.

°  Cloning the virtual machine: You can even create a virtual machine
seed by cloning it inside a VDC.

° Copying over a network: Use some other method besides vSphere
Replication to copy over a virtual machine from the source over
to the target site.

In this case, we have not opted for replication seeds. Select an appropriate
storage policy as required for your virtual machine and click on Next
to proceed.

7. The next window provides certain Replication options that you can configure,
depending on your virtual machine. One of the options provided is Guest
OS quiescing. This is an optional feature, and you can opt to ignore it for the
time being. However, in case you are replicating a Windows OS based virtual
machine, then you can select MS Shadow Copy Service (VSS) as the quiescing
method as shown. Click on Next to continue.

+ 1 Target site Replication options
Specify replication options for the virtual machine(s).
" 2 Replication server

~ 3 Target location Guest OS guiescing
4 Replicati i Quiescing may take several minutes and may affect RPO times. Use only for vitual machines that are configured to
OENCOROIONIONS support quiescing methods

5 Recovery seftings Quiescing method: | None | |

6 Ready to complete MNone
MS Shadow Copy Services (VSS)
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8. On the Recovery settings page, select the RPO metric that you want to
specify for your virtual machine. The Recovery Point Objective (RPO)
metric indicates how much data you are willing to lose in case of a disaster.

9. You can use the RPO slider or the time spinners as shown, to set the acceptable
period for which the data can be lost in the case of a site failure. VMware
vSphere Replication currently supports a RPO range from 15 minutes to a
maximum of 24 hours. Since we are replicating a small Linux machine in our
case, we have set the RPO to a modest 4 hours. The RPO value that you set
can greatly depend on factors such as the size of your virtual machine, the
available bandwidth between the source site, the target site (in this case, the
target site is VMware vCloud Air), and more.

Configure Replication for Linux

Recovery settings

1 Target site
Specify recovery settings for the virtual machine(s).

vy
+w" 2 Replication server
" 3 Target location Recovery Point Objective (RPO)

S . Lower RPO times will reduce potential data loss, but will use more bandwidth and system resources.
+~" 4 Replication options

4 5 Recovery settings 15 min * ' N ' ' ' ' ' ' ' ' ' ' 24hr

+ 6 Ready to complete -
4 o | min

Point in time instances
Recent replication instances will be converted to snapshots during recovery. (Replication of existing VI snapshots is
not supported.)

[ Enable
days (15 total)

Keep 3 - instances per day forthe last 5 =

You may need to adjustthe RPO to achieve the desired number of instances per day. The maximum number of
retained instances is 24.

Recovery seftings validation:

o Walidation succeeded

Back Next Finish Cancel

10. Another feature of vSphere Replication is Point in Time instances. This
feature is used to save multiple replication instances that can be converted to
snapshots of the source virtual machine during the recovery process. You can
even select the number of instances you wish to keep and the number of days
as well.

You can keep up to 24 Point in Time instances of a
L—single virtual machine.
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11. Once your RPO value is set, click on Next to proceed with the
replication wizard.

12. Review the replication settings for your virtual machine in the Summary
page and click on Finish to complete the replication wizard process.

To verify the replication process status, select the vSphere Replication tab from the
vSphere Web Client dashboard. Select the Monitor tab. On the Monitor Tab, go to
vSphere Replication tab and view the status of the virtual machine in the Outgoing
replications list.

Performing the virtual machine test recovery

Test recoveries can be performed in two ways. You can trigger a test recovery from

either the vSphere Replication manager or from the vCloud Air - Disaster Recovery
UL Let's first have a look at how we can trigger a test recovery by using the vSphere
Replication manager; follow the given steps:

Before you progress with a test recovery, remember that you need

to have at least one replication task configured, as we performed
T in the previous section of this chapter.

1. From vSphere Web Client, select the vSphere Replication icon. This will
bring up the vSphere Replication dashboard. On the main page, select the
Monitor tab.

2. Next, select the vSphere Replication tab to list the available virtual machines
for the test recovery procedure. You will see a virtual machine listed here
from our last activity.

3. Select a particular virtual machine that you want to test and then select the
Run Test Recovery icon. The Run Test Recovery icon is a blue play button
located in the tool bar, above the listed virtual machine.

4. This will pop up a Test Recovery wizard. Before proceeding with the test
recovery, you will need to authenticate against the vCloud Air environment.
In the Connections settings page, provide the Username and Password of
your vCloud Air account. Note that the Cloud provider address and the
Organization name field are already auto-populated.

5. Click on Next to proceed with the wizard.
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6. Inthe Test Recovery options page, select the appropriate recovery option
and click on Next to continue. By default, there are two options provided:

°  Synchronize recent changes: You can use this option to synchronize
the data of the source virtual machine before the test recovery is
actually run.

°  Use latest available data: This option is used when you do not want
to synchronize the data. In this case, the latest available copy of the
virtual machine instance will be used for the test recovery.

Recovery options
Selectthe oplion to use during recovery.

I_) Synchronize recent changes

Perform synchronization with the latest data from the source machine.
Use this option if the source vitual machine is accessible.

=) Use latest available data

Skip data synchronization and use latest replication data on the target site.
Use this option ifthe source site is not available or the disks ofthe source viftual machine are corrupted.

Test Recovery options page

7. Once done, click on Next to continue. In the Ready to complete page, review
the changes and click on Finish to start the test recovery process.

You can view the status of the synchronization process in the Monitor tab of the
vSphere Replication dashboard. The status will show a green tick indicating a
successful synchronization. Next, log in to the vCloud Air account and select the
Disaster Recovery tile to open up the disaster recovery dashboard. Here, you will
see a Virtual Machines tab. Select the tab to view the test recovery virtual machine.
By default, this virtual machine will be in a powered-off state. You can power it on
by selecting the Actions tab, followed by the power on option as shown:

Home Disaster Recovery Al Virtual Machines
Virtual Private Cloud OnDemand in )5 =

Resource Usage Virtual Machines Replication Status ~ Gateways  Newworks

=

E:: 4 New Virtual Machine Test O Recovery Actions =  Only Show Disaster Recovery Replicas: ~

g

: Status Name Recovery Status Recovery Time Owner 4 CPU Memory os vApD

H

E ' = Win Replication in Progr.. - system 1vCPU 512 MB Microsoft Windows... Win

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 6

Once the test recovery is successfully conducted, it is also equally important to clean
up the same. You can only run a test recovery or a planned migration activity for a
replication after the results of the previous test recovery are all cleaned up.

To perform a test, perform the following steps:

1. First up, from the vCloud Air dashboard, power off your running test
recovery virtual machine. You can do this by selecting the Virtual Machine
Details tab; select the Settings tab, and then click Power Off.

2. Next, run the test cleanup operation from the vSphere Replication interface.
Select the Monitor tab and click on the vSphere Replication option. Select
the failover virtual machine and then click on the Run Test Cleanup icon.

3. In the Test Cleanup confirmation box, select Yes to clean up the test recovery
results for the selected virtual machine from the target site.

4. With the cleanup now complete, you can navigate back to your vCloud Air -
Disaster Recovery dashboard and verify the status of your virtual machine.
It will have changed from Test state to Placeholder.

With this, you have successfully configured and run a test recovery, followed by a
test cleanup as well.

VMware vCloud Air Data Protection

Besides the traditional vCloud Air - Disaster Recovery service, VMware also provides
an optional business continuity solution using VMware vCloud Air Data Protection.
In this section, we are going to have a brief look at what vCloud Air Data protection
service is and how you can leverage it for your environment.

To begin with, vCloud Air Data Protection was formerly a vSphere product suite,
designed for taking image level backups of virtual machines and virtual appliances.
Today, the product does the same thing but more or less with the vCloud Air
environment. It leverages EMC's Avamar product's technology to perform agent less
virtual machine backups to disk.

Let's have a quick look at some of vCloud Air Data protection's features and benefits:

* Self-service portal: You can configure backups of all your virtual machines
and vApps using a single self-service based portal. The Data Protection tool
is installed and configured on an on-premise datacenter, but it can manage
and schedule backups for virtual machines that reside on the vCloud Air
platform as well.
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Integration with EMC Data Domain Systems: Since vCloud Air Data
protection is based on proven EMC Avamar technology, it can easily
be integrated and extended to work with other EMC-based software
to increase the overall backup efficiency.

Application aware backups: vCloud Air Data protection supports application
aware backups for a host of business critical applications, such as Microsoft
Exchange, Microsoft SQL Server, and Microsoft SharePoint. For example, in
case a user's mailbox seems corrupted, you can use Data protection to restore
that individual mailbox.

Changed Block Tracking (CBT) restore: vCloud Air Data protection leverages
either a full block restoration process or changed block restoration process,
depending on the virtual machine's needs and requirements. Often, the best
mechanism is selected to ensure optimum performance and efficiency.

You can purchase a subscription for the Data Protection service through the My
VMware portal. Once your subscription is activated, you can begin consuming it using
the vCloud Air dashboard. Here's a quick look at the subscription model for both: the

vCloud Air Dedicated Cloud service as well as the Virtual Private Cloud Service:

Service Component

vCloud Air—Dedicated Cloud

vCloud Air - Virtual
Private Cloud

Data protection capacity

1 TB persistent storage

1 TB persistent storage

Number of backup jobs | Unlimited Unlimited
Number of restore jobs | Unlimited Unlimited
Concurrent backup jobs | 16 16
Concurrent restore jobs | 16 16
Production support 24 x 7 x 365 24 x 7 x 365
* 1 month
* 1month
e 3 months
* 12 months
Subscription terms * 12 months
e 24 months
e 24 months
* 36 months
* 36 months

Once you have subscribed to vCloud Air Data Protection, you can start consuming

its service in a similar way as the vCloud Air - Disaster Recovery service. You
can additionally even set policies for data protection and ensure that your virtual
machines meet the required protection needs.
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Data protection provides two different ways in which you can apply policies:

To entire VDCs: This is also called as the Enabled Mode in Data protection.
Using this method you can ensure that all the virtual machines within the
specified VDC are protected automatically. By default, the entire VDC
backup occurs everyday between 6:00 and 10:00 UTC time. The backups are
retained for a period of 30 days. These values can be customized from the
Data Protection tab in your vCloud Air dashboard.

To vApps directly: This method is also called as a Self Service Mode. Using
this method, you will have to individually choose which virtual machine
you would like to assign the particular policy to. This is a completely manual
process as Data Protection will not back up all the virtual machines of your
VDC automatically. Similar to the VDC backup, the individual vApps can

be restored to any point for 30 days by default.

You can disable backups and restore jobs, set customized retention periods, and reset
the data protection policies at any time. Remember, you will be required to have at
least the virtual administrator privileges in vCloud Air to enable and configure Data
Protection for your VDCs and vApps.

Best practices and tips

Here are a few simple best practices that you should keep in mind when designing
or building disaster recovery services using vCloud Air:

Assess your applications and plan for disaster recovery. Not all applications
are alike and not all of them have a similar RPO as well. You can group
applications that have some common traits then create disaster recovery
plans and SLAs specifically for them.

Be prepared for a disaster at all times. Run periodic disaster recovery tests
from your on-premise to vCloud Air and vice versa. Remember to document
the process as well.

Make sure you have an adequate and dedicated bandwidth to perform a
disaster recovery. A poor bandwidth connection to your vCloud Air can
have a negative impact on the virtual machine's RPO and RTO.

Keep a disaster recovery always simple if you want it to work out well.
Designing and maintaining a simple, concise disaster recovery plan will
increase your chances of a successful failover and recovery.
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Summary

In this chapter, we learned about the importance of having a tested and implemented
disaster recovery and business continuity plan. We also learned a bit about the
traditional disaster recovery model and its drawbacks; we learned how the cloud

has changed the entire DR paradigm by providing faster, cheaper, and more efficient
DR services. Next, we explored VMware vCloud Air's Disaster Recovery service,

its key features and benefits. We also saw how easy it was to set up virtual machine
recovery and data replication to VMware vCloud Air using vSphere Replication

and Data Protection. Last but not the least, we learned a few essential best practices
that you should always keep in mind when designing and building your very own
disaster recovery solution.
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