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1. Introduction                                                   
$V�RI�WKH�ZULWLQJ�RI�WKLV�JXLGH��DSSUR[LPDWHO\�����RI�WKH�ZRUOG·V�SRSXODWLRQ�RZQV�WKHLU�RZQ�FHOOSKRQH��2XW�RI�WKRVH��
�����ELOOLRQ�DUH�VPDUWSKRQHV�

,I�\RX·UH�UHDGLQJ�WKLV�JXLGH��FKDQFHV�DUH�\RX�HLWKHU�WRRN�D�ZURQJ�WXUQ�RQ�*RRJOH�RU�\RX·UH�RQH�RI�WKH�SURXG�OHJLRQV�
RI�XVHUV�WKDW�KDYH�LQFRUSRUDWHG�WKHLU�SKRQHV�LQWR�QHDUO\�HYHU\�DVSHFW�RI�WKHLU�GD\�WR�GD\�OLIH��<RX�SUREDEO\�VKRSSHG�
DURXQG�TXLWH�D�ZKLOH�WU\LQJ�WR�ÀQG�WKH�EHVW�GHDO��SHUKDSV�UHDG�VRPH�UHYLHZV��TXL]]HG�\RXU�IULHQGV�DERXW�ZKLFK�PRGHO�
WKH\�WKRXJKW�ZDV�EHVW��DQG�DW�VRPH�SRLQW�DPLGVW�DOO�WKDW��\RX�PXVW�KDYH�VWXPEOHG�ZLWK�WKH�WHUP�´5RRWLQJµ�DQG�TXLFNO\�
GLVPLVVHG�LW�DV�VRPH�WHFK�PXPER�MXPER��ZKR�KDV�WLPH�WR�PHVV�DURXQG�ZLWK�D�SHUIHFWO\�JRRG�VPDUWSKRQH�WKDW�FDQ�
DOUHDG\�KDQGOH�HYHU\WKLQJ�\RX�WKURZ�DW�LW"

$V�WLPH�JRHV�RQ��KRZHYHU��QHZHU�DQG�PRUH�GHPDQGLQJ�DSSV�DORQJ�ZLWK�$QGURLG�26�XSGDWHV�OHDYH�\RX�ZLWK�D�´QHHGµ�
WR�XSGDWH�\RXU�SKRQH��<RX�PLJKW�ZDQW�WR�VWRS��KRZHYHU��DQG�WDNH�D�PRPHQW�WR�FRQVLGHU�WKH�QRW�VR�FRPSOLFDWHG�FKRLFH�
RI�JHWWLQJ�WKH�PRVW�RXW�RI�\RXU�EHORYHG�SKRQH�E\�´5RRWLQJµ�LW�²�EHIRUH�WUDGLQJ�LW�LQ�IRU�D�VH[LHU��\RXQJHU�PRGHO�

5RRWLQJ�ZLOO�HVVHQWLDOO\�DOORZ�\RX�WR�WDS�LQWR�\RXU�SKRQH·V�IXOO�SRWHQWLDO�E\�JLYLQJ�\RX�FRPSOHWH��XQUHVWULFWHG�DFFHVV�WR�
DOO�LWV�VHWWLQJV��WKH�NLQG�RI�WKLQJV�PDQXIDFWXUHV�GRQ·W�ZDQW�\RX�PHVVLQJ�DURXQG�ZLWK�LQ�FDVH�\RX�HQG�XS�FDXVLQJ�SHU�
PDQHQW�KDUP�WR�LW��%XW�LI�\RX�DFWLYHO\�VRXJKW�RXW�WKLV�JXLGH��ZH·UH�FRQÀGHQW�\RX·UH�WKH�NLQG�RI�XVHU�WKDW�FDQ�KDQGOH�WKDW�
ELW�RI�H[WUD�UHVSRQVLELOLW\�

7KH�SRVVLELOLWLHV�WKDW�URRWLQJ�RSHQV�XS�DUH�DOPRVW�HQGOHVV�²�\RX·OO�EH�DEOH�WR�EORFN�DQQR\LQJ�DGV�ZLWKLQ�\RXU�DSSV��
ERRVW�\RXU�SKRQH·V�ÁLPV\�VRXQG��HQDEOH�IUHH�:L�)L�WHWKHULQJ�GHVSLWH�\RXU�FDUULHU·V�OLPLWDWLRQV��DQG��WKH�EHVW�SDUW��NHHS�
\RXU�26�XS�WR�GDWH�UHJDUGOHVV�RI�ZKHWKHU�WKH�ODWHVW�YHUVLRQV�RI�$QGURLG�KDYH�EHHQ�RIÀFLDOO\�UHOHDVHG�IRU�\RXU�SKRQH��
<RX�FDQ�HYHQ�WHVW�RXW�XVHU�EXLOGV��GHVLJQHG�IRU�HQKDQFHG�SHUIRUPDQFH�

7KURXJKRXW�WKLV�JXLGH�ZH·OO�PDLQO\�EH�XVLQJ�WKH�WHUP�SKRQH��EXW�DV�\RX�VXUHO\�NQRZ�WKHUH·V�D�ZLGH�YDULHW\�RI�$QGURLG�
GHYLFHV�DYDLODEOH��WDEOHWV��H�UHDGHUV��QHWERRNV��ZDWFKHV��FRQVROHV��HWF���*LYHQ�KRZ�PRWLYDWHG�WKH�FRPPXQLW\�EHKLQG�
WKH�26�LV��LI�LW�H[LVWV��LW�FDQ�²�OLNHO\�²�EH�URRWHG��,I�QRW��ZDLW�D�ZHHN�

,I�\RX·UH�VWLOO�DQ�$QGURLG�YLUJLQ�DQG�DUH�MXVW�ORRNLQJ�DURXQG��ZH�UHFRPPHQG�FKHFNLQJ�RXW�WKH�ODWHVW�DQG�JUHDWHVW�LQ�$Q�
GURLG�QHZV�IURP�0DNH8VH2I�
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2. Android Terminology 101                         
%HIRUH�\RX�VWDUW�JHWWLQJ�IXQN\�ZLWK�\RXU�SKRQH��\RX·G�EHVW�PDNH�\RXUVHOI�IDPLOLDU�ZLWK�WKHVH�EDVLF�WHUPV�LQ�RUGHU�WR�
PDNH�\RXU�OLIH�VLPSOHU�²�HLWKHU�ZKHQ�\RX·UH�WU\LQJ�WR�PDNH�VHQVH�RI�DQ�XQIDPLOLDU�KRZ�WR�JXLGH�RU�VLPSO\�ORRNLQJ�IRU�
WURXEOHVKRRWLQJ�KHOS��$V�DQ\�VHULRXV�*RRJOH�)X�SUDFWLWLRQHU�NQRZV��OLIH�EHFRPHV�WKDW�PXFK�VLPSOHU�ZKHQ�\RX·YH�JRW�
WKH�ULJKW�NH\ZRUGV�

)LUVW�RI�DOO��ZKDW�LV�rooting"�:H·YH�DOUHDG\�PHQWLRQHG�LW�D�IHZ�WLPHV��5RRWLQJ�LV�WKH�SURFHVV�WKURXJK�ZKLFK�D�XVHU�PD\�
PRGLI\�KLV�26�²�LQ�WKLV�FDVH��$QGURLG�²�LQ�RUGHU�WR�REWDLQ�DGPLQLVWUDWLYH�RU�SULYLOHJHG�FRQWURO��root�DFFHVV��WR�WKH�VXE�
V\VWHP��7KURXJK�WKLV�SURFHVV�\RX��WKH�KDQGVRPH�XVHU��FDQ�RYHUFRPH�WKH�OLPLWDWLRQV�WKDW�\RXU�FDUULHU�RU�PDQXIDFWXUHU�
PD\�KDYH�LPSRVHG�XSRQ�\RXU�SKRQH��7KH�ÀUVW�VWHS�\RX�VKRXOG�WDNH��DOWKRXJK�LW·V�QRW�PDQGDWRU\��LV�WR�GR�D�EDFNXS�
EHIRUH�\RX�SRWHQWLDOO\�PHVV�DQ\WKLQJ�XS��7KH�VHFRQG�VWHS�LV�WR�XQORFN�\RXU�%RRWORDGHU��FKHFN�WKH�WHUP�EHORZ��DQG�WKH�
ÀQDO�VWHS�LV�WR�REWDLQ�URRW�RU�6XSHUXVHU�DFFHVV�

,Q�WKLV�EULHI�LQWURGXFWLRQ�WR�$QGURLG�7HUPLQRORJ\�ZH·OO�RYHUORRN�DOO�WKH�WHUPV�\RX�PLJKW�FRPH�DFURVV�GXULQJ�\RXU�ÀUVW�
IRUD\�LQWR�WKH�XQGHUEHOO\�RI�$QGURLG��EXW�WKHUH·V�SOHQW\�WKDW�ZH�ZRQ·W�FRYHU�KHUH�DQG�\RX·OO�EHFRPH�IDPLOLDU�ZLWK�GXULQJ�
\RXU�RZQ�WUDYHOV��:H�ZLOO�DOVR�EH�WDNLQJ�DQ�LQGLYLGXDO�ORRN�DW�HDFK�PD\RU�$QGURLG�YHUVLRQ�DYDLODEOH�DW�WKH�PRPHQW��
VR�VKRXOG�\RX�QHHG�WR�SLFN�FKRRVH�D�FXVWRP�520��\RX·OO�EH�DEOH�WR�VHH�ZKLFK�IHDWXUHV�LW�PD\�RIIHU�GHSHQGLQJ�RQ�WKH�
VWRFN�YHUVLRQ�RI�$QGURLG�LW·V�EDVHG�RQ�

/HWV�JR�RYHU�VRPH�RWKHU�WHUPV��LQ�DOSKDEHWLFDO�RUGHU��5HIHU�WR�WKHVH�LI�\RX�JHW�ORVW�ODWHU�LQ�WKH�PDQXDO�RU�ZKLOH�UH�
VHDUFKLQJ�RQ�WKH�ZLGHU�ZHE�

Apps2SD��DQ�DSS�WKDW�DOORZV�\RX�WR�PRYH�RWKHU�SURJUDPV�IURP�\RXU�SKRQH·V�LQWHUQDO�PHPRU\�WR�LWV�PLFUR6'�FDUG��
2QO\�XVHDEOH�RQFH�\RX·UH�URRWHG��WKLV�LV�RQH�RI�LWV�PRVW�SRSXODU�DSSOLFDWLRQV�IRU�GHYLFHV�ZLWK�OLPLWHG�LQWHUQDO�VWRUDJH�

ADB (Android Debug Bridge)��D�FRPPDQG�OLQH�WRRO�WKDW�DOORZV�\RX�WR�FRPPXQLFDWH�ZLWK�D�FRQQHFWHG�$QGURLG�GHYLFH�
RU�HPXODWRU�

Android��KDUGO\�QHHGV�WR�EH�LQWURGXFHG��XQOHVV�\RX·UH�UHDGLQJ�WKH�ZURQJ�JXLGH��7KLV�LV�WKH�/LQX[�EDVHG�RSHUDWLQJ�
V\VWHP�WKDW�SRZHUV�WKH�GHYLFH�\RX·UH�OLNHO\�WU\LQJ�WR�URRW�

Android 1.0-1.1��WKH�ÀUVW�WZR�YHUVLRQV�RI�$QGURLG�²�\RX·UH�QRW�OLNHO\�WR�VHH�DQ\�XSGDWHG�520V�EDVHG�RQ�WKHVH������
ZDV�UHOHDVHG�RQ�6HSWHPEHU����������RQ�WKH�+7&�'UHDP�

APK (Android Application Package)��WKH�IRUPDW�LQ�ZKLFK�$QGURLG�DSSV�DUH�SDFNHG��\RX·OO�OLNHO\�KDYH�WR�GRZQORDG�
VHYHUDO�RI�WKHVH�PDQXDOO\�DIWHU�WKH�URRWLQJ�SURFHVV�LI�\RXU�DLP�LV�WR�LQVWDOO�FXVWRP�520V�

Alpha��WKH�ÀUVW�SKDVH�RI�VRIWZDUH�WHVWLQJ��3URJUDPV�LQ�WKLV�VWDJH�DUH�RIWHQ�XQVWDEOH��ZKLFK�FRXOG�OHDG�WR�FUDVKHV�RU�
ORVV�RI�LQIRUPDWLRQ�LQ�WKH�ZRUVW�FDVHV��D�JUHDW�GHDO�RI�SRSXODU�520V�DQG�.HUQHOV�DUH�LQ�WKHLU�$OSKD�SKDVHV�

Baseband��LV�DQ�DGMHFWLYH�WKDW�GHVFULEHV�VLJQDOV�DQG�V\VWHPV�ZKRVH�UDQJH�RI�IUHTXHQFLHV�LV�PHDVXUHG�IURP�FORVH�WR�
��KHUW]�WR�D�FXW�RII�IUHTXHQF\��D�PD[LPXP�EDQGZLGWK�RU�KLJKHVW�VLJQDO�IUHTXHQF\�

Boot Animation��WKH�DQLPDWLRQ�ZKLFK�SOD\V�ZKLOH�\RXU�SKRQH�LV�SRZHULQJ�XS��520V�RIWHQ�LQFOXGH�WKHLU�RZQ�FXVWRP�
DQLPDWLRQV�

Bootloader��WKH�SURJUDP�WKDW�UXOHV�RYHU�\RXU�GHYLFH·V�VWDUWXS�URXWLQH�

Bootloop��D�UHODWLYHO\�KDUPOHVV�VLGH�HIIHFW�RI�URRWLQJ�SURFHGXUHV�JRQH�ZURQJ��WKLV�LV�ZKHQ�\RXU�SKRQH�JHWV�VWXFN�LQ�D�
QHYHU�HQGLQJ�F\FOH�RI�ERRW�DQLPDWLRQV�

Beta��WKH�VRIWZDUH�GHYHORSPHQW�VWDJH�WKDW�FRPHV�DIWHU�$OSKD��DOWKRXJK�DSSV�LQ�%HWD�DUH�JHQHUDOO\�PRUH�VWDEOH��
WKH\·UH�VWLOO�QRW�FRQVLGHUHG�UHDG\�IRU�SULPHWLPH��,W·V�FRPPRQ�IRU�QRQ�SURIHVVLRQDO�VRIWZDUH�WR�UHPDLQ�LQ�%HWD�IRU�ORQJ�
DPRXQWV�RI�WLPH�

Cache��LW·V�D�VSHFLDO�DUHD�RI�\RXU�GHYLFH·V�PHPRU\�ZKHUH�GDWD�LV�VWRUHG�IRU�IDVWHU�DFFHVV�ODWHU�

CPU (Central Processing Unit)��\RX·YH�QR�GRXEW�KHDUG�DERXW�WKLV�RQH�EHIRUH��:LWKRXW�JRLQJ�LQ�GHSWK��LW·V�WKH�SLHFH�
RI�KDUGZDUH�WKDW�KDQGOHV�WKH�SURFHVVLQJ�RI�DOO�LQIRUPDWLRQ�WKDW�LV�QHFHVVDU\�LQ�RUGHU�IRU�\RX�WR�NLOO�WLPH�SOD\LQJ�$QJU\�
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%LUGV�GXULQJ�\RXU�FRPPXWH�

Cupcake (Android 1.5)��UHOHDVHG�RQ�$SULO�����������WKLV�XSGDWH�ZDV�EDVHG�RQ�WKH��������/LQX[�NHUQHO�DQG�LQFOXGHG�
WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� 6XSSRUW�IRU�WKLUG�SDUW\�YLUWXDO�NH\ERDUGV�ZLWK�WH[W�SUHGLFWLRQ�DQG�XVHU�GLFWLRQDU\�IRU�FXVWRP�ZRUGV

�� 6XSSRUW�IRU�:LGJHWV���PLQLDWXUH�DSSOLFDWLRQ�YLHZV�WKDW�FDQ�EH�HPEHGGHG�LQ�RWKHU�DSSOLFDWLRQV�
�VXFK�DV�WKH�+RPH�VFUHHQ��DQG�UHFHLYH�SHULRGLF�XSGDWHV

�� 9LGHR�UHFRUGLQJ�DQG�SOD\EDFN�LQ�03(*���DQG��*3�IRUPDWV

�� $XWR�SDLULQJ�DQG�VWHUHR�VXSSRUW�IRU�%OXHWRRWK�DGGHG��$�'3�DQG�$95&3�SURÀOHV�

�� &RS\�DQG�SDVWH�IHDWXUHV�DGGHG�WR�ZHE�EURZVHU

�� 8VHU�SLFWXUHV�VKRZQ�IRU�)DYRULWHV�LQ�&RQWDFWV

�� 6SHFLÀF�GDWH�WLPH�VWDPS�VKRZQ�IRU�HYHQWV�LQ�FDOO�ORJ��DQG�RQH�WRXFK�DFFHVV�WR�D�FRQWDFW�FDUG�
IURP�FDOO�ORJ�HYHQW

�� $QLPDWHG�VFUHHQ�WUDQVLWLRQV

�� $ELOLW\�WR�XSORDG�YLGHRV�WR�<RX7XEH

�� $ELOLW\�WR�XSORDG�SKRWRV�WR�3LFDVD

Dalvik��WKLV�LV�WKH�$QGURLG·V�YLUWXDO�PDFKLQH��ZKLFK�VHUYHV�WR�UXQ�'DOYLN�([HFXWDEOH�ÀOHV���GH[��

Dalvik Cache��WKLV�VHSDUDWH�FDFKH�LV�PHDQW�WR�VWRUH�LQIRUPDWLRQ�DERXW�\RXU�DSSV�LQ�RUGHU�IRU�WKHP�WR�ORDG�IDVWHU��\RX�
ZLOO�RIWHQ�EH�LQVWUXFWHG�WR�ZLSH�ERWK�WKLV�DQG�WKH�UHJXODU�FDFKH�ZKHQ�ÁDVKLQJ�FXVWRP�520V�DQG�.HUQHOV�

Donut (Android 1.6)��UHOHDVHG�RQ�6HSWHPEHU�����������WKLV�XSGDWH�ZDV�EDVHG�RQ�WKH��������/LQX[�NHUQHO�DQG�LQFOXG�
HG�WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� 9RLFH�DQG�WH[W�HQWU\�VHDUFK�HQKDQFHG�WR�LQFOXGH�ERRNPDUN�KLVWRU\��FRQWDFWV��DQG�WKH�ZHE

�� $ELOLW\�IRU�GHYHORSHUV�WR�LQFOXGH�WKHLU�FRQWHQW�LQ�VHDUFK�UHVXOWV

�� 0XOWL�OLQJXDO�VSHHFK�V\QWKHVLV�HQJLQH�WR�DOORZ�DQ\�$QGURLG�DSSOLFDWLRQ�WR�´VSHDNµ�D�VWULQJ�RI�WH[W

�� (DVLHU�VHDUFKLQJ�DQG�DELOLW\�WR�YLHZ�DSS�VFUHHQVKRWV�LQ�$QGURLG�0DUNHW

�� *DOOHU\��FDPHUD�DQG�FDPFRUGHU�PRUH�IXOO\�LQWHJUDWHG��ZLWK�IDVWHU�FDPHUD�DFFHVV

�� $ELOLW\�IRU�XVHUV�WR�VHOHFW�PXOWLSOH�SKRWRV�IRU�GHOHWLRQ

�� 8SGDWHG�WHFKQRORJ\�VXSSRUW�IRU�&'0$�(9'2�������[��931V��DQG�D�WH[W�WR�VSHHFK�HQJLQH

�� 6XSSRUW�IRU�:9*$�VFUHHQ�UHVROXWLRQV

�� 6SHHG�LPSURYHPHQWV�LQ�VHDUFKLQJ�DQG�FDPHUD�DSSOLFDWLRQV

�� ([SDQGHG�*HVWXUH�IUDPHZRUN�DQG�QHZ�*HVWXUH%XLOGHU�GHYHORSPHQW�WRRO

Éclair (Android 2.0)��UHOHDVHG�RQ�2FWREHU�����������WKLV�XSGDWH�ZDV�EDVHG�RQ�WKH��������/LQX[�NHUQHO�DQG�LQFOXGHG�
WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� ([SDQGHG�$FFRXQW�V\QF��DOORZLQJ�XVHUV�WR�DGG�PXOWLSOH�DFFRXQWV�WR�D�GHYLFH�IRU�HPDLO��DQG�
FRQWDFW�V\QFKURQL]DWLRQ

�� ([FKDQJH�HPDLO�VXSSRUW��ZLWK�FRPELQHG�LQER[�WR�EURZVH�HPDLO�IURP�PXOWLSOH�DFFRXQWV�LQ�RQH�
SDJH

�� %OXHWRRWK�����VXSSRUW
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�� $ELOLW\�WR�WDS�D�&RQWDFWV�SKRWR�DQG�VHOHFW�WR�FDOO��606��RU�HPDLO�WKH�SHUVRQ

�� $ELOLW\�WR�VHDUFK�DOO�VDYHG�606�DQG�006�PHVVDJHV��ZLWK�GHOHWH�ROGHVW�PHVVDJHV�LQ�D�FRQYHU�
VDWLRQ�DXWRPDWLFDOO\�GHOHWHG�ZKHQ�D�GHÀQHG�OLPLW�LV�UHDFKHG

�� 1XPHURXV�QHZ�FDPHUD�IHDWXUHV��LQFOXGLQJ�ÁDVK�VXSSRUW��GLJLWDO�]RRP��VFHQH�PRGH��ZKLWH�EDO�
DQFH��FRORU�HIIHFW�DQG�PDFUR�IRFXV

�� ,PSURYHG�W\SLQJ�VSHHG�RQ�YLUWXDO�NH\ERDUG��ZLWK�VPDUWHU�GLFWLRQDU\�WKDW�OHDUQV�IURP�ZRUG�XVDJH�
DQG�LQFOXGHV�FRQWDFW�QDPHV�DV�VXJJHVWLRQV

�� 5HIUHVKHG�EURZVHU�8,�ZLWK�ERRNPDUN�WKXPEQDLOV��GRXEOH�WDS�]RRP�DQG�VXSSRUW�IRU�+70/�

�� &DOHQGDU�DJHQGD�YLHZ�HQKDQFHG��VKRZLQJ�DWWHQGLQJ�VWDWXV�IRU�HDFK�LQYLWHH��DQG�DELOLW\�WR�LQYLWH�
QHZ�JXHVWV�WR�HYHQWV

�� 2SWLPL]HG�KDUGZDUH�VSHHG�DQG�UHYDPSHG�8,

�� 6XSSRUW�IRU�PRUH�VFUHHQ�VL]HV�DQG�UHVROXWLRQV��ZLWK�EHWWHU�FRQWUDVW�UDWLR

�� ,PSURYHG�*RRJOH�0DSV������

�� 0RWLRQ(YHQW�FODVV�HQKDQFHG�WR�WUDFN�PXOWL�WRXFK�HYHQWV

�� $GGLWLRQ�RI�OLYH�ZDOOSDSHUV��DOORZLQJ�WKH�DQLPDWLRQ�RI�KRPH�VFUHHQ�EDFNJURXQG�LPDJHV�WR�VKRZ�
PRYHPHQW

Exploit��QRW�H[FOXVLYHO\�D�WHUP�UHODWHG�WR�WKH�$QGURLG�26�EXW�WR�FRPSXWLQJ�LQ�JHQHUDO��LW�LV�WKH�SURFHVV�RI�WDNLQJ�DGYDQ�
WDJH�RI�D�SURJUDPPLQJ�YXOQHUDELOLW\�LQ�RUGHU�WR�PDNH�VRPHWKLQJ�XQH[SHFWHG�RFFXU�

EXT (Extended File System)��WKH�(;7�ZDV�WKH�ÀUVW�ÀOH�V\VWHP�WDLORU�PDGH�IRU�WKH�/LQX[�NHUQHO�

Force Close��RIWHQ�UHIHUUHG�WR�VLPSO\�DV�D�)&��WKLV�LV�$QGURLG�VODQJ�IRU�FUDVKLQJ�DSSV�

Fastboot��D�GLDJQRVWLF�VHWWLQJ�PHDQW�WR�PRGLI\�WKH�VHWWLQJV�RI�WKH�ÁDVK�ÀOH�V\VWHP�RYHU�D�86%�FRQQHFWLRQ�

Flashing��WKLV�LV�WKH�PHPRU\�XVHG�LQ�DOO�\RXU�$QGURLG�GHYLFHV�
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Froyo (Android 2.2)��UHOHDVHG�RQ�0D\�����������WKLV�XSGDWH�ZDV�EDVHG�RQ�WKH��������/LQX[�NHUQHO�DQG�LQFOXGHG�WKH�
IROORZLQJ�QHZ�IHDWXUHV�

�� 6SHHG��PHPRU\��DQG�SHUIRUPDQFH�RSWLPL]DWLRQV

�� $GGLWLRQDO�DSSOLFDWLRQ�VSHHG�LPSURYHPHQWV��LPSOHPHQWHG�WKURXJK�-,7�FRPSLODWLRQ

�� ,QWHJUDWLRQ�RI�&KURPH·V�9��-DYD6FULSW�HQJLQH�LQWR�WKH�%URZVHU�DSSOLFDWLRQ

�� 6XSSRUW�IRU�WKH�$QGURLG�&ORXG�WR�'HYLFH�0HVVDJLQJ��&�'0��VHUYLFH��HQDEOLQJ�SXVK�QRWLÀFDWLRQV

�� ,PSURYHG�0LFURVRIW�([FKDQJH�VXSSRUW��LQFOXGLQJ�VHFXULW\�SROLFLHV��DXWR�GLVFRYHU\��*$/�ORRN�XS��
FDOHQGDU�V\QFKURQL]DWLRQ�DQG�UHPRWH�ZLSH

�� ,PSURYHG�DSSOLFDWLRQ�ODXQFKHU�ZLWK�VKRUWFXWV�WR�3KRQH�DQG�%URZVHU�DSSOLFDWLRQV

�� 86%�WHWKHULQJ�DQG�:L�)L�KRWVSRW�IXQFWLRQDOLW\

�� $GGHG�DQ�RSWLRQ�WR�GLVDEOH�GDWD�DFFHVV�RYHU�PRELOH�QHWZRUN

�� 8SGDWHG�0DUNHW�DSSOLFDWLRQ�ZLWK�EDWFK�DQG�DXWRPDWLF�XSGDWH�IHDWXUHV

�� 4XLFN�VZLWFKLQJ�EHWZHHQ�PXOWLSOH�NH\ERDUG�ODQJXDJHV�DQG�WKHLU�GLFWLRQDULHV

�� 9RLFH�GLDOLQJ�DQG�FRQWDFW�VKDULQJ�RYHU�%OXHWRRWK

�� 6XSSRUW�IRU�%OXHWRRWK�HQDEOHG�FDU�DQG�GHVN�GRFNV

�� 6XSSRUW�IRU�QXPHULF�DQG�DOSKDQXPHULF�SDVVZRUGV

�� 6XSSRUW�IRU�ÀOH�XSORDG�ÀHOGV�LQ�WKH�%URZVHU�DSSOLFDWLRQ

�� 6XSSRUW�IRU�LQVWDOOLQJ�DSSOLFDWLRQV�WR�WKH�H[SDQGDEOH�PHPRU\

�� $GREH�)ODVK�VXSSRUW

�� 6XSSRUW�IRU�H[WUD�KLJK�33,�VFUHHQV�����SSL���VXFK�DV��µ����S

�� *DOOHU\�DOORZV�XVHUV�WR�YLHZ�SLFWXUH�VWDFNV�XVLQJ�D�]RRP�JHVWXUH

Gingerbread (Android 2.3)��UHOHDVHG�RQ�'HFHPEHU����������WKLV�XSGDWH�ZDV�EDVHG�RQ�WKH��������/LQX[�NHUQHO�DQG�
LQFOXGHG�WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� 8SGDWHG�XVHU�LQWHUIDFH�GHVLJQ�ZLWK�LQFUHDVHG�VLPSOLFLW\�DQG�VSHHG

�� 6XSSRUW�IRU�H[WUD�ODUJH�VFUHHQ�VL]HV�DQG�UHVROXWLRQV��:;*$�DQG�KLJKHU�

�� 1DWLYH�VXSSRUW�IRU�6,3�9R,3�LQWHUQHW�WHOHSKRQ\

�� )DVWHU��PRUH�LQWXLWLYH�WH[W�LQSXW�LQ�YLUWXDO�NH\ERDUG��ZLWK�LPSURYHG�DFFXUDF\��EHWWHU�VXJJHVWHG�
WH[W�DQG�YRLFH�LQSXW�PRGH

�� (QKDQFHG�FRS\�SDVWH�IXQFWLRQDOLW\��DOORZLQJ�XVHUV�WR�VHOHFW�D�ZRUG�E\�SUHVV�KROG��FRS\��DQG�
SDVWH

�� 6XSSRUW�IRU�1HDU�)LHOG�&RPPXQLFDWLRQ��1)&���DOORZLQJ�WKH�XVHU�WR�UHDG�DQ�1)&�WDJ�HPEHGGHG�
LQ�D�SRVWHU��VWLFNHU��RU�DGYHUWLVHPHQW

�� 1HZ�DXGLR�HIIHFWV�VXFK�DV�UHYHUE��HTXDOL]DWLRQ��KHDGSKRQH�YLUWXDOL]DWLRQ��DQG�EDVV�ERRVW

�� 1HZ�'RZQORDG�0DQDJHU��JLYLQJ�XVHUV�HDV\�DFFHVV�WR�DQ\�ÀOH�GRZQORDGHG�IURP�WKH�EURZVHU��
HPDLO��RU�DQRWKHU�DSSOLFDWLRQ

�� 6XSSRUW�IRU�PXOWLSOH�FDPHUDV�RQ�WKH�GHYLFH��LQFOXGLQJ�D�IURQW�IDFLQJ�FDPHUD��LI�DYDLODEOH
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�� 6XSSRUW�IRU�:HE0�93��YLGHR�SOD\EDFN��DQG�$$&�DXGLR�HQFRGLQJ

�� ,PSURYHG�SRZHU�PDQDJHPHQW�ZLWK�D�PRUH�DFWLYH�UROH�LQ�PDQDJLQJ�DSSV�WKDW�DUH�NHHSLQJ�WKH�
GHYLFH�DZDNH�IRU�WRR�ORQJ

�� (QKDQFHG�VXSSRUW�IRU�QDWLYH�FRGH�GHYHORSPHQW

�� 6ZLWFKHG�IURP�<$))6�WR�H[W��RQ�QHZHU�GHYLFHV

�� $XGLR��JUDSKLFDO��DQG�LQSXW�HQKDQFHPHQWV�IRU�JDPH�GHYHORSHUV

�� &RQFXUUHQW�JDUEDJH�FROOHFWLRQ�IRU�LQFUHDVHG�SHUIRUPDQFH

�� 1DWLYH�VXSSRUW�IRU�PRUH�VHQVRUV��VXFK�DV�J\URVFRSHV�DQG�EDURPHWHUV�

Governor��\RX·OO�EH�VHHLQJ�WKLV�WHUP�RQFH�\RX�VWDUW�ÁDVKLQJ�FXVWRP�520V�DQG�.HUQHOV��WKH�JRYHUQRU�FRQWUROV�WKH�
VSHHG�RI�WKH�&38�DQG�RQFH�\RX�KDYH�6XSHUXVHU�SULYLOHJHV��\RX·OO�EH�DEOH�WR�VHW�LW�WR�\RXU�OLNLQJ�

Honeycomb (Android 3.0)��UHOHDVHG�RQ�)HEUXDU\�����������WKLV�ZDV�WKH�ÀUVW�7DEOHW�H[FOXVLYH�$QGURLG�UHOHDVH��EDVHG�
RQ�WKH��������/LQX[�NHUQHO��LW�ZDV�ÀUVW�IHDWXUHG�LQ�WKH�0RWRUROD�;RRP�7DEOHW�DQG�RIIHUHG�WKH�IROORZLQJ�FKDQJHV�

�� 2SWLPL]HG�WDEOHW�VXSSRUW�ZLWK�D�QHZ�YLUWXDO�DQG�´KRORJUDSKLFµ�XVHU�LQWHUIDFH

�� $GGHG�6\VWHP�%DU��IHDWXULQJ�TXLFN�DFFHVV�WR�QRWLÀFDWLRQV��VWDWXV��DQG�VRIW�QDYLJDWLRQ�EXWWRQV��
DYDLODEOH�DW�WKH�ERWWRP�RI�WKH�VFUHHQ

�� $GGHG�$FWLRQ�%DU��JLYLQJ�DFFHVV�WR�FRQWH[WXDO�RSWLRQV��QDYLJDWLRQ��ZLGJHWV��RU�RWKHU�W\SHV�RI�
FRQWHQW�DW�WKH�WRS�RI�WKH�VFUHHQ

�� 6LPSOLÀHG�PXOWLWDVNLQJ�²�WDSSLQJ�5HFHQW�$SSV�LQ�WKH�6\VWHP�%DU�DOORZV�XVHUV�WR�VHH�VQDSVKRWV�
RI�WKH�WDVNV�XQGHUZD\�DQG�TXLFNO\�MXPS�IURP�RQH�DSS�WR�DQRWKHU

�� 5HGHVLJQHG�NH\ERDUG��PDNLQJ�W\SLQJ�IDVW��HIÀFLHQW�DQG�DFFXUDWH�RQ�ODUJHU�VFUHHQ�VL]HV

�� 6LPSOLÀHG��PRUH�LQWXLWLYH�FRS\�SDVWH�LQWHUIDFH

�� 0XOWLSOH�EURZVHU�WDEV�UHSODFLQJ�EURZVHU�ZLQGRZV��SOXV�IRUP�DXWR�ÀOO�DQG�D�QHZ�´LQFRJQLWRµ�PRGH�
DOORZLQJ�DQRQ\PRXV�EURZVLQJ
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�� 4XLFN�DFFHVV�WR�FDPHUD�H[SRVXUH��IRFXV��ÁDVK��]RRP��IURQW�IDFLQJ�FDPHUD��WLPH�ODSVH��DQG�
PRUH

�� $ELOLW\�WR�YLHZ�DOEXPV�DQG�RWKHU�FROOHFWLRQV�LQ�IXOO�VFUHHQ�PRGH�LQ�*DOOHU\��ZLWK�HDV\�DFFHVV�WR�
WKXPEQDLOV�IRU�RWKHU�SKRWRV

�� 1HZ�WZR�SDQH�&RQWDFWV�8,�DQG�)DVW�6FUROO�WR�OHW�XVHUV�HDVLO\�RUJDQL]H�DQG�ORFDWH�FRQWDFWV

�� 1HZ�WZR�SDQH�(PDLO�8,�WR�PDNH�YLHZLQJ�DQG�RUJDQL]LQJ�PHVVDJHV�PRUH�HIÀFLHQW��DOORZLQJ�XVHUV�
WR�VHOHFW�RQH�RU�PRUH�PHVVDJHV

�� 6XSSRUW�IRU�YLGHR�FKDW�XVLQJ�*RRJOH�7DON

�� +DUGZDUH�DFFHOHUDWLRQ

�� 6XSSRUW�IRU�PXOWL�FRUH�SURFHVVRUV

�� $ELOLW\�WR�HQFU\SW�DOO�XVHU�GDWD

Hotspot��VODQJ�IRU�D�VSRW�WKDW�RIIHUV�LQWHUQHW�DFFHVV�RYHU�:L�)L�

Hboot��$QGURLG·V�HTXLYDOHQW�RI�\RXU�3&·V�%,26�

Ice Cream Sandwich (Android 4.0)��UHOHDVHG�RQ�2FWREHU�����������DORQJVLGH�WKH�*DOD[\�1H[XV��WKLV�XSGDWH�ZDV�
EDVHG�RQ�WKH�������/LQX[�NHUQHO�DQG�LQFOXGHG�WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� (QKDQFHG�VSHHG�DQG�SHUIRUPDQFH

�� 9LUWXDO�EXWWRQV�LQ�WKH�8,��LQ�SODFH�RI�FDSDFLWLYH�RU�SK\VLFDO�EXWWRQV

�� 6HSDUDWLRQ�RI�ZLGJHWV�LQ�D�QHZ�WDE��OLVWHG�LQ�D�VLPLODU�PDQQHU�WR�DSSV

�� (DVLHU�WR�FUHDWH�IROGHUV��ZLWK�D�GUDJ�DQG�GURS�VW\OH

�� $�FXVWRPL]DEOH�ODXQFKHU

�� ,PSURYHG�YLVXDO�YRLFHPDLO�ZLWK�WKH�DELOLW\�WR�VSHHG�XS�RU�VORZ�GRZQ�YRLFHPDLO�PHVVDJHV

�� 3LQFK�WR�]RRP�IXQFWLRQDOLW\�LQ�WKH�FDOHQGDU

�� 2IÁLQH�VHDUFK��D�WZR�OLQH�SUHYLHZ��DQG�QHZ�DFWLRQ�EDU�DW�WKH�ERWWRP�RI�WKH�*PDLO�DSS

�� $ELOLW\�WR�VZLSH�OHIW�RU�ULJKW�WR�VZLWFK�EHWZHHQ�*PDLO�FRQYHUVDWLRQV

�� ,QWHJUDWHG�VFUHHQVKRW�FDSWXUH��DFFRPSOLVKHG�E\�KROGLQJ�GRZQ�WKH�3RZHU�DQG�9ROXPH�'RZQ�
EXWWRQV�

�� ,PSURYHG�HUURU�FRUUHFWLRQ�RQ�WKH�NH\ERDUG

�� $ELOLW\�WR�DFFHVV�DSSV�GLUHFWO\�IURP�ORFN�VFUHHQ��VLPLODU�WR�+7&�6HQVH���[�

�� ,PSURYHG�FRS\�DQG�SDVWH�IXQFWLRQDOLW\

�� %HWWHU�YRLFH�LQWHJUDWLRQ�DQG�FRQWLQXRXV��UHDO�WLPH�VSHHFK�WR�WH[W�GLFWDWLRQ

�� )DFH�8QORFN��D�IHDWXUH�WKDW�DOORZV�XVHUV�WR�XQORFN�KDQGVHWV�XVLQJ�IDFLDO�UHFRJQLWLRQ�VRIWZDUH

�� 1HZ�WDEEHG�ZHE�EURZVHU��DOORZLQJ�XS�WR����WDEV

�� $XWRPDWLF�V\QFLQJ�RI�EURZVHU�ZLWK�XVHUV·�&KURPH�ERRNPDUNV

�� $�QHZ�W\SHIDFH�IDPLO\�IRU�WKH�8,��5RERWR

�� 'DWD�8VDJH�VHFWLRQ�LQ�VHWWLQJV�WKDW�OHWV�XVHUV�VHW�ZDUQLQJV�ZKHQ�WKH\�DSSURDFK�D�FHUWDLQ�XVDJH�
OLPLW��DQG�GLVDEOH�GDWD�XVH�ZKHQ�WKH�OLPLW�LV�H[FHHGHG
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�� $ELOLW\�WR�VKXW�GRZQ�DSSV�WKDW�DUH�XVLQJ�GDWD�LQ�WKH�EDFNJURXQG

�� ,PSURYHG�FDPHUD�DSS�ZLWK�]HUR�VKXWWHU�ODJ��WLPH�ODSVH�VHWWLQJV��SDQRUDPD�PRGH��DQG�WKH�DELOLW\�
WR�]RRP�ZKLOH�UHFRUGLQJ

�� %XLOW�LQ�SKRWR�HGLWRU

�� 1HZ�JDOOHU\�OD\RXW��RUJDQL]HG�E\�ORFDWLRQ�DQG�SHUVRQ

�� 5HIUHVKHG�´3HRSOHµ�DSS�ZLWK�VRFLDO�QHWZRUN�LQWHJUDWLRQ��VWDWXV�XSGDWHV�DQG�KL�UHV�LPDJHV

�� $QGURLG�%HDP��D�QHDU�ÀHOG�FRPPXQLFDWLRQ�IHDWXUH�DOORZLQJ�WKH�UDSLG�VKRUW�UDQJH�H[FKDQJH�RI�
ZHE�ERRNPDUNV��FRQWDFW�LQIR��GLUHFWLRQV��<RX7XEH�YLGHRV�DQG�RWKHU�GDWD

�� +DUGZDUH�DFFHOHUDWLRQ�RI�WKH�8,

�� 5HVL]DEOH�ZLGJHWV�²�DOUHDG\�SDUW�RI�$QGURLG�����IRU�WDEOHWV��EXW�QHZ�IRU�FHOOSKRQHV

�� :L�)L�'LUHFW

�� ����S�YLGHR�UHFRUGLQJ�IRU�VWRFN�$QGURLG�GHYLFHV

�� -HOO\�%HDQ��$QGURLG�����������UHOHDVHG�RQ�1RYHPEHU�����������DORQJVLGH�WKH�/*�1H[XV���DQG�
WKH�6DPVXQJ�1H[XV�����WKLV�XSGDWH�LQFOXGHG�WKH�IROORZLQJ�QHZ�IHDWXUHV�

�� ´3KRWR�6SKHUHµ�SDQRUDPD�SKRWRV>��@

�� .H\ERDUG�ZLWK�JHVWXUH�W\SLQJ��WKLV�IHDWXUH�LV�DOVR�DYDLODEOH�IRU�$QGURLG�����DQG�ODWHU�YLD�WKH�
*RRJOH�.H\ERDUG�DSS�

�� /RFN�VFUHHQ�LPSURYHPHQWV��LQFOXGLQJ�ZLGJHW�VXSSRUW�DQG�WKH�DELOLW\�WR�VZLSH�GLUHFWO\�WR�FDP�
HUD>��@

�� 1RWLÀFDWLRQ�SRZHU�FRQWUROV��´4XLFN�6HWWLQJVµ�

�� ´'D\GUHDPµ�VFUHHQVDYHUV��VKRZLQJ�LQIRUPDWLRQ�ZKHQ�LGOH�RU�GRFNHG

�� 0XOWLSOH�XVHU�DFFRXQWV��WDEOHWV�RQO\�

�� 6XSSRUW�IRU�ZLUHOHVV�GLVSOD\��0LUDFDVW�

�� $FFHVVLELOLW\�LPSURYHPHQWV��WULSOH�WDS�WR�PDJQLI\�WKH�HQWLUH�VFUHHQ��SDQ�DQG�]RRP�ZLWK�WZR�ÀQ�
JHUV��6SHHFK�RXWSXW�DQG�*HVWXUH�0RGH�QDYLJDWLRQ�IRU�EOLQG�XVHUV

�� 1HZ�FORFN�DSS�ZLWK�EXLOW�LQ�ZRUOG�FORFN��VWRS�ZDWFK�DQG�WLPHU

�� $OO�GHYLFHV�QRZ�XVH�WKH�VDPH�LQWHUIDFH�OD\RXW��SUHYLRXVO\�DGDSWHG�IURP�SKRQHV�RQ�����IRU�
VPDOOHU�WDEOHWV��ZLWK�FHQWHUHG�VRIWZDUH�EXWWRQV��WKH�V\VWHP�EDU�DW�WKH�WRS�RI�WKH�VFUHHQ��DQG�D�
KRPH�VFUHHQ�ZLWK�D�GRFN�DQG�FHQWHUHG�DSSOLFDWLRQ�PHQX���UHJDUGOHVV�RI�VFUHHQ�VL]H

�� ,QFUHDVHG�QXPEHU�RI�H[WHQGHG�QRWLÀFDWLRQV�DQG�$FWLRQDEOH�1RWLÀFDWLRQV�IRU�PRUH�DSSV��DOORZLQJ�
XVHUV�WR�UHVSRQG�WR�FHUWDLQ�QRWLÀFDWLRQV�ZLWKLQ�WKH�QRWLÀFDWLRQ�EDU�DQG�ZLWKRXW�ODXQFKLQJ�WKH�DSS�
GLUHFWO\

�� $OZD\V�RQ�931

�� 3UHPLXP�606�FRQÀUPDWLRQ>���@

�� *URXS�0HVVDJLQJ
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JIT (Just-in-Time Compiler)��DOVR�NQRZQ�DV�G\QDPLF�WUDQVODWLRQ��LW�ZDV�LQWURGXFHG�LQ�$QGURLG������)UR\R���LW·V�D�
PHWKRG�PHDQW�WR�LPSURYH�WKH�SHUIRUPDQFH�RI�DSSV�

Kang��D�.DQJ�UHOHDVH�LV�WKH�QDPH�JLYHQ�WR�D�UHOHDVH�EDVHG�RQ�VPDOO�PRGLÀFDWLRQV�WR�DQRWKHU�SUHYLRXV�RQH��GRQH�E\�
VRPHRQH�GLIIHUHQW�WKDQ�WKH�RULJLQDO�SURJUDPPHU�

Kernel��\RXU�.HUQHO�DOORZV�\RXU�SKRQH·V�VRIWZDUH�WR�LQWHUIDFH�ZLWK�LWV�KDUGZDUH�DQG�DV�VXFK�DOO�FXVWRP�RQHV�DUH�GH�
VLJQHG�WR�LPSURYH�WKH�GHJUHH�WR�ZKLFK�\RX�FDQ�WDNH�DGYDQWDJH�RI�WKH�IXOO�FDSDELOLW\�RI�\RXU�FRPSRQHQWV��520V�RIWHQ�
LQFOXGH�WKHLU�RZQ�FXVWRP�.HUQHOV��DOWKRXJK�WKHUH·V�DOVR�D�ZLGH�YDULHW\�RI�VWDQGDORQH�RQHV�

Mod��WKLV�LV�KRZ�ZH�UHIHU�WR�DQ\�PRGLÀHG�VRIWZDUH�WKDW�KDV�EHHQ�WDPSHUHG�ZLWK�WR�GR�VRPHWKLQJ�WKDW�LW�ZDVQ·W�PHDQW�
WR�GR�LQ�WKH�ÀUVW�SODFH��RIWHQ�ZLWK�DZHVRPH�UHVXOWV�

NAND��D�W\SH�RI�ÁDVK�PHPRU\�

Nandroid��XVLQJ�1DQGURLG�\RX�FDQ�SHUIRUP�IXOO�EDFNXSV�DQG�UHVWRUH�WKHP�IURP�\RXU�5HFRYHU\�VFUHHQ��OHDUQ�WR�ORYH�LW�
DQG�XVH�LW�RIWHQ�

Nightly��WKHVH�DUH�EXLOGV�WKDW�DUH�FRPSLOHG�DIWHU�HDFK�GD\�RI�GHYHORSPHQW��XVHUV�RI�1LJKWO\�UHOHDVHV�DUH�RIWHQ�RIIHUHG�
WKH�PRVW�FXWWLQJ�HGJH�RI�IHDWXUHV�DW�WKH�SULFH�RI�OHVVHU�VWDELOLW\�DQG�KDYLQJ�WR�GR�IUHTXHQW�XSGDWHV�

Open & Closed Beta��WKHLU�QDPHV�SUHWW\�PXFK�JLYH�LW�DZD\��FORVHG�EHWDV�DUH�OLPLWHG�WR�D�VHOHFW�JURXS�RI�WHVWHUV�
ZKHUHDV�2SHQ�EHWDV�DUH�DYDLODEOH�WR�WKH�SXEOLF��7ZR�GLIIHUHQW�PHWKRGRORJLHV�LQ�RUGHU�WR�FRPSLOH�WKH�PRVW�LQIRUPDWLRQ�
SRVVLEOH�DERXW�D�VRIWZDUH·V�SHUIRUPDQFH�LQ�RUGHU�WR�LPSURYH�LW�EHIRUH�LWV³KRSHIXOO\³WLPHO\�UHOHDVH�

Overclock��D�PHWKRG�WKURXJK�ZKLFK�\RX�FDQ�IRUFH�\RXU�SURFHVVRU�WR�UXQ�DW�KLJKHU�VSHHGV�WKDQ�LW·V�RULJLQDOO\�PHDQW�
WR��,W·V�FRQVLGHUHG�D�ELW�ULVN\��EXW�ZLWK�VRPH�UHVHDUFK�\RX�VKRXOG�EH�DEOH�WR�ÀQG�RXW�KRZ�IDU�RWKHU�XVHUV�KDYH�VDIHO\�
SXVKHG�WKHLUV�

Partition��PXFK�OLNH�\RXU�GHVNWRS·V�KDUG�GULYH��\RXU�SKRQH·V�LQWHUQDO�VWRUDJH�FDQ�EH�SDUWLWLRQHG�IRU�RUJDQL]DWLRQ·V�
VDNH�

Recovery��WKLV�LV�D�ERRWLQJ�RSWLRQ�IRU�\RXU�SKRQH��IURP�ZKHUH�\RX�FDQ�ÁDVK�XSGDWHV�RU�FXVWRP�ÀUPZDUH��DV�ZHOO�DV�
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GR�IXOO�ZLSHV�DQG�SHUIRUP�EDFNXSV��<RX·OO�OLNHO\�EH�DVNHG�WR�UXQ�D�SDWFKHG�5HFRYHU\�LPDJH�WR�PDNH�\RXU�OLIH�HDVLHU�

Rom/Firmware��D�520�LV�D�PRGLÀHG�26�IRU�\RXU�SKRQH��ZKLFK�\RX�FDQ�ÁDVK�RQFH�\RXU�GHYLFH�LV�URRWHG��7KH\·UH�
XVXDOO\�MDP�SDFNHG�ZLWK�IHDWXUHV�WKDW�WKH�RIÀFLDO�$QGURLG�UHOHDVHV�PD\�QRW�RIIHU�\HW��RU�VLPSO\�RIIHU�\RX�WKH�FKDQFH�WR�
XSGDWH�WR�D�KLJKHU�UHOHDVH�WKDQ�PD\�EH�DYDLODEOH�IRU�\RXU�GHYLFH�DW�WKH�PRPHQW�GXH�WR�FDUULHU�OLPLWDWLRQV�

RAM (Random Access Memory)��D�JURXS�RI�PHPRU\�FKLSV��W\SLFDOO\�RI�WKH�G\QDPLF�5$0��'5$0��W\SH��ZKLFK�IXQF�
WLRQ�DV�WKH�FRPSXWHU·V�SULPDU\�ZRUNVSDFH�

Root��WKH�ÀUVW�OHYHO�RI�\RXU�V\VWHP�IROGHU�

SBC��WKLV�LV�RYHUFORFNLQJ·V�OLWWOH�NQRZQ�FRXVLQ��WKH�LGHD�LV�WR�DOORZ�\RXU�EDWWHU\�WR�EH�FKDUJHG�SDVW�UHJXODU�DQG�VDIH�
OHYHOV��WKHUHE\�LQFUHDVLQJ�LWV�GXUDWLRQ�SHU�FKDUJH��EXW�SRWHQWLDOO\�UHGXFLQJ�LWV�OLIHWLPH�RYHUDOO�

Sideloading��VLGHVWHSSLQJ�WKH�$QGURLG�PDUNHW�ZKHQ�LW�FRPHV�WR�LQVWDOOLQJ�DSSOLFDWLRQV�

Superuser/SU��\RX�PLJKW�FRPSDUH�WKLV�WR�DGPLQLVWUDWLYH�SULYLOHJHV�RQ�D�:LQGRZV�FRPSXWHU��D�6XSHUXVHU�DFFRXQW�
JLYHV�\RX�IXOO�DFFHVV�WR�\RXU�GHYLFH·V�V\VWHP��WKHUHE\�DOORZLQJ�\RX�WR�WDS�LQWR�LWV�SRWHQWLDO�IRU�HLWKHU�JRRG��RU�HYLO��QR��
UHDOO\��\RX�FDQ�FDXVH�VRPH�VHULRXV�KDUP�LI�\RX�PHVV�DURXQG�EOLQGO\�LQ�WKHUH��

SDK��DOVR�UHIHUUHG�WR�DV�WKH�GHYNLW��LW·V�WKH�VHW�RI�WRROV�WKDW�PDNHV�SRVVLEOH�WKH�FUHDWLRQ�RI�DSSOLFDWLRQV�IRU�D�SDUWLFXODU�
26��LQ�WKLV�FDVH��$QGURLG�

Stock��WKH�$QGURLG�V\VWHP�LQ�DOO�LWV�RIÀFLDO�JORU\��FDQ�DOVR�EH�XVHG�DV�VODQJ�IRU�DQ\�RWKHU�VRIWZDUH�RU�26·V�QRQ�PRG�
GHG�YHUVLRQV�

Tethering��WKURXJK�WHWKHULQJ��\RX�FDQ�VKDUH�\RXU�GHYLFH·V�RZQ�LQWHUQHW�FRQQHFWLRQ�ZLWK�RWKHU�FRPSXWHUV�HLWKHU�RYHU�
:L�)L��%OXHWRRWK�RU�D�SK\VLFDO�FRQQHFWLRQ��7KLV�LV�RIWHQ�OLPLWHG�E\�FDUULHUV��EXW�\RX·OO�EH�DEOH�WR�WDNH�DGYDQWDJH�RI�WKLV�
IHDWXUH�RQFH�\RX·UH�URRWHG�

Underclock��WKH�RSSRVLWH�RI�RYHUFORFNLQJ��<RX�PLJKW�ZRQGHU�ZK\�RQ�HDUWK�DQ\RQH�ZRXOG�ZDQW�WR�PDNH�WKHLU�SKRQH�
UXQ�VORZHU��VR�WR�VSHDN��DQG�WKH�VLPSOH�DQVZHU�LV�WR�LPSURYH�\RXU�EDWWHU\�OLIH�E\�VDYLQJ�RQ�UHVRXUFHV�ZKHQ�\RX·UH�QRW�
SXVKLQJ�\RXU�SKRQH�WR�LWV�PD[LPXP�FDSDFLW\�

Undervolt��PXFK�OLNH�XQGHUFORFNLQJ��E\�XQGHUYROWLQJ��\RX�FDQ�WDNH�DZD\�VRPH�RI�\RXU�&38·V�SRZHU��WKHUHE\�LQFUHDV�
LQJ�\RXU�EDWWHU\�OLIH�DQG�UHVXOWLQJ�DOVR�LQ�ORZHU�RYHUDOO�WHPSHUDWXUHV�

USB (Universal Serial Bus)��\RX�VKRXOG�DOUHDG\�EH�IDPLOLDU�ZLWK�WKLV�WHUP�LI�\RX�VSHQG�DQ\�VRUW�RI�WLPH�LQ�WKH�JHQHUDO�
YLFLQLW\�RI�D�FRPSXWHU��\RX·OO�OLNHO\�KDYH�WR�SOXJ�LQ�\RXU�SKRQH�VHYHUDO�WLPHV�GXULQJ�WKH�URRWLQJ�SURFHVV�LQ�RUGHU�WR�WUDQV�
IHU�ÀOHV�RU�PRYH�EDFNXSV�WR�\RXU�3&��0RVW�SKRQHV�XVH�D�YDULDWLRQ�RI�WKLV�SRUW��WKH�PLFUR86%��WR�FKDUJH�DQG�V\QF�

XDA Developers Forums��DV�WKH�JXLGH�SURJUHVVHV��\RX·OO�VHH�XV�PDNLQJ�PHQWLRQ�RI�VHYHUDO�RULJLQDO�VRXUFHV�IURP�
WKHVH�IRUXPV��;'$�DUH�WKH�ELJJHVW�VRXUFH�DQG�KXE�IRU�$QGURLG�GHYHORSHUV�RQOLQH�DQG�PRVW�ELJ�WLFNHW�SURMHFWV�KDYH�
KDG�WKHLU�VWDUW�WKHUH�DQG�VWLOO�PDLQWDLQ�WKHLU�RZQ�VXEVHFWLRQV�RU�WKUHDGV�ZKHUH�QHZ�XSGDWHV�DUH�FRQVWDQWO\�SRVWHG��,I�
\RX�ZDQW�WR�VWD\�RQ�WRS�RI�WKH�$QGURLG�VFHQH��VZLQJ�E\�RIWHQ�
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3. Do I Really Need to Root?                             
1RZ��EHIRUH�ZH�DFWXDOO\�JHW�GRZQ�WR�EXVLQHVV��\RX�QHHG�WR�VLW�GRZQ��WDNH�D�GHHS�EUHDWK�DQG�DVN�\RXUVHOI�D�YHU\�LP�
SRUWDQW�TXHVWLRQ��GR�,�UHDOO\�QHHG�WR�URRW�P\�GHYLFH"

7KLQN�FDUHIXOO\��1RW�RQO\�LV�\RXU�ÀUVW�WLPH�OLNHO\�WR�WDNH�D�ZKLOH�DV�\RX�JHW�IDPLOLDU�ZLWK�WKH�LQQHU�ZRUNLQJV�RI�\RXU�
SKRQH��EXW�UHVHDUFK�KDV�IRXQG�WKDW�DQ�DODUPLQJO\�KLJK�SHUFHQWDJH�RI�ÀUVW�WLPH�URRW�XVHUV�RIWHQ�FDQ�QHYHU�JR�EDFN�WR�
WKHLU�UHJXODU�OLYHV�²�WKH\·UH�GHVWLQHG�WR�GHYRWH�D�QLFH�FKXQN�RI�WKHLU�WLPH�WR�ÀQGLQJ�HYHU�EHWWHU�520V��WU\LQJ�RXW�QHZ�
.HUQHOV�DQG�RWKHU�GHYLDQW�DFWLYLWLHV�

$V�WR�WKH�DFWXDO�UHDVRQV�ZK\�\RX�PLJKW�need�WR�URRW�\RXU�GHYLFH��WKH\�UDQJH�IURP�LPSURYLQJ�LWV�SHUIRUPDQFH�E\�
LQVWDOOLQJ�FXVWRP�520V�DQG�.HUQHOV��WR�ZLVKLQJ�WR�XVH�DQ\�SDUWLFXODU�DSS�WKDW�UHTXLUHV�URRW�DFFHVV��,I�\RX·UH�FRPLQJ�
RYHU�IURP�WKH�GDUN�VLGH��XVLQJ�DQ�L3KRQH���WKLV�LV�WKH�HTXLYDOHQW�RI�-DLOEUHDNLQJ�

1RW�HYHU\WKLQJ�LV�DOO�IXQ�DQG�JDPHV�ZKHQ�PHVVLQJ�ZLWK�\RXU�$QGURLG�VPDUWSKRQH��RI�FRXUVH��ZKLFK�EULQJV�XV�IRUWK�WR�
RXU�QH[W�WRSLF�

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.makeuseof.com/pages/download
http://www.linkedin.com/shareArticle?mini=true&url=http://www.makeuseof.com/pages/download


ANDROID ROOTING GUIDE

15HTTP://MAKEUSEOF.COM
ALEXANDER CORDOVA share:

4. The Risks of Rooting                                      
7KH�ULVNV�RI�URRWLQJ�DUH�PDQ\��EXW�IDLUO\�VWUDLJKWIRUZDUG��<RX�QHHG�QRW�IHDU�DV�ORQJ�DV�\RX�GR�\RXU�UHVHDUFK�EHIRUH�\RX�
GR�DQ\�SHUPDQHQW�GDPDJH��WKH�FKDQFHV�RI�ZKLFK�DUH�YHU\�ORZ��ZH�MXVW�OLNH�WR�EH�GUDPDWLF��

)LUVW�RI�DOO��DQG�WKH�ZRUVW�SRVVLEOH�RXWFRPH��LV�EULFNLQJ�\RXU�$QGURLG�GHYLFH��7KRXJK�WKH�WHUP�EULFNLQJ�LV�RYHUO\�JUDSK�
LF��LW·V�RI�FRXUVH��QRW�OLWHUDO��<RXU�SKRQH�LV�FRQVLGHUHG�EULFNHG�LI�LW�HVVHQWLDOO\�VWRSV�ZRUNLQJ��EH�LW�VWXFN�LQ�DQ�HQGOHVV�
%RRWORRS��XQDEOH�WR�SRZHU�XS��HWF��,W�GRHV�KRZHYHU��QRW�DSSO\�WR�D�SKRQH�WKDW�KDV�EHHQ�ÁDWWHQHG�E\�D�ERRW�IRU�H[DP�
SOH��IRU�VXFK�RFFDVLRQV��WKH�WHUP�)8%$5�VXIÀFHV�

6HFRQGO\��ZLWK�JUHDW�SRZHU�FRPHV�JUHDW�UHVSRQVLELOLW\��,Q�WKLV�FDVH��WKRXJK�URRWLQJ�JLYHV�\RXU�6XSHUXVHU�SRZHUV��LW�
DOVR�SXQFWXUHV�WKH�YHLO�RI�SURWHFWLRQ�ODLG�E\�\RXU�PDQXIDFWXUHU�RU�FDUULHU�ZLWK�\RXU�SKRQH��DOORZLQJ�\RX�IRU�H[DPSOH�WR�
LQVWDOO�LQIHFWHG�DSSV�WKDW�KDYHQ·W�EHHQ�FXOOHG�E\�WKH�$QGURLG�0DUNHW·V�ÀOWHUV��$QGURLG�PDOZDUH�LV�D�IULJKWHQLQJ�UHDOLW\��
DQG�D�KLJK�SHUFHQWDJH�RI�XVHUV�KDYH�GHDOW�ZLWK�LW��7KH�HIIHFWV�WKDW�PD\�UDQJH�IURP�UHODWLYHO\�KDUPOHVV�FUDVKHV��WR�WKH�
SRVVLELOLW\�RI�KDYLQJ�\RXU�SULYDWH�LQIRUPDWLRQ�VWROHQ��MXVW�WR�HUU�RQ�WKH�VDIH�VLGH��\RX�SUREDEO\�ZDQW�WR�ÀQG�DQ�DGHTXDWH�
DQWLYLUXV�IRU�\RXU�SKRQH�

7KH�ÀQDO�ULVN��DQG�WKH�RQO\�XQDYRLGDEOH�FRQVHTXHQFH�RI�URRWLQJ��LV�WKH�YRLGLQJ�RI�\RXU�ZDUUDQW\��<RXU�PDQXIDFWXUHU�ZLOO�
QRW�EH�UHVSRQVLEOH�IRU�DQ\�OLDELOLW\�LQ�WKH�FDVH�\RX�GDPDJH�\RXU�SKRQH�E\�DQ\�PHDQV�RQFH�\RX·YH�FURVVHG�WKLV�EULGJH��
VR�WR�VSHDN��,W�PD\�VHHP�D�OLWWOH�LQWLPLGDWLQJ��EXW�LI�\RX·YH�VWXFN�ZLWK�WKLV�JXLGH�VR�IDU��ZH·OO�EHW�\RX·UH�WKH�NLQG�RI�XVHU�
WKDW�LV�ZLOOLQJ�WR�GR�WKHLU�UHVHDUFK�EHIRUH�PHVVLQJ�ZLWK�WKHLU�$QGURLG�GHYLFH��ZKLFK�LV�SUHWW\�PXFK�WKH�XOWLPDWH�LQVXU�
DQFH�DYDLODEOH�
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5. How To Fully Back Up Your Android Device   
,I�WKH�ODVW�VHFWLRQ�VFDUHG�\RX�DZD\�IURP�WKH�LGHD�RI�URRWLQJ�\RXU�GHYLFH��\RX�QHHGQ·W�IHDU��WKHUH�DUH�DV�PDQ\�RSWLRQV�
IRU�VHFXULQJ�\RXU�SKRQH�DV�WKHUH�DUH�IRU�SRWHQWLDOO\�PHVVLQJ�LW�XS��,W·V�DOO�WKDQNV�WR�$QGURLG·V�LQFUHGLEO\�DFWLYH�XVHU�
FRPPXQLW\�

3RVVLEO\�WKH�PRVW�LPSRUWDQW�DPRQJVW�WKHVH�RSWLRQV��LI�\RX�SODQ�RQ�URRWLQJ�\RXU�GHYLFH��LV�EDFNLQJ�XS�\RXU�ÀOHV�LQ�FDVH�
\RXU�SKRQH�LV�SRWHQWLDOO\�UHQGHUHG�XVHOHVV�DQG�\RX�FDQQRW�JHW�WR�WKHP��,Q�WRGD\·V�DJH�RI�HYHU�SUHVHQW�FRPSXWHU�DQG�
,QWHUQHW�DFFHVV��\RX·YH�XQGRXEWHGO\�FRPH�DFURVV�WKLV�WHUP�DW�VRPH�SRLQW��%DFNLQJ�XS�\RXU�ÀOHV�EDVLFDOO\�HQWDLOV�PDN�
LQJ�D�FRS\�RI�WKHP�RQ�D�GLIIHUHQW�KDUG�GULYH��EH�LW�SRUWDEOH��D�VLPSOH�86%�ÁDVK�PHPRU\��RU�SHUKDSV�PRVW�FRQYHQLHQW��D�
FORXG�VHUYLFH�ZKLFK�DOORZV�\RX�WR�DFFHVV�WKHP�IURP�ZKHUHYHU�\RX�PD\�EH�DV�ORQJ�DV�\RX·YH�JRW�LQWHUQHW�DFFHVV�

$V�IDU�DV�EDVLF�RSWLRQV�JR��WKH�$QGURLG�26�FRPHV�RXW�RI�WKH�ER[�ZLWK�WKH�RSWLRQ�RI�HIIRUWOHVVO\�EDFNLQJ�XS�PRVW�RI�WKH�
GDWD�DVVRFLDWHG�ZLWK�\RXU�*RRJOH�DFFRXQWV��VXFK�DV�FRQWDFWV��ZLUHOHVV�VHWWLQJV��HWF���$YDLODEOH�WKURXJK�6HWWLQJV�!�
3HUVRQDO�!�%DFNXS�	�5HVHW��ZLWK�PRUH�RSWLRQV�XQGHU�6HWWLQJV�!�3HUVRQDO�!�$FFRXQWV�	�6\QF��

<RX�FDQ�DOVR�PDQXDOO\�FRS\�SLFWXUHV��PXVLF�DQG�YLGHRV�IURP�\RXU�SKRQH�RQWR�DQRWKHU�FRPSXWHU�E\�VLPSO\�SOXJJLQJ�LW�
LQ�ZLWK�D�86%�FRQQHFWRU��,W�ZLOO�WKHQ�DSSHDU�DV�DQ�H[WHUQDO�KDUG�GULYH��PRVW�PHGLD�ÀOHV�DUH�VWRUHG�LQ�WKH�'&,0�IROGHU�
IRXQG�ZLWKLQ��,I�\RX·UH�XVLQJ�D�0$&��\RX·OO�KDYH�WR�GRZQORDG�WKH�$QGURLG�)LOH�7UDQVIHU�WRRO�PDQXDOO\�IURP�WKH�$QGURLG�
ZHEVLWH�EHIRUH�\RX·UH�DEOH�WR�DFFHVV�\RXU�GHYLFH�DV�\RX�ZRXOG�DQ\�RWKHU�H[WHUQDO�ÀOH�VWRUDJH�XQLW�

,I�WKHVH�RSWLRQV�GRQ·W�FXW�LI�IRU�\RX��WKHQ�\RXU�EHVW�EHW�ZRXOG�EH�D�WKLUG�SDUW\�EDFNXS�DSSOLFDWLRQ��RI�ZKLFK�WKHUH�LV�D�
VWDJJHULQJ�YDULHW\�DYDLODEOH�IRU�WKH�$QGURLG�26�²�ERWK�IUHH�DQG�SDLG��6RPH�RQO\�ZRUN�RQ�URRWHG�GHYLFHV�

'RLQJ�D�IXOO�FRYHUDJH�RQ�EDFNXS�DSSV�DYDLODEOH�IRU�$QGURLG�ZRXOG�WDNH�D�ZKROH�JXLGH�LQ�DQG�RI�LWVHOI��VR�ZH·OO�VWLFN�ZLWK�
RXU�WRS�QRQ�URRWHG��VLQFH�WKDW·V�ZKDW�\RX·UH�KHUH�IRU��SLFNV�LQ�WKLV�VHFWLRQ��7KH�IROORZLQJ�VKRXOG�NHHS�\RX�FRYHUHG�LQ�
HYHU\�SRVVLEOH�VLWXDWLRQ�

�� 'URSER[��KDUGO\�D�QHZ�QDPH�LQ�WKH�EDFNXS�JDPH��WKH�PRELOH�YHUVLRQ�RI�'URSER[�DOORZV�\RX�WR�
HIIRUWOHVVO\�V\QF�ÀOHV�EHWZHHQ�\RXU�SKRQH�DQG�DQ\�RWKHU�GHYLFHV�ZLWK�,QWHUQHW�DFFHVV��,W�HYHQ�
LQFOXGHV�DQ�RSWLRQ�WR�DXWRPDWLFDOO\�XSORDG�DQ\�SKRWRV�\RX�WDNH�RU�YLGHRV�\RX�VKRRW�ZLWK�\RXU�
SKRQH�VR�\RX·OO�KDYH�D�IXOO�EDFNXS�RI�WKRVH�PRVW�SUHFLRXV�ÀOHV�ZLWKRXW�OLIWLQJ�D�ÀQJHU�
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�� +HOLXP��WKLV�DSS�RIIHUV�IHDWXUHV�FRPSDUDEOH�WR�WKDW�RI�7LWDQLXP�%DFNXS��ZH·OO�EH�FRYHULQJ�LW�
IXUWKHU�RQ��LQ�WKH�Apps for Rooted Users�VHFWLRQ���2QFH�\RX·YH�GRZQORDGHG�WKH�SKRQH�DSS�\RX�
KDYH�WR�GRZQORDG�DV�LWV�GHVNWRS�FRXQWHUSDUW�DV�ZHOO�DQG�\RXU�SDUWLFXODU�GHYLFH�GULYHUV�LQ�RUGHU�
WR�PDNH�LW�ZRUN��+HOLXP�ZRUNV�ZLWK�DOO�YHUVLRQV�RI�$QGURLG�IURP������-HOO\�%HDQ��RQZDUGV�DQG�
DOORZV�\RX�QRW�RQO\�WR�EDFN�XS�LQGLYLGXDO�DSSV��EXW�WKHLU�GDWD�VHSDUDWHO\�DV�ZHOO�LQ�FDVH�\RX�GRQ·W�
ZDQW�WR�FUHDWH�D�PDVVLYH�EDFNXS�ÀOH�DQG�GRQ·W�PLQG�UH�GRZQORDGLQJ�VRPH��DSNV�ODWHU��L�H��\RX�
ZDQW�WR�VDYH�\RXU�SURJUHVV�RQ�D�JDPH�ZKRVH�RULJLQDO�GRZQORDG�ZDV��JE�VDYLQJ�WKH�DSS�LWVHOI��
ZKLFK�ZRXOG�DGG�WKDW�ÀJXUH�WR�WKH�VL]H�RI�\RXU�EDFNXS���7KHUH·V�DOVR�D�SDLG�YHUVLRQ�RI�FDUERQ��
ZKLFK�RIIHUV�WKH�RSWLRQ�WR�V\QF�\RXU�SKRQH�ZLWK�\RXU�IDYRULWH�FORXG�EDFNXS�VHUYLFH��FXUUHQWO\�RQO\�
'URSER[��%R[�DQG�*RRJOH�'ULYH�DUH�VXSSRUWHG��

�� 6XSHU�%DFNXS��LI�DOO�\RX�ZDQW�LV�WR�EDFNXS�WKLQJV�OLNH�WH[W�PHVVDJHV��FDOO�ORJV�DQG�ERRNPDUNV��
WKLV�DSSV�RIIHUV�WKH�VLPSOHVW�VROXWLRQ��<RX�FDQ�VFKHGXOH�LW�WR�UXQ�DXWRPDWLFDOO\�DQG�FKRRVH�ZKHUH�
WR�VWRUH�\RXU�EDFNXS�ÀOHV��DV�ZHOO�DV�WZHDNLQJ�LWV�VHWWLQJV�VR�WKDW�WKH\·OO�EH�DXWRPDWLFDOO\�VHQW�WR�
\RXU�HPDLO�LI�WKDW·V�ZKDW�\RX�SUHIHU��6XSHU�%DFNXS�LV�DOVR�D�YDOLG�RSWLRQ�IRU�EDFNLQJ�XS�DSSV��EXW�
ZH·G�UHFRPPHQG�VWLFNLQJ�ZLWK�&DUERQ�LI�WKDW·V�ZKDW�\RX·UH�DIWHU��7KHUH·V�ERWK�D�IUHH�DQG�D�SDLG�
YHUVLRQ�RI�WKLV�DSS�
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�� $LU6\QF��LI�\RX·UH�D�0DF�XVHU�DQG�WKH�LGHD�RI�GRZQORDGLQJ�WKH�$QGURLG�)LOH�WUDQVIHU�WRRO�VHHPV�
OLNH�WRR�PXFK�RI�D�KDQGOH��'RXEOH6\QF�KDV�PDGH�WKLV�WRRO�DYDLODEOH�IRU�$QGURLG�VR�\RX�FDQ�V\QF�
DOO�\RXU�PHGLD�ÀOHV�ZLWK�HDVH�WR�\RXU�L7XQHV�RYHU�DQ\�DYDLODEOH�:L�)L�FRQQHFWLRQ�

%HIRUH�\RX�URRW�\RXU�SKRQH��GRLQJ�D�full�EDFNXS�RI�\RXU�SKRQH�LV�KHDYLO\�UHFRPPHQGHG��VLQFH�FKDQFHV�DUH�WKDW�\RX·OO�
KDYH�WR�GR�D�IXOO�ZLSH��IRUPDW�LW��LQ�RUGHU�WR�GR�VR��(YHQ�LI�LW�LVQ·W��\RX�VKRXOG�JHW�LQWR�WKH�KDELW�RI�GRLQJ�UHJXODU�EDFNXSV�
RI�\RXU�PRVW�VHQVLWLYH�GDWD�LQ�RUGHU�WR�HQVXUH�\RXU�SHDFH�RI�PLQG�

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
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6. Getting your Root On                                      
7KLV�LV�LW��IRONV��7KH�PRPHQW�RI�WUXWK��:H·YH�PDGH�WKH�SURFHVV�VRXQG�RYHUO\�FRPSOLFDWHG�RYHU�WKH�ÀUVW�SDUW�RI�WKLV�
JXLGH��LQ�SDUW�WR�DYRLG�\RX�MXPSLQJ�ULJKW�LQWR�WKH�GHHS�HQG�DQG�GRLQJ�DQ\�SRWHQWLDO�KDUP�WR�\RXU�SKRQH��:H�DOVR�
ZDQWHG�WR�SURYLGH�\RX�ZLWK�D�IRXQGDWLRQ�RI�NQRZOHGJH�\RX·OO�QHHG�WR�H[SHULPHQW�ZLWK�RWKHU�SKRQHV��520V�DQG�NHUQHOV�
LQ�WKH�IXWXUH�

7KH�WUXWK��WKRXJK��LV�WKDW�WKHUH�DUH�WRROV�DYDLODEOH�ZKLFK�ZLOO�PDNH�WKH�SURFHVV�DV�VLPSOH�DV�D�IHZ�FOLFNV�²�DQG�WKHVH�
DUH�FRPSDWLEOH�ZLWK�WKH�PDMRULW\�RI�SKRQHV�

6LQFH�WKH�$QGURLG�PDUNHW�LV�EHLQJ�ÁRRGHG�ZLWK�D�FRQVWDQW�QHZ�LQÁX[�RI�SKRQHV�IURP�D�P\ULDG�RI�PDQXIDFWXUHUV��LW·G�
EH�SUDFWLFDOO\�LPSRVVLEOH�WR�FRPSLOH�LQGLYLGXDO�JXLGHV�IRU�HDFK�²�DW�OHDVW��QRW�LI�,�ZDQW�WR�ZULWH�D�JXLGH�VKRUWHU�WKDQ�:DU�
DQG�3HDFH��6R�ZH·YH�RSWHG�WR�EULQJ�\RX�DOO�RI�WKH�DSSV�WKDW�GR�PRVW�RI�WKH�ZRUN�IRU�\RX��UHJDUGOHVV�RI�ZKHWKHU�\RX·UH�
VWLOO�URFNLQJ�\RXU�UHWUR�0RWRUROD�0LOHVWRQH�RU�WKH�ODWHVW�1H[XV�ÁDJVKLS�GHYLFH�

6.1 Quick and Painless Rooting with “SuperOneClick”

0HHW�DQG�IDOO�LQ�ORYH�ZLWK�6XSHU2QH&OLFN�LI�\RX·UH�WKH�NLQG�RI�SHUVRQ�WKDW�FRQVWDQWO\�VZLWFKHV�SKRQHV��EHFDXVH�LW�ZLOO�
VDYH�\RX�DQ�XQWROG�DPRXQW�RI�WLPH�LI�\RX�ZDQW�WR�URRW�D�YDULHW\�RI�GHYLFHV��&RXQW�\RXUVHOI�OXFN\��QRW�VR�ORQJ�DJR�ZH�
KDG�WR�SDLQVWDNLQJO\�ORRN�XS�LQGLYLGXDO�URRWLQJ�JXLGHV�GHSHQGLQJ�RQ�ZKLFK�PRGHO�RI�SKRQH�ZH�KDG��7KLV�KDQG\�OLWWOH�
SURJUDP�ZLOO�DOORZ�\RX�WR�URRW�SUHWW\�PXFK�DQ\�SKRQH�ZLWK�D�IHZ�VLPSOH�FOLFNV�RQFH�\RX·YH�OHDUQHG�WR�XVH�LW��ZKLFK�LV�
SUHWW\�VLPSOH��

)LUVW�RI�DOO��LQ�RUGHU�WR�XVH�62&�\RX·OO�UHTXLUH�WR�KDYH�WKH�0LFURVRIW��1(7�)UDPHZRUN������LQVWDOOHG�RQ�\RXU�GHVNWRS��
VLQFH�\RX·OO�EH�SOXJJLQJ�LQ�\RXU�SKRQH�LQ�RUGHU�WR�GR�WKH�GHHG��DQG�EH�XVLQJ�RQH�RI�WKH�IROORZLQJ�RSHUDWLQJ�V\VWHPV�

�� :LQGRZV�;3

�� :LQGRZV�9LVWD

�� :LQGRZV��

�� 8EXQWX�+DUG\�������/76��RU�QHZHU

�� 'HELDQ�/HQQ\�������RU�QHZHU

,I�\RX·UH�UHDGLQJ�WKLV�IURP�D�0DF��GRQ·W�GHVSDLU��62&�LV�FRPSDWLEOH�ZLWK�0RQR�����DQG�XSZDUGV��D�SURJUDP�ZKLFK�DO�
ORZV�IRU�WKH�GHYHORSPHQW�DQG�H[HFXWLRQ�RI�FURVV�SODWIRUP�VRIWZDUH��

6R��\RX·YH�DOUHDG\�GRZQORDGHG�6XSHU2QH&OLFN��\RX·YH�FKHFNHG�\RXU�26�LV�FRPSDWLEOH��$OO�WKDW·V�OHIW�LV�WR�GRXEOH�
FKHFN�LI�\RXU�SKRQH�LV�LQFOXGHG�RQ�WKH�RIÀFLDO�62&�FRPSDWLELOLW\�OLVW��ZKLFK�LV�GHFHSWLYHO\�VKRUW�

�� $FHU�/LTXLG�0HWDO

�� 'HOO�6WUHDN

�� +7&�0DJLF��6DSSKLUH����%

�� +7&�%HH

�� /*�$OO\

�� 0RWRUROD�$WUL[�*

�� 0RWRUROD�&KDUP

�� 0RWRUROD�&OLT

�� 0RWRUROD�'URLG

�� 0RWRUROD�)OLSVLGH

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.makeuseof.com/pages/download
http://www.linkedin.com/shareArticle?mini=true&url=http://www.makeuseof.com/pages/download
http://shortfuse.org/?page_id=2
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�� 0RWRUROD�)OLSRXW

�� 0RWRUROD�0LOHVWRQH

�� 1H[XV�2QH

�� 6DPVXQJ�&DSWLYDWH

�� 6DPVXQJ�*DOD[\������*7�,�����

�� 6DPVXQJ�*DOD[\�3RUWDO�6SLFD�,����

�� 6DPVXQJ�*DOD[\�6��*

�� 6DPVXQJ�*DOD[\�6�,����

�� 6DPVXQJ�*DOD[\�6�6&+�,���

�� 6DPVXQJ�*DOD[\�7DE

�� 6DPVXQJ�7UDQVIRUP�0���

�� 6DPVXQJ�9LEUDQW

�� 6RQ\�(ULFVVRQ�;SHULD�(��L�;�

�� 6RQ\�(ULFVVRQ�;SHULD�;��

�� 6SULQW�+HUR

�� 7HOXV�)DVFLQDWH

�� 7RVKLED�)ROLR����

.HHS�LQ�PLQG��WKLV�LV�RQO\�WKH�RIÀFLDO�FRPSDWLELOLW\�OLVW�DV�RI�WKH�ZULWLQJ�RI�WKLV�JXLGH��-XO\��������DQG�DOWKRXJK�WKH�SUR�
JUDP�KDV�EHHQ�SURYHQ�WR�EH�XVHDEOH�LQ�PRVW�GHYLFHV��WKH�GHYHORSHUV�KDYHQ·W�XSGDWHG�WKLV�OLVW�LQ�TXLWH�D�ZKLOH��6X�
SHU2QH&OLFN�VHHPV�WR�EH�DEOH�WR�URRW�DQ\�SKRQH�WKDW�GRHVQ·W�KDYH�D�1$1'�ORFN��D�UHVWULFWLRQ�ZKLFK�GRHVQ·W�DOORZ�\RX�
WR�ZULWH�WR�WKH��V\VWHP�PRXQW��WKURXJK�WKH�XVH�RI�LWV�RZQ�SDUWLFXODU�$'%�H[SORLW�

2QFH�DOO�WKDW�LV�FRYHUHG��WKHUH·V�D�IHZ�ODVW�LQVWUXFWLRQV��SXW�\RXU�SKRQH�LQ�86%�GHEXJJLQJ�PRGH��6HWWLQJV�!�$SSOLFD�
WLRQV�!�'HYHORSPHQW�!�86%�GHEXJJLQJ���LQVWDOO�WKH�DSSURSULDWH�$QGURLG�GULYHUV�IRU�\RXU�GHYLFH�DUH�LQVWDOOHG�RQ�\RXU�
3&��WKH\�VKRXOG�LQVWDOO�DXWRPDWLFDOO\�WKH�ÀUVW�WLPH�\RX�SOXJ�LW�LQ�XVLQJ�\RXU�86%�FDEOH��LI�WKH\�GRQ·W��YLVLW�WKH�PDQXIDF�
WXUHU·V�ZHEVLWH�DQG�GRZQORDG�WKHP�PDQXDOO\��DQG�ÀQDOO\��PDNH�VXUH�\RXU�6'�FDUG�LVQ·W�PRXQWHG�ZKLOH�URRWLQJ��WKLV�
VKRXOG�EH�DXWRPDWLF�RQFH�\RX�SOXJ�LQ�\RXU�SKRQH��DV�\RX·OO�QRWLFH�\RX�PD\�QRW�EH�DEOH�WR�DFFHVV�VRPH�RI�\RXU�LQWHUQDO�
IROGHUV�IURP�LW�ZKLOH�LW�UHPDLQV�VR��

$V�IRU�LQVWUXFWLRQV�WR�XVLQJ�WKH�SURJUDP�LWVHOI��DV�FDQ�EH�VHHQ�LQ�WKH�IROORZLQJ�VFUHHQVKRW��WKH�SURJUDP�VLQFHUHO\�OLYHV�
XS�WR�LWV�QDPH��DV�WKH�ZKROH�URRW�SURFHVV�LV�GHSHQGHQW�RQ�D�VLQJOH�FOLFN�ZKLOH�\RXU�GHYLFH�LV�SOXJJHG�LQ��DQG�WKH�UHVW�
WDNHV�FDUH�RI�LWVHOI�

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.makeuseof.com/pages/download
http://www.linkedin.com/shareArticle?mini=true&url=http://www.makeuseof.com/pages/download
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)RU�XS�WR�GDWH�LQIR�RQ�WKH�GHYHORSPHQW�RI�6XSHU2QH&OLFN��\RX�FDQ�FKHFN�LWV�;'$�'HYHORSHUV�WKUHDG�

6.2 UnlockRoot

:H·UH�OLYLQJ�LQ�WKH�IXWXUH��,I�6XSHU2QH&OLFN�GLGQ·W�GR�WKH�WULFN�IRU�\RX��GRQ·W�SDQLF��WKHUH�DUH�SOHQW\�RI�RWKHU�VLPSOH�SUR�
JUDPV�WKDW�ZLOO�KDYH�\RX�XS�DQG�URRWHG�LQ�QR�WLPH�

&KLHI�DPRQJVW�WKHVH�DQG�FRPSDUDEOH�WR�62&�LV�8QORFN5RRW��ZKLFK�DOVR�ERDVWV�D�RQH�FOLFN�URRWLQJ�IHDWXUH�DQG�LW·V�
FRPSDWLEOH�ZLWK�VHYHUDO�RI�WKH�ODWHVW�GHYLFHV��LQFOXGLQJ�VHYHUDO�SRSXODU�WDEOHWV���VXFK�DV�

�� 6DPVXQJ�*DOD[\�1RWH��

�� 6DPVXQJ�*DOD[\�6,,,

�� 6DPVXQJ�*7�,����

�� 6DPVXQJ�*DOD[\�1RWH

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.makeuseof.com/pages/download
http://www.linkedin.com/shareArticle?mini=true&url=http://www.makeuseof.com/pages/download
http://forum.xda-developers.com/showthread.php?t=803682
http://www.unlockroot.com/download.html
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�� 6DPVXQJ�*DOD[\�6

�� 6DPVXQJ�1H[XV�6

�� +7&�2QH�6

�� +7&�'URLG�'1$

�� +7&�(92��*�/7(

�� +7&�'HVLUH�+'

�� +7&�'HVLUH�6

�� *RRJOH�1H[XV��

�� *RRJOH�1H[XV��

�� *RRJOH�1H[XV���

�� $PD]RQ�.LQGOH�)LUH

�� .LQGOH�)LUH�+'��··

�� /HQRYR�3���

�� /*�2SWLPXV��;

�� 6RQ\�;SHULD�$UF

8QOLNH�ZLWK�62&��WKH�8QORFN5RRW�GHYHORSHUV�GR�NHHS�D�IXOO�XSGDWHG�OLVW�RI�DOO�FRPSDWLEOH�GHYLFHV�WKRXJK�

,Q�RUGHU�WR�JHW�LW�WR�ZRUN��DOO�\RX�KDYH�WR�GR�²�RQFH�\RX·YH�RSHQHG�WKH�SURJUDP�DQG�GRZQORDGHG�WKH�DSSURSULDWH�GULY�
HUV�IRU�\RXU�SKRQH�²�LV�FOLFN�RQ�WKH�5RRW�RSWLRQ�ZLWK�\RXU�GHYLFH�SOXJJLQJ�LQ�WKURXJK�DQ�86%�FDEOH�DQG�VHW�LQ�86%�
GHEXJJLQJ�PRGH��6HWWLQJV�!�$SSOLFDWLRQV�!�'HYHORSPHQW�!�86%�'HEXJJLQJ��

6.3 What If I Can’t Use Either SuperOneClick or UnlockRoot?

%HIRUH�\RX�FROODSVH�LQWR�D�SXGGOH�RI�WHDUV��OHW�PH�DVVXUH�\RX��P\�GHDU�UHDGHU��WKDW�\RX�DUHQ·W�RXW�RI�OXFN�\HW��,I�\RX�
FKHFN�WKH�FRPSDWLELOLW\�OLVWV�RI�ERWK�62&�DQG�85��\RX·OO�QRWLFH�WKDW�VHYHUDO�RI�WKH�VDPH�GHYLFHV�DUH�OHIW�RXW�RI�ERWK�DQG�
WKDW�LV�QR�PHUH�FRLQFLGHQFH�

0RVW�RI�WKH�GHYLFHV�WKDW�GRQ·W�ZRUN�ULJKW�DZD\�ZLWK�HLWKHU�DUHQ·W�VXSSRUWHG�EHFDXVH�WKH\�VSRUW�ZKDW�LV�NQRZQ�DV�D�
1$1'�ORFN��ZKLFK�LV�WR�VD\��WKH�1$1'�PHPRU\�RI�WKH�SKRQH�FDQ·W�EH�DFFHVVHG�XQWLO�WKH�ORFN�LV�UHYRNHG��ZKLFK�LV�QHF�
HVVDU\�LQ�RUGHU�IRU�WKH�LQGLYLGXDO�H[SORLWV�RI�HDFK�SURJUDP�WR�DFW��1$1'�ORFNV�DUH�PRVWO\�SUHVHQW�LQ�+7&�GHYLFHV��

,I�\RX�RZQ�RQH�RI�WKHVH��DOO�\RX�KDYH�WR�GR�LV�UHPRYH�WKH�ORFN��VR�WR�VSHDN��LQ�RUGHU�WR�SURSHUO\�URRW�\RXU�SKRQH�²�RWK�
HUZLVH�\RX�ZRQ·W�DFKLHYH�D�SHUVLVWHQW�URRW��EXW�RQO\�D�VXSHUÀFLDO�RQH��ZKLFK�LV�WR�VD\��\RX�ZRQ·W�KDYH�DFFHVV�WR�\RXU��
V\VWHP�IROGHU���<RX�FDQ�ÀQG�WKH�VRIWZDUH�WR�GR�VR�IRU�HDFK�1$1'�ORFNHG�GHYLFH�DW�8QUHYRNHG��8QUHYRNHG�ZLOO�DOORZ�
\RX�WR�QRW�RQO\�UHPRYH�WKH�ORFN��EXW�URRW�\RXU�SKRQH�LQ�RQH�IHOO�VZRRS�ZLWK�WKH�VDPH�VLPSOLFLW\�RI�62&�DQG�85�

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
https://plusone.google.com/_/+1/confirm?hl=en&url=http://www.makeuseof.com/pages/download
http://www.linkedin.com/shareArticle?mini=true&url=http://www.makeuseof.com/pages/download
http://www.unlockroot.com/unlockroot3.php
http://unrevoked.com/
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0'�B�f�Khhm^]%�Ghp�PaZm8���������������������������������

7.1 A Brief Overlook at the Most Popular ROMs

)ODVKLQJ�FXVWRP�520V�LV�SRVVLEO\�WKH�EHVW�UHDVRQ�WR�PHVV�DURXQG�ZLWK�\RXU�IDQF\�SKRQH�E\�URRWLQJ�LW��<RX�PLJKW�GR�
WKLV�EHFDXVH�\RXU�PDQXIDFWXUHU�VWRSSHG�SXWWLQJ�RXW�RXW�26�XSGDWHV��EHFDXVH�WKRVH�XSGDWHV�DUHQ·W�FRPLQJ�RXW�IDVW�
HQRXJK�RU�\RXU��RU�VLPSO\�EHFDXVH�\RX�ZDQW�D�FKDQJH�RI�SDFH��:KDWHYHU�\RXU�UHDVRQ��KHUH·V�D�OLVW�RI�PRVW�RIWHQ�UHF�
RPPHQGHG�520V�IRU�XVHUV�RI�DOO�ZDONV�RI�OLIH�

�� 6OLP�%HDQ��D�VOHHN�DQG�OLJKWZHLJKW�RSWLRQ��\HW�KDUGO\�EHUHIW�RI�IHDWXUHV��,W�ERDVWV�JUHDW�SHU�
IRUPDQFH�RQ�PRVW�GHYLFHV��DOWKRXJK�LW�EHDUV�WR�PHQWLRQ�WKDW�JLYHQ�WKH�YDVW�DUUD\�RI�DYDLODEOH�
$QGURLG�SKRQHV��LW·V�LPSRVVLEOH�WR�SUHGLFW�SHUIRUPDQFH�IRU�HDFK��<RX�VKRXOG�DOZD\V�DVVXPH�WKDW�
UHYLHZV�DUH�EDVHG�RQ�WHVWV�SHUIRUPHG�RQ�FXUUHQW�JHQHUDWLRQ�GHYLFHV���%DWWHU\�OLIH�LV�DOVR�EHWWHU�
WKDQ�XVXDO��VLQFH�6OLP�%HDQ�SDFNV�LWV�RZQ�NHUQHO��LW�DOVR�FRPHV�ZLWK�DQ�DXWRPDWLF�XSGDWH�IHD�
WXUH��VR�\RX�ZRQ·W�KDYH�WR�NHHS�PDQXDOO\�GRZQORDGLQJ�DQG�ÁDVKLQJ�QHZ�XSGDWHV�

�� /LTXLG�6PRRWK��WKLV�520�OLYHV�XS�WR�LWV�QDPH��ZLWK�D�IRFXV�RQ�SXUH�SHUIRUPDQFH�DFURVV�WKH�
ERDUG��,W�PDNHV�PHVVLQJ�DURXQG�ZLWK�\RXU�SURFHVVRU�VHWWLQJV�SUHWW\�HDV\�LQ�RUGHU�IRU�\RX�WR�
WZHDN�LW�WR�SHUIHFWLRQ�ZLWK�ZKLFKHYHU�GHYLFH�\RX·UH�FDUU\LQJ��7KHUH�LVQ·W�PXFK�RI�DQ�LPSURYHPHQW�
RQ�EDWWHU\�OLIH��EXW�\RX�KDYH�WKH�RSWLRQ�RI�XQGHUYROWLQJ�\RXU�SURFHVVRU�RU�FKDQJLQJ�LWV�JRYHUQRU�
VHWWLQJV�LI�\RX·UH�GHVSHUDWH�WR�JHW�PRUH�MXLFH�RXW�RI�\RXUV��7HVWLQJ�GRHV�VKRZ�WKH�520�WHQGV�WR�
FUDVK�RIWHQ��EXW�LW·V�QRWKLQJ�D�UHERRW�QRZ�DQG�WKHQ�ZRQ·W�WDNH�FDUH�RI��5HPHPEHU��PRVW�RI�WKHVH�
SURMHFWV�DUH�XQGHUWDNHQ�E\�VPDOO�WHDPV�RI�GHYHORSHUV�ZLWKRXW�PDQ\�UHVRXUFHV�DQG�DV�VXFK��VR�
\RX�ZRQ·W�DOZD\V�JHW�WKH�PRVW�VWDEOH�RI�SURGXFWV��EXW�WKH\�KDYH�WUHPHQGRXV�XSVLGHV�

http://www.makeuseof.com
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https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
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�� $2.3��$QGURLG�2SHQ�.DQJ�3URMHFW���WKLQN�RI�$2.3�OLNH�$QGURLG·V�PDWXUH�FRXVLQ��,W·V�D�SHUIHFW�
FKRLFH�IRU�\RXU�ÀUVW�520�LI�\RX·UH�URRWLQJ�IRU�WKH�ÀUVW�WLPH��VLQFH�WKHPDWLFDOO\�LW·V�YHU\�VLPLODU�WR�
WKH�VWRFN�$QGURLG��VLPSO\�SDFNLQJ�IDU�PRUH�XQGHU�WKH�KRRG��,W·V�FRPSDWLEOH�ZLWK�PRVW�GHYLFHV�
DQG�LW·V�ORQJ�GHYHORSPHQW�VWRU\�PHDQV�LW·V�D�YHU\�VWDEOH�FKRLFH�IRU�WKH�IDLQW�KHDUWHG�

http://www.makeuseof.com
http://www.makeuseof.com
https://www.facebook.com/sharer/sharer.php?u=http://www.makeuseof.com/pages/download
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�� &\DQRJHQ�0RG��RXU�ODVW�SLFN�LV�DQRWKHU�DJHG�KHDY\ZHLJKW��&\DQRJHQ�LV�WKH�520�RI�FKRLFH�
IRU�PRVW�$QGURLG�HQWKXVLDVWV��VLQFH�LW·V�MDP�SDFNHG�ZLWK�HYHU\�IHDWXUH�\RX�FDQ�LPDJLQH�DQG�LW·V�
VWDEOH�²�ZKLFK�\RX·G�H[SHFW�IURP�D�SURMHFW�WKLV�PDWXUH��,I�WKDW�ZHUHQ·W�HQRXJK��LW�HYHQ�JHWV�JRRG�
EDWWHU\�OLIH�

<RX·OO�QRWLFH�ZH�GLGQ·W�JR�PXFK�LQWR�GHWDLO�DERXW�WKH�IHDWXUHV�RI�DQ\�RI�WKH�520V�ZH�PHQWLRQHG�DQG�WKDW�LV�VLPSO\�EH�
FDXVH�DW�WKH�WRS�RI�WKH�IRRG�FKDLQ��PRVW�VKDUH�WKH�VDPH�DUUD\��7KH�EHVW�520V�DUHQ·W�DUJXDEO\�DERXW�ÁDVK�EXW�VWDELOLW\�
DQG�D�ZLGH�YDULHW\�RI�RSWLRQV�IRU�\RX�WR�FXVWRPL]H�\RXU�GHYLFH�IXUWKHU�WKDQ�VWRFN�$QGURLG�ZRXOG�HYHU�OHW�\RX��,I�\RX·UH�
VWLFNLQJ�ZLWK�WKH�EUDQG�QDPHV�LQVWHDG�RI�H[SHULPHQWLQJ�ZLWK�QHZ�520V��LW·V�DOO�DERXW�SLFNLQJ�ZKLFKHYHU�WLFNOHV�\RXU�
IDQF\�WKH�PRVW�RU�KDV�WKH�EHVW�VWRU\�RI�FRPSDWLELOLW\�ZLWK�\RXU�GHYLFH�
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8. Apps for Rooted Users                                  
$OULJKW��\RX·UH�URRWHG��\RX·YH�ÁDVKHG�D�IDQF\�FXVWRP�520��<RX·UH�SUREDEO\�WKLQNLQJ��´&DQ�,�SOHDVH��SOHDVH�VWRS�UHDG�
LQJ�WKLV�JXLGH�DQG�JR�EDFN�WR�P\�UHJXODU�SURJUDPPLQJ"µ�QRW�TXLWH�\HW��\RXQJ�$QGURLG�HQWKXVLDVW��7KHUH·V�VWLOO�RQH�ODVW�
VXEMHFW�WR�FRYHU�DQG�LW·V�TXLWH�IXQ��:H·UH�JRLQJ�WR�JR�RYHU�VHYHUDO�RI�WKH�EHVW�DSSV�DYDLODEOH�RQO\�IRU�URRWHG�XVHUV�VR�
\RX·OO�EH�DEOH�WR�PDNH�WKH�PRVW�RXW�RI�\RXU�QHZ��XQORFNHG�GHYLFH��OHW·V�VWDUW�

�� *UHHQLI\��WKLV�RQH�LV�UDWKHU�VSLII\��KDYH�\RX�HYHU�QRWLFHG�KRZ�VHYHUDO�RI�\RXU�DSSV�UHPDLQ�UXQ�
QLQJ�LQ�WKH�EDFNJURXQG�HYHQ�ZKHQ�\RX·YH�FORVHG�WKHP"�*UHHQLI\�DOORZV�\RX�WR�´SXW�WKHP�WR�
VOHHSµ�VR�WR�VSHDN��VR�WKH\�ZRQ·W�XVH�XS�DQ\�RI�\RXU�YDOXDEOH�UHVRXUFHV�EXW�VWLOO�UHPDLQ�UXQQLQJ�
LQ�FDVH�WKH\·UH�LPSRUWDQW�VHUYLFHV�

�� 1HWZRUN�/RJ��WKLV�DSS�DOORZV�\RX�WR�NHHS�WKH�PRVW�GHWDLOHG�UHFRUG�RI�QHWZRUN�XVDJH�SRVVLEOH��
DQG�LW�ZRUNV�LQ�UHDO�WLPH��:LWK�LW�\RX�FDQ�PRQLWRU�LQGLYLGXDO�DSS�QHWZRUN�XVH�DQG�LW�ZLOO�QRWLI\�\RX�
LI�DQ\�DSS�DWWHPSWV�WR�FRQQHFW�WR�WKH�ZHE�VKRXOG�\RX�FKRRVH�WR�HQDEOH�WKDW�RSWLRQ�

�� 'ULYH'URLG��RQH�RI�WKH�FRROHVW�DYDLODEOH�DSSV�IRU�$QGURLG�DQG�D�PXVW�KDYH�WRRO�RQ�WKH�NLW�RI�DQ\�
RI�RXU�UHDGHUV�ZKR�VXIIHU�WKH�ZHLJKW�RI�EHLQJ�WKHLU�IDPLO\·V�RU�IULHQGV·�JR�WR�FRPSXWHU�JX\��'ULYH�
'URLG�DOORZV�\RX�WR�WXUQ�\RXU�SKRQH�LQWR�D�ERRWDEOH�/LQX[�GULYH��XVLQJ�DQ�,62�VR�\RX·OO�DOZD\V�EH�
DEOH�WR�ERRW�XS�DQG�À[�DQ\�WURXEOHVRPH�FRPSXWHU�

�� 7LWDQLXP�%DFNXS��WKH�RQH�VWRS�EDFNXS�DSS�IRU�$QGURLG��ZH�GLGQ·W�PHQWLRQ�LW�HDUOLHU�LQ�WKH�EDFNXS�
VHFWLRQ�EHFDXVH�LW�UHTXLUHV�URRW�SHUPLVVLRQ�WR�UXQ��<RX�FDQ�PDNH�IXOO�FRSLHV�RI�\RXU�GHYLFH·V�LQIR�
ZLWK�VLPSO\�D�IHZ�FOLFNV�DQG�UHVWRUH�WKHP�ZLWK�HTXDO�HDVH��DV�ZHOO�DV�WDNH�DGYDQWDJH�RI�LWV�FORXG�
EDFNXS�RSWLRQV�

�� :LUHOHVV�7HWKHU�IRU�5RRW�8VHUV��ZLWK�WKLV�KDQG\�DSS�\RX�FDQ�HDVLO\�WXUQ�\RXU�SKRQH�LQWR�D�ZLUH�
OHVV�KRWVSRW��VLPSOH�DQG�XVHIXO�

�� 8QGHOHWH��DV�\RX�PLJKW�LPDJLQH�GXH�WR�LWV�QDPH��8QGHOHWH�JLYHV�\RX�WKH�RSWLRQ�RI�UHFRYHULQJ�
DFFLGHQWDOO\�GHOHWHG�ÀOHV��WKDW�KDYHQ·W�EHHQ�ZULWWHQ�RYHU���$V�ZHOO�DV�WKH�RSWLRQ�WR�GLVSRVH�RI�
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VHQVLWLYH�ÀOHV�ZLWKRXW�DQ\�RSWLRQ�IRU�UHFRYHU\�

�� $YDVW�0RELOH�6HFXULW\�	�$QWLYLUXV��\HV��WKLV�RQH�LV�DYDLODEOH�HYHQ�IRU�QRQ�URRWHG�XVHUV��EXW�IRU�
WKRVH�WKDW�DUH��LW�RIIHUV�DQ�DGGLWLRQDO�PRELOH�)LUHZDOO�IHDWXUH�WKDW�LV�VRUHO\�QHHGHG�RQ�PRVW�VPDUW�
SKRQHV��FRQVLGHULQJ�WKH�NLQG�RI�VHQVLWLYH�GDWD�WKH\·UH�SURQH�WR�KDQGOH�

�� 6XSHU�'RZQORDG�/LWH��WKLV�RQH�LV�TXLWH�SHFXOLDU��6'/�DOORZV�\RX�WR�VLPXOWDQHRXVO\�XVH�ERWK�\RXU�
:L�)L�DQG�PRELOH�GDWD�FRQQHFWLRQ�LQ�RUGHU�WR�LQFUHDVH�\RXU�GRZQORDG�VSHHG��DOWKRXJK�WKH�IUHH�
YHUVLRQ�FRPHV�ZLWK�TXLWH�D�ORZ�ÀOH�VL]H�OLPLW�

�� &ORFNZRUN�5RP�0DQDJHU��D�PXVW�KDYH�DSS�LI�\RX�FDQ·W�VWRS�ÁDVKLQJ�DQG�WU\LQJ�QHZ�520V�DOO�
WKH�WLPH��$V�LW�QDPH�LPSOLHV��LW�ZLOO�QRW�RQO\�KHOS�\RX�ÀQG�QHZ�520V��EXW�DOVR�ÁDVK�DQG�NHHS�
WKHP�XSGDWHG��DV�ZHOO�DV�SHUIRUP�EDFNXSV�

�� $'%�:LUHOHVV��DQRWKHU�XVHIXO�DSS�IRU�WLQNHUHUV��WKLV�RQH�ZLOO�OHW�\RX�XVH�WKH�$QGURLG�'HEXJ�
%ULGJH�RYHU�\RXU�:L�)L�FRQQHFWLRQ�LQVWHDG�RI�IRUFLQJ�\RX�WR�SOXJ�LQ�ZLWK�\RXU�86%�FDEOH��3UHWW\�
FRQYHQLHQW�IRU�GHYHORSHUV�

,Q�FDVH�\RX·UH�VWLOO�LWFKLQJ�IRU�PRUH�DSSV�LQ�JHQHUDO��WDNH�D�ORRN�DW�0DNH8VH2I·V�FRPSLODWLRQ�RI�%HVW�$QGURLG�$SSV�
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9. Sites for Further Information and Discussion  
�� ;'$�'HYHORSHU�)RUXPV

�� $QGURLG�)RUXPV

�� 7DSDWDON

�� 7DON$QGURLG

�� $QGURLG�3ROLFH

<RX�FDQ�DOVR�FKHFN�0DNH8VH2I·V�DUWLFOH�´��$QGURLG�:HEVLWHV�<RX�6KRXOG�&KHFN�RXWµ�IRU�IXUWKHU�SRLQWHUV�WR�JUHDW�$Q�
GURLG�UHVRXUFHV�

*XLGH�3XEOLVKHG��6HSWHPEHU�����
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