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Preface
pfSense is an open source distribution of FreeBSD-based irewall which provides a platform 
for lexible and powerful routing and irewalling. The versatility of pfSense presents us with a 
wide array of coniguration options which, compared to other offerings, makes determining 
requirements a little more dificult and a lot more important. Through this book, you will see 
that pfSense offers numerous other alternatives to it any environment's security needs.

This book follows a cookbook style to teach you how to use the features available with 

pfSense after determining your environment's security requirements. It covers everything 

from initial coniguration of your network interfaces and pfSense services such as DHCP and 
Dynamic DNS to complex techniques to enable failover and load-balancing.

What this book covers
Chapter 1, Initial Coniguration covers the settings needed for almost every pfSense 

deployment including those for a irewall, router, and wireless access point. Through the 
recipes in this chapter, you will learn how to install and conigure pfSense with a fully-
operational irewall and router.

Chapter 2, Essential Services explains how to conigure the essential networking services 
provided by pfSense such as the DHCP server and dynamic DNS services.

Chapter 3, General Coniguration describes how to conigure NAT and irewall rules and the 
features associated with them.

Chapter 4, Virtual Private Networking describes how to conigure pfSense to serve any or all of 
the four major VPN implementations—IPSec, L2TP, OpenVPN, and PPTP.

Chapter 5, Advanced Coniguration covers advanced networking features such as coniguring 
different types of virtual IP, creating gateways, and bridging interfaces.

Chapter 6, Redundancy, Load Balancing, and Failover contains recipes explaining how to load-

balance or failover the multi-WAN interfaces to protect large and sensitive systems.
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Chapter 7, Services and Maintenance describes all the networking services and features 

offered in pfSense such as coniguring external logging (syslog server), enabling Wake On LAN 
(WOL), and coniguring automatic coniguration ile backup.

Appendix A, Monitoring and Logging includes the features available in pfSense to help you 

monitor your system and also covers how to use different logging tools built into pfSense.

Appendix B, Determining our Hardware Requirements will show you how to choose the best 

pfSense coniguration after you determine your irewall requirements. You will even learn how 
and where to deploy pfSense to it your environment's security needs.

What you need for this book
A working installation of pfSense 2.0 is the only requirement for the recipes in this book. 

Readers who are new to pfSense can follow the recipes in the appendices for instructions 

on how to determine what type of hardware they should install pfSense on. The minimum 

requirements for a pfSense installation are 500Mhz, 128MB RAM, and 1GB hard disk space. 
PfSense can also be installed as a virtual machine, and for convenience a VMWare image is 

available from the Downloads section of the pfSense website.

Who this book is for
This book is intended for all levels of network administrators. If you are an advanced user 

of pfSense, then you can lip to a particular recipe and quickly accomplish the task at hand, 
while if you are new to pfSense, you can read chapter-by-chapter and learn all of the features 

of the system from the ground-up.

Conventions
In this book, you will ind a number of styles of text that distinguish between different kinds of 
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "Our public key is now located at /home/user/.

ssh/id_rsa.pub."

Any command-line input or output is written as follows:

ssh -i /home/matt/key/id_rsa admin@192.168.1.1

New terms and important words are shown in bold. Words that you see on the screen, in 

menus or dialog boxes for example, appear in the text like this: "On the Virtual IPs tab, click 

the "plus" button to add a new virtual IP Address".
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Piracy
Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt, 

we take the protection of our copyright and licenses very seriously. If you come across any 

illegal copies of our works, in any form, on the Internet, please provide us with the location 

address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you valuable content.

Questions
You can contact us at questions@packtpub.com if you are having a problem with any 

aspect of the book, and we will do our best to address it.
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Initial Coniguration

In this chapter, we will cover:

 f Applying basic settings in General Setup

 f Identifying and assigning interfaces

 f Coniguring the WAN interface

 f Coniguring the LAN interface

 f Coniguring optional interfaces

 f Enabling the Secure Shell (SSH)

 f Generating authorized RSA keys

 f Coniguring SSH RSA key authentication

 f Accessing the Secure Shell (SSH)

Introduction

PfSense is an open source operating system used to turn a computer into a irewall, router, or 
a variety of other application-speciic network appliances. PfSense is a customized FreeBSD 
distribution based on the m0n0wall project, a powerful but light-weight irewall distribution. 
PfSense builds upon m0n0wall's foundation and takes its functionality several steps further 

by adding a variety of other popular networking services.

This chapter covers the core settings needed for almost every pfSense deployment; whether 

that is a irewall, router, or even a wireless access point! Once pfSense is installed and 
conigured according to the recipes in this chapter, you will have a fully-operation irewall plus 
router. At its most basic level, a pfSense machine can be used to replace the common home 

router when more functionality is desired. In more advanced conigurations, pfSense can be 
used to establish a secure tunnel to a remote ofice, load-balance a web farm, or shape and 
prioritize all network trafic just to name a few example scenarios. There are literally hundreds 
of ways to conigure and customize a pfSense installation.
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4. DNS Servers can be speciied here. By default, pfSense will act as the primary DNS 
server and these ields will be blank. However, other DNS servers may certainly be 
used. Please refer to the Specifying alternate DNS servers recipe in Chapter 2, 

Essential Services for more information.

5. Check Allow DNS server list to be overridden by DHCP/PPP on WAN. This ensures 

that any DNS requests that can't be resolved internally are passed on and resolved by 

the external DNS servers provided by your ISP.

6. Enter a Time zone and leave the default NTP time server as 0.pfsense.pool.ntp.org.

7. I'd recommend the default Theme, pfSense 2.0's new pfsense_ng. The top menus 

are now static and won't disappear if you scroll down through the content of the page, 

a great addition to the UI.
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5. Assign each interface to the interface of your choice by matching the MAC address to 

the interface address on the display:
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6. Leave Gateway set to None.

7. Ensure Block private networks and Block bogon networks are unchecked.

8. Save the changes.

9. Apply changes.
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3. Your public key is now located at /home/user/.ssh/id_rsa.pub.

Generate an SSH key from a Windows client using PuTTY as follows:

4. Open PuTTYGen and generate a public/private key pair by clicking the  
Generate button.

5. Enter a passphrase (optional, but recommended).

6. Click the Save Private Key button and choose a location, such as C:\

MyPrivateKey.ppk.
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4. If you've conigured pfSense to use a different port, you can specify that using the -p 

option, as in the following example:

ssh -p 12345 admin@192.168.1.1

Connect via SSH from a Windows client with PuTTY as follows:

5. Open PuTTY and specify your hostname or IP address.

6. Specify an alternative port if necessary (default is port 22).

7. If you are using RSA key authentication, browse to your private key ile from 
Connection | SSH | Auth | Private key ile for authentication.

8. You'll connect and be prompted for a username.

9. You'll then be prompted for a password, or if RSA authentication is used, you'll 
connect directly or be prompted for your pass-phrase.
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2
Essential Services

In this chapter, we will cover:

 f Coniguring the DHCP server

 f Creating static DHCP mappings

 f Coniguring the DHCP relay

 f Specifying alternate DNS servers

 f Coniguring the DNS forwarder

 f Coniguring a standalone DHCP/DNS server

 f Coniguring dynamic DNS

Introduction

After installing pfSense and performing the initial coniguration steps, we have the basic 
structure of our system in place. So far, we have:

 f Determined our system requirements

 f Set up SSH access

 f Assigned our WAN, LAN, and optional (DMZ) interfaces

At this point, we’re ready to begin coniguring the essential networking services that our 
pfSense machine will provide.

 f The DHCP service allows clients to obtain IP addresses automatically

 f The DNS service translates IP addresses into readable DNS names, and vice-versa

 f The Dynamic DNS service allows pfSense to automatically update the dynamic DNS 

record when your public IP address changes
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How to do it...

1. Browse to Services | DNS Forwarder | Enable DNS Forwarder.

2. If Register DHCP leases in DNS Forwarder is enabled, any devices in Status | DHCP 

Leases will be served if a match is found.

3. If Register DHCP static mappings in DNS Forwarder is enabled, any devices 

mapped on any interface tab in Services | DHCP Server will be served if a match  

is found.

4. Specify individual Hosts to be served as DNS records by clicking the “plus” button 

to add a record. Devices in this list are checked irst; so even if a record exists 
elsewhere, the record here takes precedence and is immediately returned.
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5. Specify a DNS server for a particular Domain by clicking the “plus” button to add 

a record. These records are checked immediately after the individual records are 

deined above; so, a match here will take precedence over records that may exist 
elsewhere.

6. Save the changes.

7. Apply changes, if necessary.

How it works...

If enabled, the DNS Forwarder takes priority over all DNS requests and responds to them in 

the following order:

1. Individual device records (Services | DNS Forwarder).

2. Domain speciic records (Services | DNS Forwarder).

3. DHCP static mappings (Services | DHCP Server | Interface tab).

4. DHCP leases (Status | DHCP Leases).
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7. Apply changes, if necessary.

8. Browse to System | DNS Forwarder.

9. Check Enable DNS Forwarder.

10. Check Register DHCP static mappings in DNS forwarder.
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11. Create a Host record for any device that needs to be resolved but doesn’t have a 

DHCP mapping (that is, devices that deine their own IP).

12. Create a Domain record for any DNS requests you’d like to redirect for a particular 

domain.

13. Save the changes.

14. Apply changes, if necessary.

How it works...

If the DNS Forwarder is enabled, every DNS request from every interface will be processed by 

pfSense. Individual host records are checked irst, and if a match is found, the associated IP 
address is immediately returned.

By enabling the Register DHCP Static Mappings option, you won’t have to worry about 

creating DNS records for those devices. This is my preferred method of using pfSense as 

a DNS server. As long as we create a static mapping for every device on our network, their 

hostnames will resolve automatically.

Using this method, we’ll only have to add explicit hostname records for devices that specify 

their own IP address (that is, devices that don’t use DHCP), which should be few and  

far between.

Register DHCP Leases in DNS Forwarder
If the Register DHCP Leases in DNS Forwarder option is enabled, pfSense will automatically 

register any devices that specify a hostname when submitting a DNS request. The downside, 

of course, is that not all devices submit a hostname and even when they do, it is sometimes 

cryptic. I prefer to only register important devices using DHCP static mappings, and all other 

(unimportant/unknown) devices can be referenced using their IP addresses.
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How to do it...

1. Browse to Firewall | Aliases.

2. Click the "plus" button to add a new alias.

3. Add a Name for the alias.

4. Add an optional Description.

5. Select an alias Type and inish the coniguration based on that selection.

See the following There's more section for details on each alias type (Hosts, 

Networks, Ports, OpenVPN Users, URL, and URL Table).

6. Save the changes.

7. Apply changes, if necessary.

How it works...

An alias is a place-holder (that is a variable) for information that may change. A host alias is a 

good example; we can create a host alias called Computer1 and have it store an IP address of 

192.168.1.200.

We can then create irewall and NAT rules that use the Computer1 alias instead of explicitly 

specifying the IP address of Computer1, which may change. If the IP address of Computer1 

does change, then we simply edit the alias instead of modifying numerous rules.

Aliases allow for the lexibility and simpliication of future changes. It's best to use aliases 
whenever possible.
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There's more...

Adding aliases within aliases is a great way to manage and simplify rules. To illustrate the 

power of aliases, let's say our organization has a single VoIP phone that must be allowed to 
communicate with our VoIP server.

An example of this rule without aliases is as follows:

A better example, using aliases is as follows:

An even better example, using sub-aliases is:

Sub-aliases will allow us to easily add more phones by simply modifying an alias:
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Host alias

Selecting Host(s) as an alias Type allows you to create an alias that holds one or more  

IP addresses:

Network alias
Selecting Network(s) as an alias Type allows you to create an alias that holds one or more 

networks (that is ranges of IP addresses):

Port alias

Selecting Port(s) as an alias Type allows you to create an alias that holds one or more ports:

OpenVPN Users alias
Selecting OpenVPN Users as an alias Type allows you to create an alias that holds one or 

more OpenVPN usernames:
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URL alias
Selecting URL as an alias Type allows you to create an alias that holds one or more URLs:

URL Table alias
Selecting URL Table as an alias Type allows you to create an alias that holds a single URL 

pointing to a large list of addresses. This can be especially helpful when you need to import a 

large list of IPs and/or subnets.

Using an alias
Aliases can be used anywhere you see a red textbox. Simply begin typing and pfSense will 

display any available aliases that match the text you've entered:
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 f Redirect Target IP: This is the IP address of the internal computer we will forward 

trafic to. Remember to use an alias!

 f Redirect Target Port: This is the port of the computer speciied previously that trafic 
will be forwarded to. Remember to use an alias!

 f Description: The description provided here will be copied into any irewall rules (and 
preceded by the word "NAT") that are automatically generated.

 f No XMLRPC Sync: Enable this option to prevent this rule from being applied 

to any redundant irewalls using CARP. Refer to the Coniguring CARP Firewall 
Failover section in Chapter 6, Redundancy, Load Balancing, and Failover for more 

information.

 f NAT Relection: Using system default is almost always the case, but NAT Relection 

can be enabled or disabled as per rule, if needed.

 f Filter Rule Association: A irewall rule will automatically be created and associated to 
this NAT rule.

Port redirection

A true port forwarding rule will pass trafic to an internal machine on the same port that was 

requested (that is, the Destination port range and Redirect target port will match). However, 

there's nothing stopping you from redirecting to a different port if you'd like. There are two 

typical reasons for doing so:

 f Security Through Obscurity: Everyone knows that the standard HTTP port is 80, but 

suppose you have a "secret" website which you don't want to be accessed easily. You 
can set the Destination Port Range to some obscure port (for example, 54321) and 

forward that to your internal web server's standard HTTP port 80. Users will have to 

know to browse to http://www.example.com:54321 in order to access it.

 f Single Public IP Address: Smaller environments with only a single public IP address 

may ind themselves stuck if they want to expose a lot of public services. For example, 
"I want to remote into 2 different machines, but I only have 1 public IP address." 

With port redirection, we'll create two different NAT rules. The irst will redirect port 
50001 to Computer1 on MSRDP (port 3389) and the second will redirect port 50002 

to Computer2 on MSRDP (port 3389). You can then remote into different machines 
using a single IP by specifying particular ports (for example, example.com:50001, 

example.com:50002, and so on).

See also

 f The Creating an alias recipe

 f The Creating a irewall rule recipe

 f The Coniguring CARP irewall failover recipe in Chapter 6, Redundancy, Load 

Balancing, and Failover
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Ordering irewall rules
PfSense rules are always evaluated from the top down. The irst rule to match is executed and 
the rest of the rules are skipped. Many administrators will include very speciic rules at the 
top and more generic rules at the bottom. To reorder a rule, select the rule and then click the 

appropriate move selected rules before this rule button:

Duplicating a irewall rule
Often, we may want to create a new rule that's very similar to an existing rule. To save time, we 

can create a new rule that's pre-illed with the same options as an existing rule by clicking the 
"plus" button:

Advanced features

New to pfSense 2.0 is the irewall rule Advanced Features section. Each of the following 

features can be speciied as criteria for a rule. If an advanced feature is speciied, the rule 
will only be executed if a match is found. Click the Advanced button to display the following 

coniguration settings for each feature:

 f Source OS: This option will attempt to match the operating system of the  

source trafic:

 f Diffserv Code Point: Diffserv is a mechanism for providing Quality of Service (QoS) of 

network trafic. Systems can prioritize trafic based on their code point values:
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 f Advanced Options: Allows for the speciication of advanced IP Options:

 f TCP Flags: Speciic TCP lags may be set here:
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 f State Type: Specify a particular state tracking mechanism:

 f No XMLRPC Sync: Prevent a rule from syncing with the other CARP members:

 f Schedule: Specify the schedule for when this rule is valid. Schedules deined in 
Firewall | Schedules will appear here:

 f Gateway: Gateways other than the default may be speciied here:

 f In/Out: Specify alternative queues and virtual interfaces:

 f Ackqueue/Queue: Specify alternative acknowledge queues:
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6. Specify a 9 am as the Start Time and 5 pm as the Stop Time.

7. Enter a Time Range Description, such as Monday-Friday 9am-5pm.

8. Click Add Time.

9. Note that the repeating time is added to Conigured Ranges:

10. Save the changes.

11.  Apply the changes, if necessary.
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How it works...

Features associated with a schedule will only be valid during the schedule speciied. To 
associate a irewall rule with the schedule we've just created:

1. Edit an existing irewall rule, or create a new one.

2. Click the Schedule Advanced button to show the scheduling options.

3. Choose WorkHours as our Schedule:

4. Save the changes.

5. Apply the changes.

There's more...

Icons exist throughout the system to help determine at a glance if a schedule is active or not:

 f Firewall | Schedules: Active schedules show a "clock" icon:
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 f Firewall | Rules: Rules with active schedules (meaning the rules which are enabled) 

show a "green arrow" in the schedule column.

Rules with inactive schedules (meaning the rules which are disabled) show a "red x" 

in the schedule column:

Selecting days or days of the week
The Month section works in two ways:

 f Selecting speciic days: Switch to the correct month and click the speciic day (the 
year is irrelevant; any days selected will repeat every year):

 f Selecting days of the week: Click the day of the week heading link (the month is 

irrelevant, the day of the week will always repeat):
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How to do it...

1. Let's connect a computer to our network.

2. Browse to Status | DHCP Leases to ind the newly added computer. Click the "plus" 
button to assign a new static mapping for the device:

3. Let's assign it a static IP address of 192.168.1.200 and call it laptop1:

4. Let's make sure our DNS Forwarder is conigured to automatically serve static 
mappings at Services | DNS Forwarder, so that we can easily reference our laptop 

computer by name:
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5. Let's create an alias to be used when referencing this machine within pfSense from 

Firewall | Aliases:

6. Let's create a schedule at Firewall | Schedules so that remote access is only 

enabled while we're at work, since that's when we intend to use it. Also, we can rest a 

little easier that it's not susceptible to attack while we're sleeping:
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Then we would modify our irewall rule to only apply to requests coming from our company's 
IP address (remember, trafic that doesn't match any rules is blocked by default). Now, with 
pfSense's Filter Rule Association, we won't be able to modify the Source of our irewall  
rule directly.

So, we'll modify the NAT rule instead. From Source, click the Advanced option and specify the 

alias for our company's public IP address.
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Virtual Private 

Networking

In this chapter, we will cover:

 f Creating an IPsec VPN tunnel

 f Coniguring the L2TP VPN service

 f Coniguring the OpenVPN service

 f Coniguring the PPTP VPN service

Introduction

Virtual Private Networking (VPN) is a cornerstone of modern computer systems. A VPN 

connection allows a remote user to securely connect to a network and access resources as if 

he were connected locally.

Like all great things, there are a variety of VPN services out there and pfSense has four 

most popular implementations built right in. OpenVPN is emerging as the standard VPN 

protocol, but be aware that you’ll have to download client software for any Microsoft machine 

(OpenVPN support isn’t built into Windows). IPSec is more complex, but is also a very popular 

VPN implementation. PPTP and L2TP services are frequently getting replaced with the 

aforementioned alternatives, but their use is still widespread and everything you need to 

create a connection is built into most major operating systems.

This chapter describes how to conigure pfSense to serve any or all of the four major VPN 
implementations—IPSec, L2TP, OpenVPN, and PPTP.
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5. Enter a Pre-Shared Key.

6. Save the changes.

7. Check Enable IPsec.

8. Save the changes:

9. Apply changes, if necessary.

10. Browse to Firewall | Rules.

11. Select the IPsec tab.

12. Click the “plus” button to add a new irewall rule.

13. Set Destination to the LAN subnet.

14. Set Destination port to any.

15. Add a description, such as Allow IPsec trafic to LAN.
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7. Save the changes.

8. Click the Users tab.

9. Click the “plus” button to create a new user.

10. Specify a username and password:

11. Save the changes:
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12. Browse to Firewall | Rules.

13. Select the L2TP VPN tab.

14. Click the “plus” button to create a new irewall rule.

15. Set the Destination to the LAN subnet.

16. Set the Destination port range to any.

17. Enter a Description, such as Allow L2TP Clients to LAN.

18. Save the changes:

19. Apply changes, if necessary.

How it works...

The L2TP service allows external users to remotely access a network interface of our choice. 

Users connected to our network using an L2TP VPN client will have access to the network as if 

they were on physically connected clients.

Connecting from a Windows 7 client
To create a L2TP VPN connection from a Windows 7 machine:

1. Open Control Panel | Network and Internet | View network status and tasks 

(opens Network and Sharing Center):
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2. Click Set up a new connection or network:
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3. Choose Connect to a workplace (dial-up or VPN connection):

4. Choose Use my Internet connection (VPN):
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5. Enter the Server Address we conigured for the network we’re connecting to. (If the 
L2TP server address you conigured isn’t directly accessible, you will have to NAT  
port-forward L2TP trafic).

6. Enter the username and password if any:
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12. Enter a Descriptive name for the new Server certiicate, MyServerCert. Creating a 

server certiicate will look almost identical to the CA certiicate you created in the 
previous step.

13. Enter US for Country Code.

14. Enter a State or Province, such as New York.

15. Enter a City, such as New York.

16. Enter an Organization, such as Blue Key Consulting.

17. Enter an E-mail address, such as contact@example.com.
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18. Click the Create new Certiicate button:

19. Specify a description, such as My OpenVPN Connection:
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20. Specify a Tunnel Network in CIDR notation. This should be an unused interface range 

(that, of course, doesn’t overlap with the existing LAN) such as 192.168.4.0/24.

21. Specify the Local Network, in CIDR notation that clients will be able to access. This is 

generally our LAN network, 192.168.1.0/24.

22. Specify a maximum number of Concurrent Connections:

23. Click the Next button.

24. Check Add a rule to permit trafic from clients on the Internet to the OpenVPN 

server process.

25. Check Add a rule to allow all trafic from connected clients to pass across the VPN 

tunnel:
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OpenVPN Client Export
There is a pfSense package called the OpenVPN Client Export Utility that simpliies the client 
coniguration process. To install it:

1. Browse to System | Packages.

2. Click the Available Packages tab.

3. Locate the OpenVPN Client Export Utility and click the “plus”button to begin 

installation:

4. The package will be downloaded and installed automatically.

5. The plugin will be installed to the VPN | OpenVPN menu.

See also

 f The Creating an IPsec VPN tunnel recipe

 f The Coniguring the L2TP VPN service recipe

 f The Coniguring the PPTP VPN service recipe
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7. Save the changes.

8. Select the Users tab.

9. Click the “plus” button to add a user.

10. Specify Username and Password.

11. Save the changes:

12. Browse to Firewall | Rules.

13. Select the PPTP VPN tab.

14. Click the “plus” button to create a new irewall rule.

15. Set the Destination to LAN subnet.

16. Set the Destination port range to any.

17. Enter a Description, such as Allow PPTP Clients to LAN.

18. Save the changes:
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19. Apply changes, if necessary.

How it works...

The PPTP service allows external users to establish a secure, encrypted connection to our 

network. Users will connect to the network using a PPTP client and, once authenticated, the 

user will have access to the network as if they were physically connected.

Connecting from a Windows 7 client
Perform the following steps to create a PPTP VPN connection from a Windows 7 machine:

1. Open Control Panel | Network and Internet | View network status and tasks 

(opens Network and Sharing Center):

2. Click Set up a new connection or network:
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3. Choose Connect to a workplace (dial-up or VPN connection):
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4. Choose Use my Internet connection (VPN):

5. Enter the public IP address or hostname of the network we’re connecting to:
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6. Enter the User name and Password you’ve conigured:

7. Click on Connect! Windows will automatically detect whether the server is accepting 
PPTP or L2TP connections and conigure itself accordingly.

Connecting from a Ubuntu 10.10 client
Perform the following steps to create a PPTP VPN connection from a Ubuntu machine:

1. Open System | Preferences | Network Connections.

2. Choose VPN tab | Add button to create a new VPN connection.
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3. Select PPTP and click the Create... button.

4. Add a Connection name. I’ll call it Matt’s Network.

5. Add a Gateway, this should resolve to the server IP you conigured during PPTP setup. 
If the IP isn’t directly accessible, you’ll have to conigure a NAT port forward rule.

6. Add the User name and Password you’ve conigured:
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7. Click Apply.

8. Click Close.

9. Pull down the Network connection toolbar menu and choose VPN Connections | 

Matt’s Network:
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Connect from an Apple Mac OSx Client

Perform the following steps to create a PPTP VPN connection from a Mac OSx machine:

1. Open System Preferences:

2. Click Network:

http:///


Chapter 4

95

3. Click the “plus” button to add a new network connection.

4. Select the VPN as the Interface.

5. Select the PPTP as the VPN Type.

6. Create a Service Name, Matt’s Network:

7. Specify Server Address, this should resolve to the Server IP you conigured during 
PPTP setup. If the IP isn’t directly accessible you’ll have to conigure a NAT port-
forward rule.

8. Enter the username we’d conigured in Account Name.

9. Click Connect and the password prompt will appear.
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See also

 f The Creating a NAT port forward rule recipe in Chapter 3, General Coniguration

 f The Creating an IPsec VPN tunnel recipe

 f The Coniguring the L2TP VPN service recipe

 f The Coniguring the OpenVPN service recipe
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 f Other

 � Can only be forwarded by the irewall

 � Can be in a different subnet than the interface

 � Cannot respond to pings

 f IP Alias

 � New to pfSense 2.0

 � Can be used or forwarded by the irewall

 � Allows extra IP addresses to be added to an interface

Coniguring a CARP virtual IP address
1. Browse to Firewall | Virtual IPs.

2. Click the "plus" button to add a new virtual IP address.

3. Choose CARP as Type.

4. Select WAN as the Interface.

5. Specify an IP Address.

6. Specify a Virtual IP Password.

7. Choose a VHID Group.

8. Choose an Advertising Frequency (0 for master).

9. Add a Description:
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10. Save the changes.

11. Apply changes, if necessary.

Coniguring a Proxy ARP virtual IP address
1. Browse to Firewall | Virtual IPs.

2. Click the "plus" button to add a new virtual IP address.

3. Choose Proxy ARP as Type.

4. Select WAN as the Interface.

5. Select Single address as the Type of IP Address.

6. Specify an IP Address.

7. Add a Description:
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8. Save the changes.

9. Apply changes, if necessary.

Coniguring an IP alias virtual IP address
1. Browse to Firewall | Virtual IPs.

2. Click the "plus" button to add a new virtual IP address.

3. Choose IP Alias Type.

4. Select the WAN Interface.

5. Specify an IP Address.

6. Add a Description:
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6. Add a Description, such as My public IP address:

7. Save the changes.

8. Apply changes, if necessary.

9. Browse to Firewall | NAT.

10. Select the 1:1 tab.

11. Click the "plus" button to add a new 1:1 NAT rule.

12. Select an Interface, in this case WAN.

13. Specify a Source, in this case any.

14. Specify a Destination, we'll specify our internal webserver by alias.

15. Specify the External subnet, our public IP address.

16. Add a Description, such as Forward all external requests to Webserver1.

17. Leave NAT relection disabled:
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9. Browse to Firewall | NAT.

10. Click the Outbound tab.

11. Select Automatic outbound NAT rule generation (IPsec passthrough included) 
mode.

12. Click the "plus" button to add a new outbound NAT mapping.

13. Choose the Interface of the machine(s) that will respond, in this case LAN.

14. Specify any for Source.

15. Specify a Destination, the IP address of the server that will respond.

16. Leave Translation set to Interface address and specify port 22 to respond to SSH 

requests.

17. Enter a Description, such as Outbound NAT for WAN Clients to Server1 SSH.

18. Save the changes.
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19. Apply changes, if necessary.

20. Browse to Firewall | NAT.

21. Click the 1:1 tab.

22. Click the "plus" button to add a new 1:1 NAT mapping.

23. Choose WAN as the Interface.

24. Select any for Source.

25. Specify a Single host or Alias for Destination, and provide the IP address of the 

server which will handle requests.

26. Specify the Virtual IP address we created earlier as the External subnet.

27. Add a Description, such as 1:1 NAT Public IP to Server1.

28. Save the changes.

29. Apply changes, if necessary.
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30. Browse to Firewall | Rules.

31. Click the WAN tab.

32. Click the "plus" button to add a new irewall rule.

33. Choose any for Source.

34. Choose any for Source port range.

35. Select Single host or Alias for Destination and specify the IP address or alias of the 

server that will handle requests.

36. Specify SSH for our Destination port range.

37. Add a Description, such as Allow WAN Clients to Server1 SSH.

38. Save the changes.
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4. Enter our number of LAN type connections in Enter number of LAN type 

connections. Our pfSense box has a LAN and a DMZ; so we'll enter 2.

5. Enter the Link Upload speed of our WAN connection. Our ISP provides us a 

2,000Kbps (2Mbps) upload speed. Check http://speedtest.net/ for an 

accurate measurement.

6. Enter the Link Download speed of our WAN connection. Our ISP provides us a 

15,000Kbps (15Mbps) download speed. Check http://speedtest.net/ for an 

accurate measurement.
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7. The next page is speciically for shaping VoIP trafic, which we'll skip by clicking Next.

8. The next page, PenaltyBox, allows us to reduce the priority of a particular IP address 

or alias. This can be very useful, but we have no need for it at the moment and can 

skip it by clicking Next.
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9. Peer to Peer (P2P) Networking can lower the priority and throttle all P2P trafic, or 
roughly 20 pre-deined popular P2P networks. We'll continue on by clicking Next:

 10. Network Games allows us to shape network gaming trafic. Roughly 20 popular 
gaming types are pre-deined. Click Next to continue:

11. The inal page, Other Applications, allows us to shape other common types of trafic. 
Here we will click the checkbox to Enable other-application shaping and then set 

MSRDP to a Higher priority. Click Next to continue:
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Getting ready
A captive portal is a web page that is displayed before a user is allowed to browse the web. 

This is most often seen at commercial Wi-Fi hotspots where you must pay for service before 

you are allowed to surf the web. In other scenarios, captive portals are used for authentication 

or end-user agreements.

During this recipe, we will conigure pfSense to display an authentication captive portal before 
users are allowed to surf the web from our DMZ.

How to do it...

1. Browse to Services | Captive Portal.

2. From the Captive portal tab, click Enable captive portal.

3. Choose Interfaces; we'll select our DMZ as our interface.

4. Specify an Idle timeout; we'll say 10 minutes.

5. Specify a Hard timeout; we'll leave the default of 60 minutes.

6. Click Enable logout popup window so that users may log themselves out when they 

are inished.

7. Specify a Redirection URL, say http://www.google.com.
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8. Select Local User Manager as the Authentication:

9. Save the changes.

10. Browse to System | User Manager.

11. Click the Users tab.

12. Click the "plus" button to add a new user.

13. Enter a Username.

14. Enter and conirm a Password.

15. Enter a Full name:
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There's more...

All three captive portal pages (login, logout and error) can be customized to it your 
organization's styling. The easiest way to do this is to save each page as a ile, edit it to your 
liking (without changing form, input IDs, or names), and then upload it using the options at the 

bottom of the Captive Portal service page.
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Redundancy, Load 

Balancing, and 
Failover

In this chapter, we will cover:

 f Coniguring multiple WAN interfaces

 f Coniguring multi-WAN load balancing

 f Coniguring multi-WAN failover

 f Coniguring a web server load balancer

 f Coniguring a web server failover

 f Coniguring CARP irewall failover

Introduction

Redundancy, load-balancing, and failover are some of the most advanced features of modern 

networking. They are generally only necessary or required within large or sensitive systems 

and not all irewall and router products support these types of conigurations. pfSense, of 
course, supports them all.

Redundant WAN interfaces (multi-WAN) provide a single irewall with multiple independent 
connections to the Internet. pfSense can then be conigured to load-balance or failover the 
multi-WAN interfaces. Load-balancing would divide all trafic among the interfaces while failover 
would use a single interface, but upon failover it would automatically switch to another.
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4. Click the "plus" button to add a new gateway.

5. Choose the Interface for our existing WAN connection.

6. Specify a Name for the gateway.

7. Specify the Gateway IP address.

8. Check Default Gateway.

9. Add a Description, such as WAN Gateway:

10. Save the changes:
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11. Click the "plus" button to add a new gateway.

12. Choose the Interface for our new WAN connection.

13. Specify a Name for the gateway.

14. Specify the Gateway IP address.

15. Add a Description, such as WAN2 gateway:

16. Save the changes.

17. Apply changes, if necessary.
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18. Browse to Interfaces | WAN.

19. Choose Static as the Type:

20. Specify an IP Address.

21. Select our newly created Gateway.

22. Check Block private networks.

23. Check Block bogon networks:

24. Save the changes.

25. Browse to Interfaces | WAN2.

26. Choose Static as the Type:
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7. Save the changes.

8. Apply changes, if necessary:

9. Browse to System | Routing.

10. Edit our WAN gateway.

11. Specify an external IP address that responds to pings in the Monitor IP ield. I have 
chosen the IP for http://www.google.com/ in this example, but you may prefer 

to choose an address closer to your irewall for the sake of performance (an IP within 
your ISP network perhaps).

12. Save the changes.

13. Edit our WAN2 gateway.

14. Specify an external IP address that responds to pings in the Monitor IP ield. I have 
chosen the IP for http://www.yahoo.com/ in this example.

15. Save the changes.

16. Apply changes, if necessary:

17. Browse to Firewall | Rules.

18. Click the "plus" button to create a new irewall rule.

19. Select the pass action.
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8. Save the changes.

9. Apply changes, if necessary:

10. Browse to System  | Routing.

11. Edit our WAN gateway.

12. Specify an external IP address that responds to pings in the Monitor IP ield. I chose 
the IP for google.com in this example.

13. Save the changes.

14. Edit our WAN2 gateway.

15. Specify an external IP address that responds to pings in the Monitor IP ield. I chose 
the IP for yahoo.com in this example.

16. Save the changes.
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17. Apply changes, if necessary:

18. Browse to Firewall | Rules.

19. Click the "plus" button to create a new irewall rule.

20. Select the Pass Action.

21. Ensure the LAN interface is selected.

22. Set the Protocol to any.

23. Set the Source to LAN subnet.

24. Set the Destination to any.

25. Add a Description.

26. In Advanced Features, under Gateway, click the Advanced button to show advanced 

gateway features.

27. Set Gateway to FailoverGroup.

28. Save the changes.

29. Apply the changes:
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9. Save the changes.

10. Apply changes, if necessary:

11. Click the Pools tab.

12. Click the "plus" button to add a new pool.

13. Specify a Name.

14. Set the Mode to Load Balance.

15. Add a Description.

16. Set the Port to 80 (since we're creating a webserver load balancer).

17. Set Monitor to our newly created WebfarmMonitor.

18. Specify the Server IP Address of each webserver in the farm and click Add to pool:
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19. Save the changes.

20. Apply changes, if necessary:

21. Click the Virtual Servers tab.

22. Click the "plus" button to add a new virtual server.

23. Specify a Name.

24. Add a Description.

25. Set the IP Address to the same IP address we chose for our newly created 

WebfarmMonitor.

26. Set Port to 80 (since we're dealing with a webserver load balancer).

27. Set Virtual Server Pool to our newly created WebfarmPool:

28. Submit the changes.

29. Apply changes, if necessary.

http:///


http:///


http:///


Chapter 6

147

11. Click the Pools tab.

12. Click the "plus" button to add a new pool.

13. Specify a Name.

14. Set the Mode to Manual Failover.

15. Add a Description.

16. Set the Port to 80 (since we're creating a webserver failover).

17. Set Monitor to our newly created WebFailoverMonitor.

18. Specify the Server IP Address of the primary webserver and click Add to pool. The IP 

address will appear in the Enabled (default) list.

19. Specify the Server IP Address of the backup webserver and click Add to pool. The IP 

address will appear in the Pool Disabled list:
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20. Save the changes.

21. Apply changes, if necessary:

22. Click the Virtual Servers tab.

23. Click the "plus" button to add a new virtual server.

24. Specify a Name.

25. Add a Description.

26. Set the IP Address to an unused IP address.

27. Set Port to 80 (since we're dealing with a webserver failover).

28. Set Virtual Server Pool to our newly created WebFailoverPool:

29. Submit the changes.

30. Apply changes, if necessary:
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5. Save the changes.

6. Apply changes, if necessary.

7. On the backup-pfsense machine, we need to enable CARP synchronization and 
conigure it as a backup only:

1. Browse to Firewall | Virtual IPs.

2. Click the CARP Settings tab.

3. Check Synchronize Enabled.

4. Set Synchronize Interface to SYNC.
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8. Save the changes.

9. We have now inished coniguring the backup irewall.

10. On the primary-pfsense machine, we need to enable CARP synchronization and 
conigure it to act as the primary irewall:

1. Browse to Firewall | Virtual IPs.

2. Click the CARP Settings tab.

3. Check Synchronize Enabled.

4. Set Synchronize Interface to SYNC.

11. Check Synchronize rules:

12. Check Synchronize nat:

13. Check Synchronize Virtual IPs:

14. Set Synchronize to IP to the IP address of backup-pfsense.

15. Set Remote System Password to the password of backup-pfsense:
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16. Save the changes.

17. We must now conigure a virtual IP address for the WAN interface on the primary-
pfsense machine:

1. Browse to Firewall | Virtual IPs.

2. Click the Virtual IPs tab.

3. Click the "plus" button to add a new virtual IP.

4. Set the Type to CARP.

5. Set the Interface to WAN.

6. Set the IP Address to the single WAN address that will be used throughout 

your systems, regardless of whether the primary or backup irewall is in 
effect.

7. Create a Virtual IP Password.

8. Leave the VHID Group set to 1.

9. Leave the Advertising Frequency at 0.

10. Add a Description.
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11. Save the changes.

12. Apply changes, if necessary.

18. On the primary-pfsense machine we must now conigure a virtual IP address for the 
LAN interface.

1. Browse to Firewall | Virtual IPs.

2. Click the Virtual IPs tab.

3. Click the "plus" button to add a new virtual IP.

4. Set the Type to CARP.

5. Set the Interface to LAN.

6. Set the IP Address to the single LAN address that will be used as the default 

gateway for all of our clients, regardless of whether the primary or backup 

irewall is in effect.

7. Create a Virtual IP Password.

8. Leave the VHID Group set to 2.

9. Leave the Advertising Frequency at 0.

10. Add a Description.
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The trick to synchronization is the advertising frequency set within each virtual IP. The primary 
server has an advertising frequency set to 0, but when the settings are synchronized, the 
advertising frequency is incremented for the backup server (that is, the backup server's 

advertising frequency is set to 1). That is how pfSense distinguishes the machines and 

synchronization settings.

See also

 f The Creating a NAT port forward rule recipe in Chapter 3, General Coniguration

 f The Creating a irewall rule recipe in Chapter 3, General Coniguration

 f The Creating a virtual IP recipe in Chapter 5, Advanced Coniguration
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Maintenance

In this chapter, we will cover:

 f Enabling OLSR

 f Enabling PPPoE

 f Enabling RIP

 f Enabling SNMP

 f Enabling UPnP and NAT-PMP

 f Enabling OpenNTPD

 f Enabling Wake On LAN (WOL)

 f Enabling SIPROXD

 f Enabling external logging (syslog server)

 f Using ping

 f Using traceroute

 f Backing up the coniguration ile

 f Restoring the coniguration ile

 f Coniguring automatic coniguration ile backup

 f Updating pfSense irmware
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6. Set No. PPPoE Users to the maximum number of clients we wish to allow.

7. Set Server Address to an unused IP address that pfSense will use to serve PPPoE 

clients.

8. Set Remote Address Range to the starting unused IP address. The range will run as 

far as the maximum number of PPPoE clients speciied in step 6.

9. Add a Description.

10. Set DNS Servers to a particular set or leave them blank for defaults.

11. Add User(s). Click the "plus" button to add a new user. Specify Username, Password, 

and IP.

12. Save the changes.
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 f Enable Log Packets handled by UPnP and NAT-PMP clients

 f Use System Uptime instead of UPnP and NAT-PMP service uptime

 f By Default Deny Access to UPnP and NAT-PMP

 f Deine up to four User speciied permissions

Security warning
Allowing devices to make/modify their own irewall rules has some serious security 
implications. Microsoft's lagship irewall system ISA (and the newer TMG) refuses to even 
support these protocols. If you need to enable these services, please be aware of the risk. I 

would dedicate a separate interface for these services (and other risky trafic). You can see in 
the screenshots that I've only enabled UPnP for my PUB interface. This is an interface that I 

treat as very insecure, but it's useful for playing video games or allowing guests to surf  

the web freely.
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6. Save the changes.

7. Click the MAC address of any of the stored clients to send a magic packet.
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There's more...

If the coniguration ile was encrypted, be sure to check the Coniguration ile is encrypted 

option and specify the correct password:

Restore areas

Currently in pfSense 2.0 the following back up areas are available:

 f ALL

 f Aliases

 f Captive Portal

 f Captive Portal Vouchers

 f DNS Forwarder

 f DHCP Server

 f Firewall Rules

 f Interface

 f IPSec

 f NAT

 f OpenVPN

 f Package Manager

 f PPTP Server

 f Scheduled Tasks

 f Static Routes

 f Syslog

 f System
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5. Once the download is complete, pfSense will upgrade itself and reboot.

6. On the irst login after the system has rebooted, we'll be redirected to Package 

Manager status page.
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5. Click Browse to locate the irmware ile we've downloaded.

6. Click Upgrade irmware.

Upgrade in progress
Any attempt to access the pfSense web interface while an upgrade is in progress will redirect 

us to the following page and animation. Once the upgrade is complete, the machine  

will reboot.
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How to do it...

1. Browse to Status | Dashboard.

2. Click the "plus" button to add a widget:

3. Click the wrench button to conigure settings for a particular widget.
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Firewall log: Normal View
The following is a screenshot of the normal irewall log view:

Firewall log: Dynamic View
The following is a screenshot of the dynamic irewall log view:

Firewall log: Summary View
The following is a screenshot of the summary irewall log view:
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How to do it...

1. Browse to Status | System Logs.

2. Click the Settings tab.

3. Check Enable syslog'ing to remote syslog server.

4. Enter the IP address(es) of our external syslog servers.

5. Check the types of events to be logged.

6. Save the changes.

7. Apply changes, if necessary.

How it works...

Once conigured, pfSense will send event logs to an external server instead of logging them 
locally. This is a great way to free up resources on a pfSense machine and to save larger and 

more detailed logs to a machine with much more disk space.

Running a syslog service in Linux/Mac OS
Almost all Linux and Mac OS distributions already include the syslogd service. Visit the 

following page for more information: http://linux.die.net/man/8/syslogd.

Running a syslog service in Windows
Download and install the Kiwi Syslog Server for Windows from http://www.kiwisyslog.

com.
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How it works...

pfSense records system data and uses the open-source RRD toolset to present that data 

graphically. Analyzing system data with the RRD graphs is a great way to monitor and 
troubleshoot all sorts of administrative issues.

pfSense can analyze and display the following information in RRD graph format.

System

The System tab gathers and displays hardware load information.

 f Throughput

 f States

 f Process

 f Memory

 f All
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Trafic
The Trafic tab gathers and displays network throughput information for each of the  

systems interfaces.

 f Outbound

 f WAN

 f LAN

 f Optional Interface(s)

 f OpenVPN

 f IPSec

 f All
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Packets

The Packets tab gathers and displays packet throughput information for each of the  

systems interfaces.

 f Outbound

 f WAN

 f LAN

 f Optional Interface(s)

 f OpenVPN

 f IPSec

 f All

Quality

The Quality tab gathers and displays packet loss information for each of the  

systems interfaces.

 f Outbound

 f WAN

 f Gateway(s)

 f All
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VPN
The VPN tab gathers and display VPN throughput information (if applicable).

 f OpenVPN

 f IPSec

 f PPTP

 f All
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How it works...

Administrators can monitor the core system activity of pfSense, including the following 

resources:

 f Last process ID (PID)

 f Load averages

 f Uptime

 f Process statistics

 f Memory statistics

 f Swap statistics

See also

 f pfSense System Activity Documentation

http://doc.pfsense.org/index.php/System_Activity
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Determining our  

Hardware 

Requirements

This appendix covers the following topics:

 f Determining our deployment scenario

 f Determining our throughput requirements

 f Determining our interface requirements

 f Choosing the standard or embedded image

 f Choosing a form factor

Introduction

Whether our environment is a home network consisting of two computers or a corporate data 

center comprised of hundreds of machines, it’s essential to begin by determining exactly what 

we need from our irewall.

The versatility of pfSense presents us with a wide array of coniguration options which, 
compared to other offerings, makes determining requirements a little more dificult and that 
much more important. The latest irewall product from Microsoft, for example, requires a dual-
core processor, 2 GB of RAM, 2.5 GB of hard disk space, and the latest version of the Windows 

Server platform. In this case, we’d probably end up buying a new server, and that would be ine. 
We would be inished with our decision and we wouldn’t need to read this chapter.

pfSense would run just ine on new hardware but as we’ll see, pfSense offers numerous other 
alternatives to it any environment’s security needs.
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2. In this small-ofice scenario, the irewall that we have diagrammed its the deinition 
of a perimeter irewall. This is the most common of all pfSense deployments.

How it works...

A perimeter irewall becomes the gatekeeper of all trafic lowing between interfaces. We will 
deine irewall rules based on how we want that trafic to low. A few common rules that most 
networks enforce are:

 f Allow all from LAN to WAN: Allow users to get to the outside world so that they can 

surf the web, send e-mails, and so on.

 f Allow some from LAN to WAN: A practice known as egress iltering involves limiting 

the types of trafic allowed to leave a network to ensure unauthorized or malicious 
trafic never leaves a network.

 f Block all from WAN to LAN: Do not allow external users to get into our own private 

network.

 f Allow HTTP from LAN to DMZ: Allow our internal users to access our company’s 

webserver.

 f Allow HTTP from WAN to DMZ: Allow external users to access our company’s 

webserver.

 f Block all from DMZ to LAN: Our DMZ is insecure since we’re allowing external users 

to come in and access the web server. We want to protect ourselves by blocking any 

trafic that attempts to access our LAN from the DMZ.

pfSense also employs many advanced irewall features to accommodate the needs of more 
complex networks. pfSense is capable of:

 f Supporting dozens of interfaces if necessary

 f Handling multiple Internet connections, in case the primary Internet connection fails

 f Fail-over protection, in case the primary irewall dies

 f Load-balancing, to optimize network trafic by balancing demanding loads

There’s more...

pfSense is highly lexible and can also be conigured as any of the following devices. It’s 
important to note that these roles are simply services that we will use within our perimeter 

irewall deployment, but larger environments may want to build these roles as separate 
machines to improve performance:

 f Router: This is the second most common deployment of pfSense. A router 

determines a packet’s destination and then sends it on its way, without applying any 

irewall rules.
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Firewall throughput Processing power required Server hardware 
(PCI-X/PCI-e NICs)

10-20 Mbps 266-MHz CPU No

21-50 Mbps 500-MHz CPU No

51-200 Mbps 1-GHz CPU No

201-500 Mbps 2-GHz CPU Recommended

501+ Mbps 3-GHz CPU Recommended

The following table deines any additional system requirements that would be necessary if 
deploying optional features:

Feature Additional Requirements
VPN A CPU’s encrypted throughput is roughly 20 percent of its unencrypted 

throughput. If you have a 500-Mhz processor (~50 Mbps unencrypted) and 
you need more than 10 Mbps encrypted throughput, you’re going to need a 

faster processor or a separate encryption card.

Captive 

portal

Environments with a larger number of captive portal users (100+) may need 

to bump their processing power slightly to achieve the same throughput.

Large state 

tables

The default state table size of 10,000 entries takes up 10 MB of RAM. Large 
environments with hundreds of thousands of entries will want to make sure 

they have the necessary memory available.

Squid 

Package

It is a package used for caching web content which requires extensive 

use of a hard disk with a large amount of storage. It is not for use with an 

embedded installation where writes to the compact lash card are kept to a 
minimum.

Snort 

Package

It is a packet sniffer/intrusion prevention and detection system (IPS/IDS). A 

minimum of 512 MB RAM is required.

NTop 

Package

A network trafic reporting tool. A minimum of 512 MB of RAM required.

2. Now, let’s determine our own requirements:

 � Our medium-sized business, Any Company USA, has 100 typical business 

users. Our network infrastructure consists of CAT5 cable and 100 Mbps 

switches. The majority of our trafic is web browsing, e-mails, and small 
ile sharing. Our 100-Mbps Internet connection is ample, and our primary 
concern is being able to use what we’re paying for.

 � We want to provide VPN access for employees on the go, but we expect no 

more than a handful of VPN connections at any given time and throughput 

for these external users isn’t a primary concern. Of the additional packages 

available to pfSense, we’ve decided we’d like to use the NTop package to 

help us analyze our trafic and identify problems.
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 � Lastly, given the money we’re saving using the open source pfSense 

platform, we’re going to build an additional fail-over irewall to comply with 
our organization’s redundancy IT policy.

3. At this point we’ve identiied our requirements as:

 � 1 Gbps network hardware (cables and switches)

 � Unencrypted throughput of 100 Mbps

 � Encrypted throughput (VPN) of 20 Mbps

 � 1-GHz CPU, 1-GB RAM
 � A second identical machine to be used as a failover

How it works...

Throughput is the amount of data that can be processed at any given time. We may have a 

100 Mbps iber-optic Internet connection, but if our irewall’s hardware can only process 20 
Mbps, then that’s all we’re going to get.

Firewall throughput is only a factor for trafic passing through the irewall. Internet trafic 
meets this requirement (LAN <| WAN), as would any trafic between our own networks (LAN 
<| DMZ). However, trafic between two machines on the same network, 2 PCs in our LAN for 
example, won’t be bottlenecked by the irewall.

There’s more...

It’s important to remember that certain irewall features have their own hardware 
requirements. For example, VPN connections require additional processing power and the 

Squid web-caching package isn’t suitable for an embedded compact lash disk installation.

List of available packages
Unfortunately, a current list of packages available to pfSense isn’t maintained online. Once 

pfSense is installed, we can view available packages in the System | Packages menu. 

See also

 f See Available Packages in Appendix A, Monitoring and Logging
 f PfSense Oficial Documentation: Minimum Requirements

http://www.pfsense.org/index.php?option=com_content&task=view&i

d=45&Itemid=48

 f PfSense Oficial Documentation: Selection & Sizing
http://www.pfsense.org/index.php?option=com_content&task=view&i

d=52&Itemid=49
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We’ll have to refer to our manufacturer’s documentation if we ind ourselves in this situation. 
There isn’t much documentation available on the subject, but the pfSense guys have posted 
instructions on how to install the standard image on a Netgate Hamakua at http://doc.

pfsense.org/index.php/Full_install_on_Netgate_Hamakua.

See also

 f pfSense oficial documentation: Recommended Vendors

http://www.pfsense.org/index.php?option=com_content&task=view&i

d=44&Itemid=50
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